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Terminal Set-based Cyberattack Detection in Model Predictive Control Systems with

Zero False Alarms

Abstract

The increased reliance of industrial control systems on networked components has

made them more vulnerable to cyberattacks, necessitating cyberattack detection schemes

specifically designed for detecting cyberattacks affecting industrial control systems. This

thesis presents a set-membership-based detection scheme for systems under model predic-

tive control (MPC). Specifically, we consider steady-state operation because many systems

operate over long periods near a desired steady state. Provided the disturbances and mea-

surement noise acting on the system are sufficiently small, we show that the closed-loop

system under MPC is equivalent to the closed-loop system under a linear quadratic regu-

lator, formulated with the same stage cost and weighting matrices, in a region containing

the desired operating point. This equivalence is leveraged to show that the minimum ro-

bust positively invariant (mRPI) sets under both controllers are equivalent, enabling the

calculation of the mRPI set for the closed-loop system under MPC. Using the mRPI set

of the attack-free system, we present an attack detection scheme for systems under MPC

and derive conditions under which the attack detection scheme applied to the attack-

free closed-loop system does not raise an alarm. The detection scheme is applied to a

simplified (linear) building space-cooling system to demonstrate that it does not raise

false alarms during attack-free operation and that it successfully detects attacks when

the system is subjected to a multiplicative false-data injection attack altering the data

communicated over the sensor-controller link. Furthermore, the detection scheme’s appli-

cability to nonlinear systems is assessed. Specifically, the detection scheme is applied to a
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nonlinear chemical process to demonstrate that the detection scheme does not raise false

alarms during attack-free operation and successfully detects an attack when the process

is subjected to a false-data injection attack.

iv



Contents

Acknowledgements ii

Abstract iii

Contents v

List of Figures vii

List of Tables ix

1 Introduction 1

2 Preliminaries 6

2.1 Notation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.2 Class of Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.3 Model Predictive Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.4 Cyberattacks Targeting Control Systems . . . . . . . . . . . . . . . . . . . 10

3 Cyberattack Detection Scheme for Systems Under MPC 11

3.1 Robustness Analysis of Constrained Attack-free Systems using an Explicit

Stabilizing Controller . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

3.2 Connections between MPC and LQR . . . . . . . . . . . . . . . . . . . . . 16

v



3.3 Attack Detection Scheme . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

4 Application of Cyberattack Detection Scheme to Illustrative

Systems 21

4.1 Application to a Building Cooling System . . . . . . . . . . . . . . . . . . 21

4.1.1 Case 1: System in Absence of Attack . . . . . . . . . . . . . . . . . 23

4.1.2 Case 2: System in Presence of Attack . . . . . . . . . . . . . . . . . 25

4.2 Application to a Continuous Stirred Tank Reactor . . . . . . . . . . . . . . 27

4.2.1 Case 1: System in Absence of Attack . . . . . . . . . . . . . . . . . 29

4.2.2 Case 2: System in Presence of Attack . . . . . . . . . . . . . . . . . 31

5 Conclusion 35

Bibliography 36

A Proposition 1 Proof 42

B Theorem 1 Proof 43

vi



List of Figures

2.1 Closed-loop system subject to a false-data injection attack altering data

communicated on the sensor-controller link. . . . . . . . . . . . . . . . . . 10

4.1 Profiles of (a) the actual state (x) and the falsified measured state (y) and

(b) control input (u) of the building under the MPC and LQR controller

under the attack-free operation. The profiles overlap each other. . . . . . . 23

4.2 The values of the measured output for one of the attack-free closed-loop

simulations under MPC. The output trajectory y(t) evolves inside D∗
y for

all times, indicating that no attack is detected. . . . . . . . . . . . . . . . . 24

4.3 Profiles of (a) the actual state (x) and the falsified measured state (y) and

(b) control input (u) of the building under the MPC and LQR controller

under the attack. The profiles overlap each other. . . . . . . . . . . . . . . 25

4.4 The values of the measured output for one of the closed-loop simulations

under MPC and subject to a multiplicative attack on the sensor-controller

link. The output trajectory y(t) evolves outside D∗
y, for some time, and the

attack is detected. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

vii



4.5 Distribution of attack detection times across the 944 simulations in which

the attack was detected. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

4.6 Profiles of the actual states (x1, x2) and the measured states (y1, y2) of the

reactor under the MPC and LQR controller under the attack-free operation.

The profiles overlap each other. . . . . . . . . . . . . . . . . . . . . . . . . 30

4.7 Profile of the control input (u) of the reactor under the MPC and LQR

controller under attack-free operation. The profiles overlap with each other. 30

4.8 The values of the measured output for one of the attack-free closed-loop

simulations under MPC. The output trajectory y(t) evolves inside D∗
y for

all times, indicating that no attack is detected. . . . . . . . . . . . . . . . . 31

4.9 Profiles of the actual states (x1, x2) and the falsified measured states (y1, y2)

of the reactor under the MPC and LQR controller under the attack. The

profiles overlap with each other. . . . . . . . . . . . . . . . . . . . . . . . . 31

4.10 Profiles of the control input (u) of the reactor under the MPC and LQR

controller under the attack. The profiles overlap with each other. . . . . . 32

4.11 The values of the measured output for one of the closed-loop simulations

under MPC and subject to a multiplicative attack on the sensor-controller

link. The output trajectory y(t) evolves outside D∗
y for some time, and the

attack is detected. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

4.12 Distribution of attack detection times across the 1000 simulations in which

the attack was detected. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

viii



List of Tables

4.1 Model parameters for the building HVAC system. . . . . . . . . . . . . . . 22

4.2 Model parameters for CSTR [38]. . . . . . . . . . . . . . . . . . . . . . . . 27

ix



Chapter 1

Introduction

Over the past decade, industrial control systems have increasingly become targets of

cyberattacks, compromising the integrity of data being communicated in the closed-loop

system and resulting in performance degradation, economic loss, and safety risks [1, 2,

3]. The severity of these attacks became evident with the Stuxnet virus, one of the

world’s first publicly known malware designed for a cyberattack on industrial control

systems [4, 5]. Recent cyberattacks on control systems, including the Ukraine power grid

attack, the German steel mill attack, and the Florida water treatment plant attack, have

further emphasized the need for resilient cybersecurity measures [6]. Consequently, an

increasing body of research has focused on developing resilient cyber-secure control system

designs to safeguard against the potentially devastating consequences of cyberattacks on

control systems [7]. These attacks demonstrate that information technology (IT)-based

approaches to cyberattacks are insufficient and that operation technology (OT)-based

approaches are also needed.

Cyberattacks targeting control systems can take various forms, including denial-of-

service (DoS) attacks, man-in-the-middle attacks, and false data injection attacks [8]. A
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critical approach to mitigating these threats is the integration of cyberattack detection

schemes. Numerous detection schemes have been proposed in the literature, including

residual-based methods that utilize a residual—a measure of the deviation between two

variables, often a measured variable and an estimated or predicted variable (e.g., [9, 10]).

For example, a model predictive control (MPC) strategy was introduced with an added

constraint to maintain outputs within a time-varying neighborhood of the reference tra-

jectory in [9]. The residual, calculated as the deviation from this trajectory, was analyzed

using a cumulative sum (CUSUM) scheme. Several Lyapunov-based MPC formulations

and detection schemes that monitor residuals and state values to detect attacks have also

been proposed [10]. In residual-based schemes, an attack is detected when the residual’s

norm exceeds a defined threshold. On the other hand, in state-based schemes, states are

compared against their expected operational regions, with attacks identified when states

deviate from these regions.

Neural network-based detection schemes represent another class of approaches that

have been used for cyberattack detection [11, 12, 13]. In [11], attacks are detected using a

neural network-based detector, where the detector is trained with a large data set of states

to distinguish between different operational modes representing attack-free operation and

attack operations. In [13], to reduce the amount of data required for training neural

network-based detectors, residual-based indicator functions are embedded within the loss

function of standard neural network-based detectors to distinguish between attack-free

operation and attack operations.

An important design consideration for attack detection schemes is minimizing instances

of false alarms, i.e., instances when an alarm is raised, but there is no attack [14]. In
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our previous work, we designed attack detection schemes to produce zero false alarms for

systems controlled by a linear control system using a linear observer and controller without

considering state or input constraints [15, 16, 17]. The attack detection scheme considered

was a set-membership-based detection scheme, wherein a monitoring variable was defined,

and a terminal set of the monitoring variable under attack-free operation was computed.

Specifically, in [15], theoretical conditions were established based on the terminal set to

classify attacks as detectable, undetectable, or potentially detectable with respect to a

general class of set-based detection schemes. This relationship was leveraged in [16] to

present an active set-based attack detection scheme utilizing control system parameter

switching to facilitate attack detection. In [17], theoretical conditions were presented to

guarantee zero false alarms for the active detection scheme proposed in [16]. However,

the method proposed for estimating the terminal set used for detection only applies to

linear systems under an explicit linear controller (one that is an explicit function of the

system’s states or outputs) and a linear observer without accounting for state or input

constraints.

On the other hand, an implicit controller determines the control action indirectly as

an implicit function of the states or outputs. MPC is an implicit optimization-based

control strategy because the control action is obtained by solving an optimal control

problem to minimize a cost function while accounting for constraints on the state and

inputs [18, 19]. One of the main advantages of MPC compared to other control strategies

is its ability to handle system constraints explicitly [20]. Several papers have considered

various aspects related to cyberattack detection for systems regulated by MPC. In addition

to [9, 11, 10, 13], a set-membership-based method using one-step reachable sets has been
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presented [21]. However, to the best of the authors’ knowledge, no prior work has

investigated the integration of terminal sets into a set-membership-based detection scheme

for systems regulated by MPC, where the terminal sets can be precisely calculated. Such

schemes are capable of achieving zero false alarms during attack-free operation under

MPC and guarantee that any alarm raised indicates the presence of an attack.

Motivated by this, we present in this work a terminal set-based cyberattack detec-

tion scheme for monitoring systems controlled by MPC. To this end, discrete-time linear

time-invariant systems subjected to bounded disturbances and measurement noise and op-

erated near the desired steady-state over long periods are considered. Under attack-free

operation, the closed-loop system state asymptotically converges to the minimum robust

positively invariant (mRPI) set. We show that provided the disturbances and measure-

ment noise acting on the system are sufficiently small (made precise in this thesis), the

closed-loop system under MPC is equivalent to that under a linear quadratic regulator

(LQR). Moreover, we show that the mRPI sets under both controllers are equivalent, facil-

itating the calculation of the mRPI set under MPC. Using the mRPI set of the attack-free

system, we present an attack detection scheme for systems under MPC. We derive condi-

tions under which the detection scheme does not raise false alarms when applied to the

attack-free closed-loop system and raises alarms only if the closed-loop system is under

attack.

The organization of the rest of the thesis is as follows. We provide details on the

notations, class of systems, and class of cyberattacks in Chapter 2. Chapter 3 presents a

method to compute the mRPI set for closed-loop systems under MPC and the proposed

terminal set-based detection scheme. In Chapter 4, we apply the detection scheme to
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a building space-cooling system controlled by MPC. We demonstrate that the detection

scheme does not raise false alarms during attack-free operations. We consider multiplica-

tive false-data injection attacks altering the data communicated over the sensor-controller

link as an illustrative model to demonstrate that the detection scheme successfully detects

the attack. Furthermore, we demonstrate the detection scheme’s applicability to nonlin-

ear processes using an illustrative nonlinear chemical process. We show that the proposed

detection scheme does not trigger any false alarms for the attack-free nonlinear process

and that it successfully detects an attack when a multiplicative false-data injection attack

is applied. Finally, Chapter 5 provides the conclusions and potential future work.
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Chapter 2

Preliminaries

2.1 Notation

The non-negative set of integers is denoted by I+. The n-dimensional Euclidean space

is denoted by Rn. The Minkowski sum of two sets A ⊂ Rn and B ⊂ Rn is denoted

by A ⊕ B = {a + b|a ∈ A, b ∈ B}. For a matrix M ∈ Rm×n and set A ⊂ Rn, MA

denotes the set {Ma|a ∈ A}. For a matrix Q ∈ Rn×n, ||Q|| refers to the 2-norm of the

matrix Q. The matrix I denotes the identity matrix of appropriate dimensions. For a

positive definite function V : Rn → R+, Ωρ denotes the sublevel set of the function, i.e.,

{x ∈ Rn|V (x) ≤ ρ} for ρ > 0. A closed norm ball of radius r∗ is denoted by Br∗ , where

Br∗ := {ζ ∈ Rn|∥ζ∥ ≤ r∗}.

2.2 Class of Systems

We consider linear time-invariant systems of the form:

x(t+ 1) = Ax(t) +Bu(t) +Bww(t)

y(t) = x(t) + v(t)

(2.1)
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where x(t) ∈ Rnx is the state, x(t + 1) ∈ Rnx is the successor state, u(t) ∈ Rnu is the

manipulated input, w(t) ∈ W ⊂ Rnw is the disturbance, y(t) ∈ Rnx is the measured

output, and v(t) ∈ V ⊂ Rnv is the measurement noise. The initial time is taken to be

t = 0. The sets W and V are compact polytopes containing the origin. The system

matrices A, B, and Bw are of appropriate dimensions, and the pair (A,B) is stabilizable.

Constraints are imposed on the state and input where the admissible state set, denoted by

X, is closed and the admissible input set, denoted by U, is compact. Both sets are assumed

to have a non-empty interior. For compactness of notation, we define Z := X × U. We

assume that the desired operating point is the origin of the unforced system, i.e., xs = 0

is the desired operating point, which corresponds to the steady-state of the system with

manipulated input us = 0, disturbance ws = 0, and measurement noise vs = 0, and

xs ∈ int X and us ∈ int U.

2.3 Model Predictive Control

MPC is an implicit control strategy in which the control action is obtained by repeatedly

solving an optimal control problem (e.g., [20]). Compared to other control strategies, one

advantage of MPC is that it can explicitly account for state and input constraints in its
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formulation. The finite-horizon optimal control problem of MPC is given by:

min
ũ

t+N−1∑
k=t

(
x̃(k)TQx̃(k) + ũ(k)TRũ(k)

)
+ x̃(t+N)TPx̃(t+N) (2.2a)

s.t. x̃(k + 1) = Ax̃(k) +Bũ(k), (2.2b)

x̃(t) = y(t) (2.2c)

x̃(k) ∈ X,∀ k ∈ {t+ 1, ..., t+N} (2.2d)

ũ(k) ∈ U,∀ k ∈ {t, ..., t+N − 1} (2.2e)

where N is the number of time steps in the prediction horizon, x̃(k) is the predicted state

at time k ∈ {t, . . . , t+N}, ũ(k) is the predicted input at time k ∈ {t, . . . , t+N − 1}, and

ũ := {ũ(t), . . . , ũ(t+N − 1)}.

In the above formulation, Eq. 2.2a represents a conventional quadratic regulation cost

function with a quadratic stage cost and a quadratic terminal cost that penalizes the devi-

ation of the state and input from their corresponding steady-state values. The matrices Q

and P are positive semidefinite weighting matrices, and R is a positive definite weighting

matrix. The terminal cost can serve two purposes: to summarize the cost-to-go, i.e., the

cost incurred beyond the prediction horizon, and for closed-loop stability considerations

(see, for example, [20]). The dynamic model is used in Eq. 2.2b to forecast the system

behavior over the prediction horizon. The model is initialized with a measurement from

the system (Eq. 2.2c). In this work, we consider that the problem is initialized with a

state measurement, which could be corrupted by noise. The constraints in Eqs. 2.2d-2.2e

are the state and input constraints.

MPC is implemented following the receding horizon principle: at time t, the MPC

receives the measured output y(t) from the system sensors, creates and solves an instance
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of the problem in Eq. 2.2 to determine the optimal input sequence, denoted by ũ∗ :=

{ũ∗(t), . . . , ũ∗(t + N − 1)}, and sends the first element (ũ∗(t)) in the sequence to the

control actuators. At time t + 1, the process is repeated after receiving an updated

measured output. This process is repeated indefinitely.

We select the terminal cost weighting matrix P to be the solution to the algebraic

Riccati equation (ARE), given by:

P = ATPA− P − (ATPB)(BTPB +R)−1BTPA+Q (2.3)

If the pair (A,B) is stabilizable and the pair (A,Q) is detectable, the ARE has a unique

positive semidefinite solution (e.g., [22]). This choice of terminal cost is an exact repre-

sentation of the cost-to-go for the nominal system in the sense that x̃T (t+N)Px̃(t+N)

is the optimal value of the infinite horizon cost, i.e.,

min
u

∞∑
k=0

x(k)TQx(k) + u(k)TRu(k) (2.4)

for the system without perturbations, given by:

x(k + 1) = Ax(k) +Bu(k)

y(k) = x(k)

(2.5)

initialized at x(0) = x̃(t+N) and with controller:

u(k) = −K∗x(k) (2.6)

where K∗ represents the optimal linear quadratic regulator (LQR) gain, which minimizes

9



Sensors

Controller System
x(t + 1) = Ax(t) + Bu(t) + Bww(t)

Attacker

u(t)

ya(t)

y(t) = x(t) + v(t)

Figure 2.1: Closed-loop system subject to a false-data injection attack altering data communicated on
the sensor-controller link.

the infinite horizon quadratic cost. The gain K∗ is given by:

K∗ = (BTPB +R)−1BTPA (2.7)

and provided that (x(k), u(k)) ∈ Z for all k. Under the stated conditions, the eigenvalues

of A−BK∗ are within the unit circle (e.g., [22]).

2.4 Cyberattacks Targeting Control Systems

Industrial control systems can be targeted by several types of cyberattacks [2, 23, 24].

Specifically, cyberattacks, such as denial-of-service, replay, and false-data injection at-

tacks, can alter or prevent data from being communicated over the control system. False-

data injection attacks alter the data communicated over the sensor-controller or controller-

actuator link (e.g., [25]). Figure 2.1 illustrates the closed-loop system and how a false-data

injection attack alter the data transferred from the sensors to the controller for the case

of a sensor-controller link false-data injection attack. In this case, the controller receives

the output manipulated by the attacker, ya(t), instead of the actual outputs, y(t). Two

specific models of false-data injection attacks that have been considered in the literature

are (1) additive attacks, which alter the data by adding a value to the data being com-

municated [26, 27], and (2) multiplicative attacks, which alters the data by multiplying

the data being communicated over the link by a factor [28, 17, 29].
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Chapter 3

Cyberattack Detection Scheme for

Systems Under MPC

This chapter presents an attack detection scheme to detect attacks in systems controlled

by MPC. The attack detection scheme relies on the computation of the minimum ro-

bust positive invariant sets for the closed-loop system under MPC. We begin by outlining

a method to compute these sets for systems operating under MPC in the presence of

sufficiently small perturbations. To establish this, we first analyze systems under per-

turbations controlled by an explicit stabilizing controller. We prove that the closed-loop

system under the explicit stabilizing controller possesses a robust positive invariant set

within which the state and input constraints are satisfied, provided the perturbations are

sufficiently small. We then compare the closed-loop systems under LQR and MPC, show-

ing that under sufficiently small perturbations, the minimum robust positive invariant set

for the system under MPC is the same as that for LQR. Building on these findings, we

present an attack detection scheme for systems regulated by MPC and prove that this

scheme operates with zero false alarms.
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3.1 Robustness Analysis of Constrained Attack-free Systems us-

ing an Explicit Stabilizing Controller

We summarize results on the closed-loop system consisting of the system in Eq. 2.1 under

an explicit stabilizing controller. We consider a general stabilizing controller in this sec-

tion, given that the results presented broadly apply to any controller of the form u = −Kx

such that the eigenvalues of A − BK lie within the unit circle. While the results follow

from standard stability and robustness analysis, we present them here to make the thesis

self-contained. The analysis reveals that under sufficiently small perturbations, character-

ized below, a robust positive invariant set exists within which state and input constraints

are satisfied.

Since we analyze several closed-loop systems under different controllers, we clarify

the terminology used: the term nominal system refers to the system in Eq. 2.1 without

perturbations (w(t) = 0 and v(t) = 0 for all t ≥ 0); the unconstrained system refers to

the system in Eq. 2.1 without input and state constraints; the constrained system refers

to the system in Eq. 2.1 with input and state constraints; the attack-free system refers

to the case when the controller receives the actual output y(t); and the attacked system

refers to the case where the controller receives an output value that has been modified by

the attack, ya(t). The results presented in this section apply to the attack-free system.

The controller uses feedback measurements of the state for the nominal system because

v(t) = 0 for all t ≥ 0. In contrast, the controller uses the measured output to compute

the control action for the closed-loop system, consisting of the system in Eq. 2.1 (with

perturbations) under any of the controllers considered. Additionally, we present several

standard set definitions:
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Definition 1. A set M is a positive invariant set for a nominal closed-loop system (e.g.,

the nominal system with controller u(t) = −Kx(t)) if

x(t) ∈ M =⇒ x(t+ 1) ∈ M (3.1)

for all x(t) ∈ M.

Definition 2. A set M is a robust positive invariant (RPI) set for a closed-loop system

(e.g., the system in Eq. 2.1 with controller u(t) = −Ky(t) = −K(x(t) + v(t))) if

x(t) ∈ M =⇒ x(t+ 1) ∈ M (3.2)

for all x(t) ∈ M, w(t) ∈ W, and v(t) ∈ V.

Definition 3. The minimum RPI (mRPI) set for a closed-loop system is the RPI set

contained in every closed RPI set.

We consider the nominal system, i.e., the system in Eq. 2.1 without the disturbance

and measurement noise. Given that (A,B) is stabilizable, a feedback gain K exists such

that eigenvalues of (A− BK) lie within the unit circle. The nominal closed-loop system

under this controller (neglecting constraints) is given by:

x(t+ 1) = (A−BK)x(t) (3.3)

where u(t) = −Kx(t). While constraints are neglected in writing the closed-loop system

in Eq. 3.3, i.e., it is an unconstrained system, the system possesses a positive invariant

set where any state within this set satisfies the state constraints. Moreover, the input

computed from the controller satisfies the input constraints for any point contained within

this positive invariant set. This is precisely stated in the following proposition.

Proposition 1. For the closed-loop system in Eq. 3.3 where the eigenvalues of A− BK

lie within the unit circle, there exists a positive invariant set, denoted by Ωρ, such that

(x,−Kx) ∈ Z for all x ∈ Ωρ.
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The proof of Proposition 1 is provided in Appendix A.

We now consider the perturbed closed-loop system, i.e., the system under the explicit

stabilizing controller and subject to bounded process disturbance and measurement noise.

In this case, the controller uses the output to compute the control action, i.e., u(t) =

−Ky(t). The resulting closed-loop system is given by:

x(t+ 1) = Aclx(t) +Bclf(t) (3.4)

where the closed-loop system matrices Acl and Bcl are defined as:

Acl := A−BK (3.5)

Bcl :=
[
Bw −BK

]
(3.6)

and f(t) :=
[
wT (t) vT (t)

]T
∈ F := W× V.

Using Ωρ, we intend to find an RPI set for the closed-loop system in Eq. 3.4 where

(x,−K(x + v)) ∈ Z for any x in this RPI set and all v ∈ V. If the state is contained in

Ωρ, the state constraint is satisfied, which follows from Prop. 1. From Prop. 1, −Kx ∈ U

for all x ∈ Ωρ. However, the controller uses the measured output to compute its control

action, and y = x+ v will not be contained within Ωρ for all x ∈ Ωρ and v ∈ V, so −Ky

may not be contained in U for all x ∈ Ωρ and v ∈ V. Therefore, we consider a subset of

Ωρ such that we can guarantee that y ∈ Ωρ, ensuring that the control action computed by

the explicit controller is in U. Moreover, if the perturbations f(t) applied to the system

are sufficiently small, this subset of Ωρ is an RPI set for the closed-loop system. This is

formally stated in the theorem below.
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Theorem 1. Consider the perturbed closed-loop system in Eq. 3.4 where the eigenvalues

of Acl lie inside the unit circle. For any ρ′ < ρ, there exists ϵ∗f > 0, such that for any

ϵf ∈ [0, ϵ∗f ), Ωρ′ is an RPI set if F = W×V ⊆ Bϵf . Moreover, (x,−K(x+ v)) ∈ Z for all

x ∈ Ωρ′ and v ∈ V.

The proof of Theorem 1 is provided in Appendix B. For the perturbed, unconstrained

system in Eq. 3.4, the state asymptotically converges to the mRPI set, given that the

eigenvalues of A − BK lie inside the unit circle [30]. The mRPI set for the closed-loop

system in Eq. 3.4, which we denote as Dx, can be expressed as an infinite Minkowski

sum [30]:

Dx = BclF⊕ AclBclF⊕ A2
clBclF⊕ A3

clBclF⊕ · · · (3.7)

By definition, the mRPI set is a subset of, or equal to, Ωρ′ , provided the perturbations

are sufficiently small (Theorem 1). Moreover, since Dx ⊆ Ωρ′ ⊂ Ωρ ⊆ X and x ∈ Ωρ′

implies that y = x + v ∈ Ωρ for all v ∈ V, the state and input constraints are satisfied

for the closed-loop system in Eq. 3.4 for t ≥ 0 when x(0) ∈ Dx and the perturbations are

sufficiently small. With the mRPI set, we can establish a set of measured outputs where

we expect the measured output to be after long-term operation of the system in Eq. 3.4

(after the state has converged to Dx), which we call the output terminal set, and is given

by:

Dy = Dx ⊕ V (3.8)

When the LQR gain is used as the controller gain, we use D∗
x and D∗

y to denote the mRPI

and output terminal sets.

In our previous work [15], we used a set-membership-based detection scheme to de-

tect attacks in systems operated under a linear control system. Since many systems are
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operated at steady-state for long periods, our previous work addressed systems under

steady-state operation. When a system is operated for long periods, the state asymptot-

ically converges to Dx. Once the state converges to Dx, it remains bounded within Dx

after that, provided the system is attack-free. Hence, the boundedness of state within

Dx serves to certify attack-free operations. If the state leaves Dx, the system cannot be

attack-free [15]. Since the state is not directly measurable, we can instead monitor values

of y(t) and their containment within Dy.

3.2 Connections between MPC and LQR

We establish connections between the systems under MPC and LQR and show that locally

(in a compact set containing the origin) the same control actions are applied to both

systems, allowing us to analyze the closed-loop system under MPC using the closed-

loop system under LQR (an explicit controller). We show that under sufficiently small

disturbance and measurement noise, the closed-loop system under MPC possesses the

same mRPI set as that under LQR. This result provides a method for computing the

mRPI set for the system under MPC.

Lemma 1. Consider the nominal system under the LQR, initialized at y(t), given by:

x̃(k + 1) = Ax̃(k) +Bũ(k)

ũ(k) = −K∗x̃(k), k ∈ {t, . . . , t+N − 1}

x̃(t) = y(t)

(3.9)

If x̃(k) ∈ X for k ∈ {t + 1, . . . , t + N} and ũ(k) ∈ U for k ∈ {t, . . . , t + N − 1}, then

the input sequence {ũ(t), . . . , ũ(t+N − 1)} is the optimal solution of the optimal control

problem in Eq. 2.2.

Proof. The state and input sequences resulting from the system in Eq. 3.9 are feasible
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with respect to the problem in Eq. 2.2 if x̃(k) ∈ X for all k ∈ {t+1, . . . , t+N}, x̃(t) = y(t),

and ũ(k) ∈ U for all k ∈ {t, . . . , t + N − 1}. By construction, the LQR controller is the

optimal control policy for the infinite-horizon optimal control problem given by:

min
u

∞∑
k=t

x(k)TQx(k) + u(k)TRu(k)

s.t. x(k + 1) = Ax(k) +Bu(k),

x(t) = y(t)

(3.10)

where u := {u(t), u(t + 1), . . .} is the decision variable. The problem in Eq. 3.10 is

equivalent to the following finite-horizon optimal control problem with a terminal cost

(follows from Bellman’s principle of optimality), given by:

min
u

t+N−1∑
k=t

x(k)TQx(k) + u(k)TRu(k) + x(t+N)TPx(t+N)

s.t. x(k + 1) = Ax(k) +Bu(k),

x(t) = y(t)

(3.11)

where P is the solution to the ARE in Eq. 2.3 and with slight abuse of notation, u :=

{u(t), . . . , u(t+N − 1)}.

The finite-horizon optimal control problem in Eq. 2.2 is similar to the finite-horizon

optimal control problem in Eq. 3.11, with the problem in Eq. 2.2 having additional con-

straints on the state and input sequences, i.e., the two problems have the same cost

function and differ only in the constraints. Therefore, the input sequence defined in

Eq. 3.9 is an optimal solution to Eq. 2.2 if x̃(k) ∈ X for all k ∈ {t+1, . . . , t+N − 1} and

ũ(k) ∈ U for all k ∈ {t, . . . , t + N − 1}, following from the fact that adding constraints

cannot improve the optimal cost function value. Finally, since Q ≥ 0, P ≥ 0, and R > 0,

the cost function of the problems in Eq. 2.2 and Eq. 3.11 are strictly convex. Therefore,

the solution is also unique.

We can build upon Lemma 1 to show that for any positive invariant set for the nominal

system under LQR where the state and inputs constraints are satisfied, the optimal input

sequence for the problem in Eq. 2.2 is the sequence defined in Eq. 3.9.
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Corollary 1. Let X be a positive invariant set for the closed-loop system in Eq. 3.9

such that (x,−K∗x) ∈ Z for all x ∈ X . Then, for all y(t) ∈ X , the input sequence

{ũ(t), . . . , ũ(t + N − 1)} (defined in Eq. 3.9) is the optimal solution to optimal control

problem in Eq. 2.2.

Given that the MPC and the LQR will lead to the same control action in a region of

the desired operating steady-state, a reasonable question is whether they possess the same

mRPI set, which offers a straightforward way to compute the mRPI set under MPC. We

can show that when the disturbance and measurement noise are sufficiently small, D∗
x is

also the mRPI set under MPC, stated formally in the following theorem.

Theorem 2. Consider the attack-free closed-loop system consisting of the system in

Eq. 2.1 under the MPC defined in Eq. 2.2. If ∥f(t)∥ < ϵ∗f for all t ≥ 0, the mRPI

set for the attack-free closed-loop system under LQR, D∗
x, is also the mRPI set for the

attack-free closed-loop system under MPC.

Proof. Since the set D∗
x is the mRPI set for the closed-loop system consisting of the system

in Eq. 2.1 under the LQR, we start by analyzing the closed-loop system under LQR. From

Prop. 1, there exists a positive invariant set for the nominal closed-loop system under LQR,

which we denote by Ωρ, such that (x,−K∗x) ∈ Z for all x ∈ Ωρ (Ωρ is a sublevel set of

a Lyapunov function for the closed-loop system under the LQR). For any ρ′ < ρ, there

exist ϵ∗f > 0 such that for any ϵf ∈ [0, ϵ∗f ), Ωρ′ is a RPI set for the closed-loop system

under LQR if F ⊆ Bϵf (Thm. 1). Since D∗
x is the mRPI set, it is contained within Ωρ′

(D∗
x ⊆ Ωρ′).

For any x(t) ∈ Ωρ′ , y(t) ∈ Ωρ (this follows from criteria on ϵ∗f requiring ϵ∗f ≤ ρ − ρ′

discussed in the proof of Thm. 1 such that x(t) ∈ Ωρ′ implies y(t) ∈ Ωρ). From Corollary 1,

the control action computed by the MPC, i.e., the first element in the optimal sequence,

is the same control action computed by the LQR, i.e., u(t) = −K∗y(t) for all y(t) ∈ Ωρ,

because Ωρ is a positive invariant set for the closed-loop system in Eq. 3.9. Therefore,

for any x(t) ∈ Ωρ′ , the control actions under MPC and LQR are identical. Consequently,

with the same initial state, identical control actions, and the same applied disturbances,

the successor state, i.e. x(t + 1), under both controllers will also be identical. Thus,
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x(t) ∈ Ωρ′ =⇒ x(t + 1) ∈ Ωρ′ holds for the closed-loop system under MPC. Therefore,

Ωρ′ is also the RPI set for the closed-loop system under MPC. Finally, since the two

closed-loop systems are identical in Ωρ′ , i.e., the same control action is applied for any

state in Ωρ′ , and D∗
x ⊆ Ωρ′ , the mRPI set for the closed-loop system under MPC is also

D∗
x.

3.3 Attack Detection Scheme

We now present the attack detection scheme that can detect attacks on closed-loop systems

under MPC after long-term operation, i.e., after the state converges to the mRPI set. The

detection scheme can be outlined as follows:

z(t) =


0, y(t) ∈ D∗

y

1, y(t) /∈ D∗
y

(3.12)

where z(t) represents the output of the detection scheme. A condition where z(t) = 0

signifies that the system outputs remain bounded within the set D∗
y, indicating the scheme

has not detected an attack. If z(t) = 1, the detection scheme raises the alarm since the

system outputs are no longer bounded within the set D∗
y, indicating abnormal operation

is detected.

We prove the proposed detection scheme generates zero false alarms. The principle of

ultimate boundedness of the state within the mRPI set and of outputs within the output

terminal set serves as the basis for detecting cyberattacks. This is stated in the following

theorem.

Theorem 3. Consider the attack-free closed-loop system consisting of the system in

Eq. 2.1 under the MPC with the problem defined in Eq. 2.2. If x(0) ∈ D∗
x and ∥f(t)∥ < ϵ∗f

for all t ≥ 0, the detection scheme in Eq. 3.12 does not raise any alarms, i.e., z(t) = 0 of

all t ≥ 0.
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Proof. From Thm. 2, there exists ϵf > 0 such that D∗
x is the mRPI set for the attack-free

closed-loop system under MPC. Therefore, x(t) ∈ D∗
x for all t ≥ 0 if x(0) ∈ D∗

y and

the closed-loop system is attack-free. By construction of D∗
y, y(t) ∈ D∗

y for all t ≥ 0.

Therefore, z(t) = 0 for all t ≥ 0, and the detection scheme does not raise any alarm.

In general, attack detection cannot be guaranteed because it depends on the system

properties, control system, and detection scheme (e.g., [31, 15, 32, 33]). Nonetheless, a

direct consequence of Thm. 3 is the following Corollary:

Corollary 2. Consider the attack-free closed-loop system consisting of the system in

Eq. 2.1 under the MPC with the problem defined in Eq. 2.2. If x(0) ∈ D∗
x, ∥f(t)∥ < ϵ∗f

for all t ≥ 0, and z(t) = 1 for some t ≥ 0, the closed-loop system cannot be attack-free.
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Chapter 4

Application of Cyberattack

Detection Scheme to Illustrative

Systems

In this chapter, we demonstrate the proposed attack detection scheme on two illustrative

systems. All the set computations in this chapter are performed using the MPT toolbox in

MATLAB [36]. We use the algorithm presented in [37] with an error bound of ϵ = 5×10−5

to compute the mRPI set.

4.1 Application to a Building Cooling System

In this section, we apply the proposed attack detection scheme to a building space condi-

tioned by a heating, ventilation and air conditioning (HVAC) system to maintain a desired

space temperature. External factors, including the ambient temperature and heat gains

from solar radiation, affect the temperature inside the building, which are the disturbances
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Table 4.1: Model parameters for the building HVAC system.

Parameter Value

Indoor air thermal capacitance (Cin) 1.69× 107 J ◦C−1

Heat transfer coefficient (hamb) 623W ◦C−1

Temperature set point (Tin,sp) 25 ◦C
Ambient temperature range (Tamb) [28, 38] ◦C

Solar heat rate range (Q̇solar) [39, 41] kW
Nominal ambient temperature (Tamb,nom) 33 ◦C

Nominal solar heat rate (Q̇solar,nom) 40 kW

Steady-state HVAC cooling rate (Q̇HVAC,sp) 45.0 kW

of the system. The building space’s thermal dynamics are given by:

Cin
dTin

dt
= hamb(Tamb − Tin) + Q̇solar − Q̇HVAC (4.1)

where Cin is the thermal capacitance of the building space, Tin is the indoor building

space temperature, hamb is the heat transfer coefficient corresponding to the heat transfer

between the ambient and the building space, Tamb is the temperature of the surroundings,

Q̇solar is the solar heat rate, and Q̇HVAC is the manipulated rate of cooling rate of the

HVAC system. Table 4.1 gives the parameter values.

The control objective is to maintain the temperature inside the facility at a desired set

point Tin,sp by manipulating the cooling rate of the HVAC systems. We convert the state

variable Tin, the manipulated input Q̇HVAC, and the disturbance vector [Tamb Q̇solar]
T to

deviation variables such that x = Tin − Tin,sp, u = Q̇HVAC − Q̇HVAC,sp, and w = [Tamb −

Tamb,nom Q̇solar − Q̇solar,nom]
T where Q̇HVAC,sp is the cooling rate to maintain the inside

temperature at Tin,sp when the ambient temperature (Tamb) is 33 ◦C and solar heat rate

(Q̇solar) is 40 kW. We restrict the admissible values of the state and input to −1.5 K ≤ x ≤

1.5 K and −50 kW ≤ u ≤ 50 kW, respectively. The ambient temperature varies between

[−5, 5]◦C around Tamb,nom, whereas the solar heat rate varies between [−1, 1] kW around

Q̇solar,nom. Additionally, the measured output (Tin) is corrupted by bounded measurement
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Figure 4.1: Profiles of (a) the actual state (x) and the falsified measured state (y) and (b) control input
(u) of the building under the MPC and LQR controller under the attack-free operation. The profiles
overlap each other.

noise where the bounded set is given by [−0.5, 0.5]◦C. We model the disturbance (Tamb,

Q̇solar) and measurement noise as random variables drawn from a uniform distribution in

the interval specified by the admissible bounds set for them. The building temperature

is measured every 5 minutes. We perform closed-loop simulations over a 24-hour period.

We can represent the building’s thermal dynamics, given by Eq. 4.1, as a continuous-time

state-space model. We discretize this resulting continuous-time model by considering

a zero-order hold of the inputs and disturbances with a sampling period of 5 minutes,

obtaining the following discrete-time state-space model with matrices: A =
[
0.989

]
,

B =
[
−1.76× 10−5

]
, and Bw =

[
1.10× 10−2 1.76× 10−5

]
.

4.1.1 Case 1: System in Absence of Attack

In this case, we consider an attack-free operation of the closed-loop system under an

MPC. The MPC is tuned using the weighting matrices: Q =
[
107

]
, R =

[
10−2

]
, and

P =
[
2.32× 107

]
where P is the solution to the discrete-time algebraic Riccatti equation.
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Figure 4.2: The values of the measured output for one of the attack-free closed-loop simulations under
MPC. The output trajectory y(t) evolves inside D∗

y for all times, indicating that no attack is detected.

We assess if the attack detection scheme presented in Eq. 3.12 correctly verifies that

the system is not under attack and does not generate false alarms. First, we compare

the closed-loop operation of the system under MPC, given by Eq. 2.2, to that under an

LQR. The MPC is tuned with weighting matrices Q and R and a quadratic terminal

cost where the terminal weighting matrix P is obtained by solving the algebraic Riccatti

equation. The LQR is tuned using the same choices of Q and R. We initialize both

closed-loop systems with an initial state of 0. The same realization of the disturbance

and measurement noise is used in both closed-loop simulations. The eigenvalue of Acl =

A − BK∗ for the closed-loop system under LQR is λ(Acl) = 0.575, which indicates that

the closed-loop operation under LQR is stable. As shown in Figure 4.1b, the closed-loop

input trajectories under both controllers MPC and LQR are identical, which is consistent

with the results established in Lemma 1.

The mRPI set (D∗
x) and output terminal set (D∗

y) for the attack-free closed-loop system

under LQR is computed using Eqs. 3.7 and 3.8. We estimate the mRPI set using the

method presented in [37] and use it to compute the estimate of set D∗
y. We perform

1000 closed-loop simulations for the system under MPC using different disturbance and

measurement noise realizations. The output values of the system evolve within D∗
y, i.e.,

y(t) ∈ D∗
y, for all simulations. This follows from Theorem 2 as the mRPI set under LQR

is the mRPI set for the attack-free closed-loop system under MPC. Therefore, no attack
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Figure 4.3: Profiles of (a) the actual state (x) and the falsified measured state (y) and (b) control input
(u) of the building under the MPC and LQR controller under the attack. The profiles overlap each other.

is detected in any simulation, confirming that this detection approach does not raise false

alarms, as expected from the findings of Theorem 3. The measured output values observed

for one of the simulations and the set D∗
y are shown in Figure 4.2.

4.1.2 Case 2: System in Presence of Attack

In this case, we consider the operation of a closed-loop system under MPC in the pres-

ence of a multiplicative sensor-controller link false data injection attack with ya(t) = Λy(t)

where ya(t) is the altered measurement received by the controller and Λ is the multiplica-

tive factor that multiplies the measured output. In this case study, we consider Λ = 1.5.

We assess if the attack detection scheme presented in Eq. 3.12 detects that the system is

under attack. Again, we consider the MPC and LQR to have the same tuning parameters

as in the previous case. We initialize the system with an initial state of 0 for both closed-

loop systems. The eigenvalue of Acl = A− BK∗Λ is λ(Acl) = 0.368 , indicating that the

closed-loop operation under LQR and subjected to the multiplicative attack is still stable.
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Figure 4.4: The values of the measured output for one of the closed-loop simulations under MPC and
subject to a multiplicative attack on the sensor-controller link. The output trajectory y(t) evolves outside
D∗

y, for some time, and the attack is detected.

Figure 4.5: Distribution of attack detection times across the 944 simulations in which the attack was
detected.

As shown in Figure 4.3b, the system’s control input trajectories under MPC and under

LQR are overlapping, indicating that they are equivalent under both controllers. As a

result, system’s state and output trajectories under MPC and under LQR are overlapping,

as shown in Figure 4.3a.

We apply the detection scheme to 1000 closed-loop simulations with different distur-

bance and measurement noise realizations. In 944 of those simulations, at least one output

value is outside D∗
y, and an alarm is raised, demonstrating that the attack is detected in

these 944 cases. The average time for detection across the 944 simulations is 6.28 hours.

To assess the significance of this detection time, we compare it with the time constant

of the system. The time constant of the system is approximately 7.53 hours. In the
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Table 4.2: Model parameters for CSTR [38].

Parameter Value

Feed concentration of the reactant (CA0) 4 kmol m-3

Feed temperature (T0) 300 K
Volumetric feed flow rate (F ) 5 m3 h-1

Volume of reactor (V ) 1 m3

Heat of reaction (∆H) −1.15× 104 kJ kmol-1

Density of liquid (ρL) 1000 kg m-3

Heat capacity of liquid (Cp) 0.231 kJ kg-1 K-1

Activation energy (E) 5.0× 104 kJ kmol-1

Pre-exponential factor (k0) 8.46× 106 m3 h-1 kmol-1

Gas constant (R) 8.314 kJ kmol-1 K-1

Steady-state concentration of the reactant (CAs) 1.22 kmol m-3

Steady-state temperature (Ts) 438.2 K

Steady-state heat rate added/removed from reactor (Q̇heat,s) 0 kJ h-1

remaining 56 simulations, the output values remains within D∗
y for the entire duration of

the simulation, and hence, the attack goes undetected. Figure 4.4 demonstrates the result

for one of the 1000 simulations. The output trajectory y(t) evolves outside D∗
y, for some

time, indicating that the attack is detected. Figure 4.5 shows a histogram representing

the distribution of detection times across the 944 simulations in which the attack was

detected. The distribution indicates that in 637 simulations, detection occurred within

one time constant of the attack onset; in 861 simulations, detection occurred within two

time constants; and in 936 simulations, detection was achieved within three time con-

stants—demonstrating the responsiveness of the proposed detection scheme.

4.2 Application to a Continuous Stirred Tank Reactor

In this section, we demonstrate the detection scheme’s applicability to a nonlinear process.

We consider a nonlinear chemical process consisting of a continuous stirred tank reactor

(CSTR) where a second order, irreversible, exothermic reaction takes place of the form

A −→ B. We derive the mass and energy balance of the CSTR using standard modeling
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principles, and the resulting system of ordinary differential equations is as follows:

dCA

dt
=

F

V
(CA0 +∆CA0 − CA)− k0e

−E
RT C2

A

dT

dt
=

F

V
(T0 +∆T0 − T )− ∆Hk0

ρLCp

e
−E
RT C2

A +
Q̇heat

ρLCpV

(4.2)

where F is the volumetric flow rate, V is the volume of the tank, CA0 is the concentration

of the reactant fed into the tank, T0 is the temperature of the feed, CA is the concentration

of reactant, T is the temperature of the tank, ∆H is the heat of reaction, ρL and Cp are

the density and the heat capacity of the liquid in the reactor respectively, k0 is the pre-

exponential factor, R is the universal gas constant and Q̇heat is the heat rate added or

removed from the reactor. The variables ∆CA0 and ∆T0 represent bounded disturbance in

the feed reactant concentration and temperature, respectively. The control objective is to

operate the CSTR around the steady-state values for concentration (CAs) and temperature

(Ts). Process disturbances ∆CA0 and ∆T0 are modelled as bounded deviations from CAs

and Ts, respectively. We provide the values for all these parameters in Table 4.2.

We define our state variables in the form of deviation variables such that x = [x1 x2]
T =

[CA −CAs T − Ts]
T and u = Q̇heat − Q̇heat,s. The admissible values of the state and input

are restricted to: −0.02 kmol m−3 ≤ x1 ≤ 0.02 kmol m−3, −1 K ≤ x2 ≤ 1 K, and

−15000 kJ/hr ≤ u ≤ 15000 kJ/hr respectively. The disturbance subject to the system

can be given by ∆CA0 ∈ [−1, 1] kmol m-3 and ∆T0 ∈ [−5, 5] K. Additionally, the outputs

of the process are subject to measurement noise described by [−0.01, 0.01] kmol m-3 and

[−0.2, 0.2] K. The disturbances and measurement noise are modeled as random variables

drawn from a uniform distribution in the interval specified by the admissible bounds set

for them. Given the small bounds chosen for the disturbances and noise, the linearized

model may approximate the nonlinear process. The impact of the nonlinearities increases
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with the value of disturbances and noise.

To solve the optimal control problem in MPC, we need the linearized state-space model

of the system. The model is linearized around the steady-state point at which it is being

operated. We discretize the resulting linearized continuous-time model with a sampling

time of 10−2 h yielding a discrete-time linear state-space model of the form of Eq. 2.1

where the matrices are given by:

A =

 0.736 −0.0041

10.695 1.156

 , B =

−9.071× 10−8

4.674× 10−5

 , Bw =

0.0433 −1.048× 10−4

0.272 0.0540


We use the explicit Euler’s method with a step size of 10−4 h to integrate the ordinary

differential equations in Eq. 4.2 to perform closed-loop simulations.

4.2.1 Case 1: System in Absence of Attack

In this case, we consider an attack-free operation of the closed-loop system under MPC.

The MPC is tuned with the following weighting matrices:

Q =

5× 108 0

0 2× 1010

 , R =
[
1
]
, P =

1.24× 1011 5.46× 109

5.46× 109 2.06× 1010


where P is the solution to the algebraic Riccatti equation. We assess if the attack detec-

tion scheme presented in Eq. 3.12 verifies that the CSTR model is not under attack. We

compare the closed-loop response of the system under MPC, given by Eq. 2.2 to that un-

der an LQR. Again, the MPC is tuned with weighting matrices Q and R and a quadratic

terminal cost, where the terminal weighting matrix P is obtained by solving the algebraic

Riccatti equation. The LQR is tuned using the same choices of Q and R. We initialize

both systems with an initial state of 0 and use the same realization of disturbance and
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Figure 4.6: Profiles of the actual states (x1, x2) and the measured states (y1, y2) of the reactor under the
MPC and LQR controller under the attack-free operation. The profiles overlap each other.
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Figure 4.7: Profile of the control input (u) of the reactor under the MPC and LQR controller under
attack-free operation. The profiles overlap with each other.

measurement noise for both closed-loop systems. The maximum magnitude of the eigen-

value of Acl = A− BK∗ is given by max |λ(Acl)| = 0.852, indicating that the attack-free

closed-loop operation is stable.

As shown in Figure 4.7, the control input trajectories of the MPC and LQR overlap,

indicating they are equivalent under both controllers. Consequently, the state and output

trajectories of the system under MPC and LQR overlap, as shown in Figure 4.6. The

mRPI set and the output terminal set for the system under LQR is approximated using

Eqs. 3.7 and 3.8 and an estimate of the set is obtained using the method mentioned in

[37]. We perform 1000 closed-loop simulations for the system under MPC using different
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Figure 4.8: The values of the measured output for one of the attack-free closed-loop simulations under
MPC. The output trajectory y(t) evolves inside D∗

y for all times, indicating that no attack is detected.
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Figure 4.9: Profiles of the actual states (x1, x2) and the falsified measured states (y1, y2) of the reactor
under the MPC and LQR controller under the attack. The profiles overlap with each other.

realizations of disturbances and measurement noise. The outputs of the process evolve

within D∗
y, i.e., y(t) ∈ D∗

y, in all these simulations. Consequently, no attack is detected in

the system, and no false alarms are raised. The measured output values observed for one

of the simulations and the set D∗
y are shown in Figure 4.8.

4.2.2 Case 2: System in Presence of Attack

In this case, we consider the operation of a closed-loop system under MPC in the presence

of a multiplicative attack where ya(t) = Λy(t) and Λ = diag(0.6,1.3). We assess if the
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Figure 4.10: Profiles of the control input (u) of the reactor under the MPC and LQR controller under
the attack. The profiles overlap with each other.

�

Figure 4.11: The values of the measured output for one of the closed-loop simulations under MPC and
subject to a multiplicative attack on the sensor-controller link. The output trajectory y(t) evolves outside
D∗

y for some time, and the attack is detected.

Figure 4.12: Distribution of attack detection times across the 1000 simulations in which the attack was
detected.
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attack detection scheme presented in Eq. 3.12 detects the attack. Again, we consider

the MPC and LQR to have the same tuning parameters as in the previous case. We

initialize both systems with an initial state of 0 and use the same realization of disturbance

and measurement noise for both closed-loop systems. The maximum magnitude of the

eigenvalue of the Acl = A− BK∗Λ matrix for the closed-loop system controlled by LQR

under attack is given by maxi |λi(Acl)| = 0.744, indicating that the closed-loop operation

is stable under attack.

As shown in Figures 4.9 and 4.10, the state, output, and control input trajectories

of the system under MPC and LQR overlap, indicating they are equivalent under both

controllers. We apply the detection scheme to 1000 closed-loop simulations with different

disturbance and measurement noise realization. In all of those simulations, the y(t) evolves

outside D∗
y, and an alarm is raised, demonstrating that the attack is detected in all cases.

Figure 4.11 demonstrates the result of one of the 1000 simulations. At least one of the

output values evolve outside D∗
y, indicating that the system is under an attack. The

average time for detection across the 1000 simulations is 33.83 minutes. To assess the

significance of this detection time, we compare it with the time constant of the system.

The time constant of the system is approximately 11.55 minutes. Figure 4.12 shows a

histogram representing the distribution of detection times across the 1000 simulations

in which the attack was detected. The distribution indicates that in 287 simulations,

detection occurred within one time constant of the attack onset; in 487 simulations,

detection occurred within two time constants; and in 631 simulations, detection was

achieved within three time constants—demonstrating the responsiveness of the proposed

detection scheme.

Remark 1. The detection rate observed in the case studies, i.e., the number of times
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the attack is and is not detected, and the average time of detection across the 1000 sim-

ulations, is valid for the specific systems, attacks, and scenarios considered and does not

necessarily generalize to other systems and attacks, as the detection rate will depend on

system properties, attack properties, and controller design/parameters.
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Chapter 5

Conclusion

In this work, we presented a set-membership-based detection scheme for systems under

MPC. Specifically, we established theoretical conditions to compute the terminal set for

a pre-defined monitoring variable. We then utilized it to detect attacks using a set-

membership-based detection that guarantees zero false alarms. We proved that, provided

that the disturbances and measurement noise are sufficiently small, the mRPI set for a

system under MPC, tuned with weighting matrices Q and R and a quadratic terminal cost

where the terminal weighting matrix P is the solution to the algebraic Riccatti equation,

is equivalent to the mRPI set under LQR, tuned using the same choice of Q and R.

Consequently, we presented an attack detection scheme and derived conditions under

which the detection scheme does not generate false alarms. The efficacy of the detection

scheme was then demonstrated using an illustrative building space cooling system. Finally,

the proposed detection scheme’s applicability to nonlinear systems was then demonstrated

using a nonlinear chemical process. Future research could potentially focus on classifying

attacks based on their detectability properties with respect to the proposed detection

scheme.
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Appendix A

Proposition 1 Proof

Proof. Since the eigenvalues of A − BK lie within the unit circle, there exists a positive

definite matrix P̂ ∈ Rnx×nx such that V (x) = xT P̂ x is a Lyapunov function for the closed-

loop system. Since the pair (xs, us) is contained within the interior of Z and from the

continuity of −Kx with respect to x, there exist ρ > 0 such that:

{(x,−Kx)|x ∈ Ωρ} ⊂ Z

where Ωρ is a sublevel set of the Lyapunov function, and thus, it is a positive invariant

set.
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Appendix B

Theorem 1 Proof

Proof. Consider the set Ωρ, a sublevel set of the Lyapunov function defined in the proof

of Prop. 1 for the nominal system under the explicit stabilizing controller. For any ρ′ < ρ,

there exists ϵ∗v > 0 such that ρ′ + ϵ∗v = ρ, i.e., Ωρ′ := {x ∈ Rnx|xT P̂ x ≤ ρ′} ⊕ Bϵ∗v = Ωρ.

For any V ⊆ Bϵ∗v , −K(x + v) ∈ U for all x ∈ Ωρ′ and v ∈ V. For any x ∈ Ωρ′ , the state

constraint is also satisfied because Ωρ′ ⊂ Ωρ ⊂ X.

Consider the difference of the Lyapunov function at successive times:

V (x(t+ 1))− V (x(t)) = x(t+ 1)T P̂ x(t+ 1)− x(t)P̂ x(t)

Using Eq. 3.4, the above equation can be expressed as follows:

V (x(t+1))− V (x(t)) = x(t)T (AT
clP̂Acl − P̂ )x(t) + 2x(t)TAT

clP̂Bclf(t) + f(t)TBT
clP̂Bclf(t)

Given that V (x) = xT P̂ x is a Lyapunov function for the nominal closed-loop system,

there exists a positive definite matrix Q̂ such that P̂ satisfies the Lyapunov equation

AclPAcl−P = −Q̂. From the sub-multiplicative property and the triangle inequality, the

difference between the Lyapunov function values at the two-time steps can be bounded

from above by:

V (x(t+ 1))− V (x(t)) ≤ −x(t)T Q̂x(t) + 2∥AT
clP̂Bcl∥∥x(t)∥∥f(t)∥+ ∥BT

clP̂Bcl∥∥f(t)∥2

Let cf,1 = ∥AT
clP̂Bcl∥ and cf,2 = ∥BT

clP̂Bcl∥. Since Q̂ is positive definite, xT Q̂x is a norm.

Owing to the equivalence of norms, cx > 0 exists such that xT Q̂x ≥ cx∥x∥2 for all x.
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Therefore,

V (x(t+ 1))− V (x(t)) ≤ −cx∥x(t)∥2 + 2cf,1∥x(t)∥∥f(t)∥+ cf,2∥f(t)∥2.

Since Ωρ′ is compact, R > 0 exists such that ∥x(t)∥ ≤ R for all x(t) ∈ Ωρ′ . Thus,

V (x(t+ 1))− V (x(t) ≤ −cx∥x(t)∥2 + 2Rcf,1∥f(t)∥+ cf,2∥f(t)∥2 (B.1)

for all x(t) ∈ Ωρ′ . Let r′ = maxr̂ r̂ s.t. Br̂ ⊆ Ωρ′ where r′ > 0 since ρ′ > 0. For any

r ∈ (0, r′), there exists ϵ∗f,1 > 0 defined by:

ϵ∗f,1 :=
−Rcf,1 +

√
R2c2f,1 + r2cxcf,2

cf,2
(B.2)

If ∥f(t)∥ < ϵ∗f,1 for all f(t) ∈ F, i.e., W×V =: F ⊂ Bϵ∗f,1
, then the value of the Lyapunov

function will decrease at the next time step, provided x(t) ∈ Ωρ′ \ Br. To show this, let

ϵf,1 := maxf∈F∥f∥ (recall F is compact) and

θ :=
2Rcf,1ϵf,1 + cf,2ϵ

2
f,1

r2cx
(B.3)

Since cf,1, cf,2, cx, R, and r are strictly positive numbers, θ > 0. Moreover,

2Rcf,1ϵf,1 + cf,2ϵ
2
f,1 < 2Rcf,1ϵ

∗
f,1 + cf,2ϵ

∗
f,1

2 (B.4)

From Eq. B.2, we obtain r2cx = 2Rcf,1ϵ
∗
f,1 + cf,2ϵ

∗
f,1

2 and

2Rcf,1ϵf,1 + cf,2ϵ
2
f,1 < r2cx (B.5)

showing that θ < 1. Thus, θ ∈ (0, 1). For any x(t) ∈ Ωρ′ \ Br,

V (x(t+ 1))− V (x(t)) ≤ −(1− θ)cx∥x(t)∥2 − θcxr
2 + 2Rcf,1ϵf,1 + cf,2ϵ

2
f,1 (B.6)

From Eq. B.3, we obtain θcxr
2 = 2Rcf,1ϵf,1 + cf,2ϵ

2
f,1 and

V (x(t+ 1))− V (x(t)) ≤ −(1− θ)cx∥x(t)∥2 (B.7)
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for any ∥f(t)∥ ≤ ϵf,1 < ϵ∗f,1 and x(t) ∈ Ωρ′ \ Br. Since θ ∈ (0, 1) and ∥x(t)∥ > r for any

x(t) ∈ Ωρ′ \ Br, the Lyapunov function value decreases at t+ 1.

Now, consider the case that x(t) ∈ Br. In this case, V (x(t + 1)) can be greater than

V (x(t)) owing to the perturbations applied to the system. Nonetheless, if the perturba-

tions are sufficiently small, x(t+ 1) will stay in Ωρ′ . To show this, consider the difference

between the Lyapunov function values at two successive states when x(t) ∈ Br. From

Eq. B.1,

V (x(t+ 1))− V (x(t)) ≤ 2Rcf,1∥f(t)∥+ cf,2∥f(t)∥2 (B.8)

for all x(t) ∈ Br. For any ρs ∈ (0, ρ′) such that Br ⊂ Ωρs := {x ∈ Rnx|xT P̂ x ≤ ρs} ⊂ Ωρ′

(existence of ρs satisfying the conditions follows from Br ⊂ Br̂ ⊆ Ωρ′), there exist ϵ
∗
f,2 > 0

where:

ϵ∗f,2 :=
−Rcf,1 +

√
R2c2f,1 + (ρ′ − ρs)cf,2

cf,2
(B.9)

From Eq. B.9, ρ′ − ρs = cf,2(ϵ
∗
f,2)

2 + 2Rcf,1ϵ
∗
f,2. From Eq. B.8,

V (x(t+ 1)) ≤ V (x(t)) + 2Rcf,1∥f(t)∥+ cf,2∥f(t)∥2

< ρs + 2Rcf,1ϵf + cf,2ϵ
2
f = ρ′

for all ∥f(t)∥ < ϵ∗f,2 and x(t) ∈ Br ⊂ Ωρs . Even if the value of the Lyapunov function

increases, x(t+ 1) ∈ Ωρ′ when x(t) ∈ Br and F ⊂ Bϵ∗f,2
.

Let ϵ∗f := min{ϵ∗v, ϵ∗f,1, ϵ∗f,2}. Applying the arguments above, if x(t) ∈ Ωρ′ and F ⊆ Bϵf

for any ϵf ∈ [0, ϵ∗f ), then x(t+1) ∈ Ωρ′ . Hence, Ωρ′ is an RPI set provided the perturbations

f(t) are small. Additionally, the state constraint is satisfied for all x(t) ∈ Ωρ′ because

Ωρ′ ⊆ X and the input constraint is satisfied because −K(x(t)+v(t)) ∈ U for all x(t) ∈ Ωρ′

and v(t) ∈ V ⊆ Bϵ∗v .
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