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Abstract

Control-Enabled Approaches for Active Detection of Cyberattacks on

Process Control Systems

Increasing reliance on wireless communication and complexity of cyberattacks have ren-

dered industrial control systems (ICSs) such as process control systems (PCSs) (which are

ICSs that operate chemical manufacturing processes) vulnerable to cyberattacks by mali-

cious agents. In the past decade, several highly sophisticated cyberattacks (e.g., Stuxnet

virus (2010), German steel mill attack (2014), Ukrainian power grid attack (2015), TRI-

TON (2017)) have demonstrated that information technology (IT) infrastructure-based

solutions to handling cyberattacks on control systems are insufficient on their own. An

increasing body of research has focused on developing operational technology (OT)-based

approaches to enhance the cyberattack resilience of PCSs. Cyberattack resilience here is

defined as the ability of a PCS to minimize the impact of a cyberattack and recover from

it. Research on cyberattack resilience of PCSs involves approaches that range from design-

ing PCSs that are inherently attack-resilient to developing cyberattack detection, identi-

fication and mitigation schemes. Cyberattack detection schemes are OT-based anomaly

detection schemes that reveal the presence of a cyberattack on a PCS by monitoring the

process operational data for anomalies and are an important component of a cyberattack

resilient PCS.

The motivating realization behind the work presented in this dissertation is that the in-

fluence of PCS design parameters may be exploited to reveal the presence of an ongoing

cyberattack on a PCS. In the chapters that follow, several approaches for cyberattack

detection are presented. First, a control screening approach that may be used to incorpo-

rate attack detectability within the conventional PCS design considerations is presented.

The screening algorithm is based on a characterization of the interdependence between

the PCS design parameters, and the ability of the detection scheme to detect the attack

(attack detectability). Next, for a certain class of detection schemes monitoring a pro-

cess, the relationship between the PCS design parameters, the closed-loop stability of

-xv-



the attacked process, and the detectability of certain attacks is rigorously characterized.

Based on the characterization, for attack detection, it may be preferred to operate the

process under performance degrading “attack-sensitive” parameters. To manage a poten-

tial tradeoff between attack detection and closed-loop performance, an active detection

method utilizing switching between two control modes is developed. Under the active de-

tection method, extended process operation is under a first (nominal) mode, the control

parameters (called nominal parameters) for which are selected to meet traditional control

design criteria. Under the second (attack-sensitive) mode, the process is operated with

attack-sensitive parameters. The process is operated under the attack-sensitive mode in-

termittently to probe the process for an ongoing attack. Control parameter switching on

a process under steady-state operation may induce transient behavior, which may trigger

false alarms in the class of detection schemes. For processes with an invertible output

matrix, a switching condition is imposed to select control parameter switching instances

such that false alarms in the system are minimized.

To eliminate false alarms due to control switching on processes with a non-invertible out-

put matrix, a reachable set-based detection scheme is developed. The reachable set-based

cyberattack detection scheme guarantees a zero false alarm rate during transient attack-

free process operation by tracking the evolution of the monitoring variable values with

respect to their reachable sets of the attack-free process at each time step. Following this, a

switching-enabled active detection method that utilizes the reachable set-based detection

scheme to enable attack detection with a zero false alarm rate is presented. Furthermore,

the control parameter switching instances between the nominal to attack-sensitive modes

are randomized, thereby preserving the confidentiality of the detection method. Destabi-

lization of a process for attack detection (as with operation under attack-sensitive mode)

may not always be preferred. Two different alternate control modes that may be used to

induce perturbations for active attack detection without destabilizing the attacked process

are presented. To guarantee attack detection, the alternate control mode selected must

induce “attack-revealing” perturbations in the process. Reachability analysis is used to

present a set-based condition that if satisfied means that the control mode selected in-
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duces attack-revealing perturbations. Different models of false data injection attacks are

considered. A screening algorithm that may be used to select an attack-revealing control

mode for the active detection of attacks is presented. The application of all methods

are applied to simulations of different illustrative processes to demonstrate their attack

detection capabilities.
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Chapter 1

Introduction

1.1 Background and Motivation

In this section, the motivation for control-enabled approaches for ensuring cyberattack

resilience of control systems is discussed. Following this, a review of the literature focused

on the taxonomy of cyberattacks on process control systems (PCSs) and approaches for

control-enabled approaches to PCS cyberattack resilience is presented. Finally, a brief

overview of the work presented in this dissertation and the organization of the dissertation

is presented.

1.1.1 Cyberattacks on Critical Infrastructure

The government of the United States of America has identified 16 infrastructure sectors as

critical because their safe functioning is of vital importance to the security, economic se-

curity, national public health or safety, or any combination thereof of the United States of

America [2]. An important sector among the critical infrastructure sectors is the chemical

sector, as it manufactures, stores, uses, and transports potentially dangerous chemicals

on which other critical infrastructure sectors rely [3]. Critical infrastructure sectors (in-

cluding the chemical sector) rely on industrial control systems (ICSs) for their safe and

economic operation. Increasing reliance on wireless communication and complexity of

cyberattacks have rendered industrial control systems vulnerable to cyberattacks by ma-

licious agents [4–6]. PCSs are ICSs that operate chemical manufacturing processes and

may utilize networked communication to integrate the cyber components (e.g., controllers,
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human machine interfaces) with the physical components (e.g., sensors, actuators). Cy-

berattacks on PCSs may involve malicious incursions into the PCS network with the

objective of altering the operational data communicated over the sensor-controller and/or

controller-actuator communication links, and have increased in frequency over the past

decade [7]. Cyberattacks resulting in a loss of control in the PCS operating a chemical

manufacturing process may have disastrous consequences, and therefore, research focused

on the enhancement of PCS cybersecurity has received increasing attention [8].

Traditionally, cyberattack threats to ICSs have been viewed as an information technology

(IT) issue and addressed through IT infrastructure-based approaches [9]. However, in the

past decade, several highly sophisticated cyberattacks (e.g., Stuxnet virus (2010), German

steel mill attack (2014), Ukrainian power grid attack (2015), TRITON (2017) [10]) have

demonstrated that IT infrastructure-based solutions for handling cyberattacks on control

systems are insufficient on their own and must be augmented by operational technology

(OT)-based approaches. OT-based approaches for enhancing cyberattack resilience may

consider process operational data (e.g., measured variables, and control setpoints). Con-

siderations for the design of an OT-based approach to enhance cyberattack resilience of

a PCS may include a model of the attack. Attack models considered for the develop-

ment of some approaches to cyberattack resilience of PCS in the literature are based on

an elaborately explored taxonomy of cyberattacks based on several criteria, e.g., vulner-

ability exploited by the cyberattack and method that the cyberattack alters the PCS

operation [11–18]. False data injection cyberattacks are the focus of the work presented

in this dissertation and are discussed in the next section.

1.1.2 False Data Injection Cyberattacks

False data injection (FDI) attacks aim to compromise the integrity of the PCS by mali-

ciously altering the data over the communication channels or within the PCS itself [18, 19].

The objective of an FDI attack could be to cause instability or adverse economic, environ-

mental, or human life impacts. In designing an FDI attack, the major goal of attackers

targeting process control systems (PCSs) is to falsify the process operational data by: (1)

manipulating the data communicated over the controller-actuator communication link
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(controller-actuator attack), (2) manipulating the data communicated over the sensor-

controller communication link (sensor-controller attack), or (3) manipulating the control

system logic (Fig. 1.1).

Controller(s)

Actuators 
(e.g., Control 

valves)

Sensors
 (e.g., Pressure 

guages)

Process variable
( e.g., Concentration, 
temperature )

Measured variable 
(Communication signal)

Controller input
 (Communication signal)

Actuator action
 (e.g., Flow rate of 
coolant, flow rate of 
reactant)
 

Process 
(e.g., 

Reactor(s))

Information 
technology 
infrastructure 
(e.g., Firewalls)

Attacker

Fig. 1.1: Block diagram of a PCS illustrating the potential targets for a false data injection
cyberattack.

Chemical processes may be modeled by dynamics that are inherently complex (e.g., nonlin-

ear, networked, spatially distributed). Consequently, an attacker may need some process

knowledge to design of false-data injection attacks to cause instability or cause adverse

economic, environmental, or human life impacts [20]. If an attacker has sufficient knowl-

edge of the process, they may be able to design an attack that remains stealthy. Stealthy

attacks may be defined as attacks that are designed to evade detection by falsifying pro-

cess operational data in the PCS communication links by injecting data that is difficult to

distinguish from the data of the attack-free process. Two main types of FDI attacks have

received attention in the literature: (1) additive FDI attacks [21], and (2) multiplicative

FDI attacks [22, 23]. Additive FDI attacks inject false data by adding a factor to the

sensor measurement data communicated over the link, leading to the controller receiving

the sensor measurement plus a factor added to it [21]. Additive FDI attacks may need

3



careful design to remain stealthy, requiring process information (see Remark 5 in [22]).

Multiplicative FDI attacks alter process operational data by multiplying the data over

the communication link by a factor [23], and are unique because they may be designed

to be stealthy without requiring intimate knowledge of process dynamics (see Remark 6

in [22]). This dissertation considers the detection of FDI attacks that alter data over one

or both of the sensor-controller and the controller-actuator communication links. FDI at-

tacks involving multiplicative, additive, and mixed multiplicative and additive attacks are

studied. In the next section, the notion of cyberattack resilience considered in this work

and some approaches proposed in the literature for control-enabled cyberattack resilience

are discussed.

1.1.3 Control-Enabled Approaches for Cyberattack Resilience

In the literature, several approaches considering the design of OT-based approaches for

ensuring cyberattack resilience of PCS have been proposed [21, 23–40]. Cyberattack re-

silience here is defined as the ability of a PCS to minimize the impact of a cyberattack and

recover from it. Due to the interconnected nature of a cyber-physical system like a PCS,

a comprehensive solution to enhancing the cybersecurity of PCSs may involve adopting a

multi-faceted approach that involves both information technology (IT)-based and opera-

tional technology(OT)-based approaches. Approaches proposed in the literature broadly

include those that reinforce IT-based infrastructure (e.g., firewalls [41]), approaches that

involve cybersecure architecture design which may utilize redundant sensors and actuators

as a backup (e.g. [26]), approaches for process equipment design to mitigate adverse im-

pacts of a cyberattack (e.g. [42, 43]), and the design of OT-based approaches for detecting,

identifying, and successfully recovering from an ongoing cyberattack [22, 26, 44–54].

An approach for design of a control law for deterring additive FDI attacks involves charac-

terizing ellipsoids that are outer estimates of the set of estimation errors (termed hidden

reachable sets) induced by a cyberattack using linear matrix inequalities (LMIs) [39], and

leveraging them for an LMI-based controller design methodology that limits the reachable

sets under attack while ensuring that certain performance considerations are met[25]. As

a result of its design, this controller restricts the magnitude of a successful attack on
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the process, making it inherently attack resilient. Another approach explored, involves

implementing a randomized control law that changes at periodic intervals of time while

ensuring its closed-loop stability [24]. This control law design prevents an attacker from

understanding the control law based on the process operational data in the communica-

tion links of the PCS, and as a consequence, prevent the attacker from designing an attack

on it. These methods consider the design of a control law that makes a PCS inherently

cyberattack resilient. The focus of this dissertation, however, is the design of cyberattack

detection approaches.

Cyberattack detection schemes monitor the data in the PCS communication links using

a monitoring metric to detect an anomalous behavior in the PCS. Their design has re-

ceived extensive attention in the literature [26, 27, 31–33]. One approach to designing a

detection scheme in the literature involves using a neural network-based control detection

strategy and a cybersecure PCS architecture design with built-in redundancies [26]. The

requirement of all possible attack scenarios for training may make this approach difficult to

implement practically. Another approach to attack detection considers nonlinear systems

under Lyapunov-based model predictive control with data-driven models and presents a

detection scheme that detects an attack based on when the data-driven model becomes

insufficiently accurate for maintaining the closed-loop state of the process within a desired

region of state-space [27]. Attack identification and mitigation schemes aim to identify

the magnitude of a cyberattack, and mitigate its impact on a PCS. Some approaches ex-

plored in the literature for designing these schemes combine identification and mitigation

and present novel observer designs, which are able to identify attacked sensors, and dis-

card falsified measurements from control law computation for a PCS [28–30, 35]. Other

approaches focus on cyberattack mitigation after an attack detection, and involve control

reconfiguration upon the detection/identification of an attack [34] or varying an external

signal and achieving adaptive stabilization in the presence of an ongoing cyberattack [36].

In the next section, some cyberattack detection schemes proposed in the literature are

discussed.
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1.1.4 Detection of Cyberattacks on PCSs

An important component of the cyberattack resiliency of PCSs is the ability to detect

the presence of a cyberattack by a cyberattack detection scheme. For PCS cyberattack

detection, many cyberattack detection schemes have been proposed [23, 26, 55–64]. At-

tack detection methods can be broadly divided into two categories, including passive

detection schemes and active attack detection methods. Passive attack detection schemes

monitor a process for anomalies based on regular operational data without employing

external intervention or applying a perturbation. These schemes have been extensively

explored [21, 38, 65, 66]. For example, one passive scheme differentiates the behavior of

an attacked process from its attack-free behavior by characterizing the skewness in the

detection metric distribution [65]. Another approach uses a two-tier controller-detector ar-

chitecture, with a neural network-based detection scheme to monitor for some attacks [26].

Other approaches use standard residual-based detection schemes such as the cumulative

sum (CUSUM) or χ2 detection schemes to identify anomalous behavior [21, 38, 66]. FDI

attacks targeting phasor measurement units have been considered where conditions were

derived for undetectable additive and multiplicative attacks with a standard detection

scheme (e.g., χ2 detection scheme) [66]. An enhanced detection scheme was proposed.

Closed-loop systems, where falsified output measurements are used in the controller, were

not considered. The use of the CUSUM and χ2 detection schemes for monitoring closed-

loop systems under additive false-data injection sensor-control link attacks was considered

in [21, 38].

Passive approaches for attack detection may not always be successful in differentiating

the anomalous behavior in the attacked process from its attack-free behavior (e.g., Sec-

tion III, [62]). As an alternative, an active detection method may potentially enhance the

detection capabilities. Active attack detection methods involve external intervention to

induce an attack-detecting perturbation in the closed-loop process [23, 62–64, 67]. Two

active detection methods were presented in [62]. The first approach utilizes a water-

marking scheme, i.e., a secret noisy input is added to the computed control input to the

process, and an attack is detected if the distribution of the detection metric deviates from
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the distribution expected for an attack-free process. The second approach uses a moving

target scheme, i.e., the original system is augmented with an authenticating subsystem

with time-varying dynamics and additional sensors to estimate the subsystem state. In

this approach, the attack detection scheme is based on the difference between the (poten-

tially) falsified output and the expected output. An approach that uses a combination of

watermarking and a moving target scheme has also been explored [63]. In [67], the de-

tectability of stealthy attacks exciting the zero-dynamics was characterized as a function

of the observability of the attacked process. Leveraging this characterization, detection

schemes that use redundant sensors and actuators were proposed to enable the detection

of a zero-dynamics exciting attack. A few active detection approaches for the detection

of multiplicative cyberattacks have been proposed [23, 64]. Specifically, a watermark-

ing approach that adds a constant to the sensor measurement before communicating the

resulting value to the controller was proposed for multiplicative sensor-controller link at-

tacks [23]. The controller subtracts the constant before computing its control action.

Another watermarking scheme was presented in [64], utilizing an additive secret signal

with a known distribution to the control input to detect several attacks such as multi-

plicative cyberattacks. The sensor data reported by all sensors are subject to two tests

developed based on the statistical hypothesis testing criterion.

While detectability may be thought of as a systems-theoretic property, the detectabil-

ity of an attack, defined herein as the ability of a detection scheme to detect an attack,

may depend on the class of detection schemes used to monitor the process. PCS design

parameters, and the mode of operation of the process (e.g., steady-state or transient)

may influence the detectability of an attack. Prior to the work discussed in the succeed-

ing chapters, this dependence between the PCS parameters, process operation, and the

detectability of an attack was unexplored in the literature.

1.2 Objectives and Organization of the Dissertation

The main objective of this dissertation is to develop methods that may be used to detect

a cyberattack on a PCS by exploiting the interdependence of PCS design parameters
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(e.g., controller gain, observer gain), the stability of the closed-loop system, the mode of

operation (e.g., steady-state or transient) of the process, and the ability of a detection

scheme to detect attacks (defined as attack detectability) with respect to certain classes

of cyberattack detection schemes.

Broadly, the dissertation is organized as follows:

• In Chapters 2-4, the detection of multiplicative FDI attacks that alter the data

over the sensor-controller communication channels of a PCS that operates a process

under steady-state conditions is considered. Passive and active detection methods

are presented.

• In Chapter 5, attacks that may simultaneously alter the data over the sensor-

controller and controller-actuator communication channels are considered. The at-

tacks considered may be classified into attacks that can be modeled as: (1) only

multiplicative FDI attacks, (2) only additive FDI attacks, and (3) a combination of

additive and multiplicative attacks. A passive detection scheme that generates no

false alarms when monitoring the process under transient operation is presented.

• In Chapter 6, multiplicative FDI attacks that may simultaneously alter the data

over the sensor-controller and controller-actuator communication links are consid-

ered. A randomized control mode switching-enabled active detection method that

guarantees attack detection with no false alarms, while preserving the confidentiality

of the detection method, is presented.

• In Chapter 7, FDI attacks that may be modeled as a combination of multiplicative

and additive attacks, and those that simultaneously alter the data over the sensor-

controller and controller-actuator communication links are considered. An approach

for control mode selection for an active detection approach that guarantees attack

detection without destabilizing the attacked process is presented.

• In Chapter 8, conclusions of the work presented in this dissertation and a brief

discussion about potential directions for future research are presented.
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The chapters are organized as follows. Chapter 2 presents an approach for enhancing

PCS cyberattack resiliency by incorporating the detectability of an attack as a criterion

into conventional control design criteria (e.g., closed-loop stability and economic consid-

erations). Specifically, a controller screening methodology aimed at identifying controller

parameter choices that mask the detectability of a range of multiplicative FDI attacks

with respect to a class of detection schemes is presented. The work presented in this

chapter is based on a version of the published paper [22].

In Chapter 3, the relationship between closed-loop stability, PCS parameters (controller

and observer gain), and attack detectability with respect to a class of attack detection

schemes is rigorously characterized. The results are used to identify PCS parameters

(called “attack-sensitive” parameters) such that an attack on the process operated un-

der attack-sensitive parameters destabilize the process, and enable attack detection. The

selection of attack-sensitive control system parameters can enhance the ability to de-

tect attacks, but can also degrade the performance of the attack-free process. An active

attack detection methodology employing control system parameter switching is devel-

oped to manage the performance degradation in the attack-free process operated with

attack-sensitive parameters. Under the proposed active detection method, the extended

operation of the process is under “nominal” control parameters that are chosen to meet

standard controller design criteria. To probe for attacks, the process is intermittently

operated with attack-sensitive parameters. The work presented in this chapter is based

on a version of the published papers [50, 68].

The active detection methodology, presented in Chapter 3, is developed for processes

under steady-state operation, when the process states remain bounded within a small

neighborhood of the desired operating steady-state. Control parameter switching on the

process under steady-state operation may excite process dynamics, and result in a brief

transient operation of the process, when its states are not bounded within a small neigh-

borhood of the steady-state. Transient process operation may generate false alarms in

the detection scheme. To this end, false alarm minimization under control switching is

considered in Chapter 4, where a control switching approach that enables attack detection
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with minimal false alarms is presented. Processes with an invertible output matrix are

considered. A state-dependent switching condition that guarantees zero false alarms is

developed using a region that is likely to contain the attack-free process states, called the

confidence region. Practical implementation issues related to the active detection method

are discussed, including the inability to ensure that the switching condition will be sat-

isfied over the time interval it is desired to switch the control system. To minimize false

alarms in the event that a control parameter switch is implemented when the switching

condition is not satisfied, an alarm suppression scheme is discussed. The work presented

in this chapter is based on a version of the published paper [48].

The class of detection schemes considered in Chapter 3 are tuned for attack-free process

operation under steady-state conditions, when the process states may be bounded within a

small region containing the steady-state. Another approach for eliminating false alarms in

a detection scheme due to control parameter switching may be to utilize a detection scheme

tuned for transient process operation. In Chapter 5, a reachable set-based detection

scheme is proposed to monitor transient process operations. FDI attacks that alter the

variable value communicated over both the sensor-controller and controller-actuator PCS

communication links, and those that may be modeled as additive or multiplicative or as

both additive and multiplicative attacks, are considered. The proposed detection scheme

verifies whether the value of a generalized monitoring variable at a given time step is

contained within its reachable set for the attack-free process. The proposed detection

scheme monitors the process without requiring extensive closed-loop data. It also does

not raise false alarms during transient operation, without placing any assumptions on the

structure of the output matrix. Conditions that lead to an attack being detectable or

undetectable with respect to the proposed detection scheme are characterized. The work

presented in this chapter is based on a version of the published papers [69, 70].

In Chapter 6, multiplicative attacks that simultaneously alter the data over the sensor-

controller and controller-actuator communication links are considered. A switching-

enabled active detection method that enables attack detection with a guaranteed zero

false alarms from a control parameter switch is presented. Theoretical results are pre-
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sented to demonstrate that the randomized switching-enabled attack detection method

guarantees a zero false alarm rate from multiple successive control mode switches on the

process (under transient operation), without requiring that the output matrix be invert-

ible. Some implementation considerations are discussed, and algorithms for two variations

of the switching-enabled attack detection method are presented. Randomization of con-

trol parameter switching instances is considered as a way to preserve the confidentiality

of the detection method. The work presented in this chapter is based on a version of the

published paper [71].

The proposed method in Chapter 6 enables attack detection by selecting attack-sensitive

control parameters such that an attack destabilizes the process operated with attack-

sensitive parameters. Destabilization for attack detection may not always be preferred. In

Chapter 7, attack detection without destabilizing the attacked process is considered. An

approach for selection of alternative active detection method(s) for detecting false-data

injection cyberattacks that alter the data communicated over the PCS communication

channels is presented. In particular, two alternative control modes, one involving changing

set points and the other involving switching control parameters, are considered for the

active detection of a class of stealthy false data injection attacks. Implementing either

control mode induces perturbations in the closed-loop process. To guarantee the detection

of an attack, the perturbations induced from implementing a control mode on the attacked

process should be “attack-revealing.” Reachability analysis is used to present a condition

that if satisfied means that an attack will be detected, forming the basis of attack-revealing

perturbations. Using the condition, a screening algorithm that may be used to choose a

control mode that guarantees the detection of an attack is presented. The work presented

in this chapter is based on a version of the published paper [72]. At the end of each chapter,

the application of the approaches discussed in that chapter is demonstrated utilizing

simulations of illustrative process(es). The proofs for all propositions are presented in the

appendices.
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Chapter 2

Detectability-Based Controller

Design Screening for Processes

Under Multiplicative Cyberattacks

In this chapter, a screening methodology that can be used during the PCS design phase

to identify and discard control parameters that mask multiplicative attacks on the sensor-

controller communication link from being detected is presented. The methodology may be

used to incorporate cyberattack detection as a criterion for controller design in addition

to the criteria commonly used in practice (e.g., closed-loop stability, process economics,

and robustness to uncertainty [73–75]). Processes that can be modeled by discrete-time

linear time-invariant (LTI) systems subject to bounded measurement noise and process

disturbances are considered. To characterize the detectability of an attack, a general class

of residual-based process monitoring detection schemes is considered. A residual set-based

condition is developed, which is a function of the controller gain, the observer gain, and

attack magnitude, and the condition is used to characterize an attack as potentially

detectable or undetectable with respect to the class of residual-based detection schemes

considered. The condition provides an explicit connection between the PCS design and

detectability of an attack. Subsequently, the residual set-based condition is incorporated

into the proposed screening methodology. The application of the screening methodology

is demonstrated using two illustrative examples.
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2.1 Preliminaries

2.1.1 Notation and Definitions

The n-dimensional Euclidean space is denoted by Rn. Closed 2-norm and ∞-norm balls

with radius ϵ > 0 are denoted as Bn(ϵ) and Bn
∞(ϵ), respectively, where Bn(ϵ) := {ξ ∈ Rn |

∥ξ∥ ≤ ϵ} and Bn
∞(ϵ) := {ξ ∈ Rn | ∥ξ∥∞ ≤ ϵ}. The Minkowski sum of the sets U ⊂ Rn

and V ⊂ Rn is denoted by U ⊕ V = {u + v | u ∈ U, v ∈ V }. The Minkowski difference

of the sets U ⊂ Rn and V ⊂ Rn is denoted by U ⊖ V = {u − v | u ∈ U, v ∈ V }. The

matrices In×n and 0n×m denote the n × n identity matrix and the n × m zero matrix,

respectively. λi(A) is the ith eigenvalue of the matrix A. The support function of a

nonempty set X ⊂ Rn evaluated at a ∈ Rn is defined as hX(a) = supx∈X a
Tx. A polytope

is a bounded polyhedron and is the solution set of a finite number of linear inequalities

(P = {x ∈ Rn | aiTx ≤ bi, i = 1, 2, . . . ,M} whereM is the number of faces of the polytope

P ) [76].

2.1.2 Process Model and Control System

Processes modeled by discrete-time LTI systems are considered:

x(t+ 1) = Ax(t) +Bu(t) +Gw(t) (2.1)

where x(t) ∈ Rn is the state vector, u(t) ∈ Rp is the manipulated input vector, w(t) ∈
W ⊂ Rnw is the process disturbance vector, and A, B and G are matrices of appro-

priate dimensions. The set W is a compact set that describes the admissible process

disturbances. In this work, multiplicative cyberattacks that manipulate data over the

sensor-controller communication link are considered and are modeled by:

y(t) = Λ(Cx(t) + v(t)) (2.2)

where y(t) ∈ Rm is the output vector, v(t) ∈ V ⊂ Rm is bounded measurement noise, and

C ∈ Rm×n is the output matrix. Under attack-free conditions, the multiplicative attack

matrix is Λ = Im×m, while in the presence of an attack, is Λ = diag(α1, α2, . . . , αm) where

αi ̸= 1 represents the magnitude of attack on the ith sensor. The matrix Λ is referred to

13



as the attack magnitude. The sets W and V are assumed to be polytopes that contain

the origin.

A Luenberger observer is used to estimate the state as follows:

x̂(t+ 1) = Ax̂(t) +Bu(t) + L(y(t)− ŷ(t)) (2.3)

where x̂(t) ∈ Rn represents the estimated state, ŷ(t) = Cx̂(t) represents the estimated

output of the process, and L ∈ Rn×m is the observer gain selected so the eigenvalues of

A−LC are within the unit circle. The desired steady-state is taken to be origin. To steer

the state to the origin, a linear feedback control law of the following form is used:

u(t) = −Kx̂(t) (2.4)

where K ∈ Rp×n is the controller gain selected such that the eigenvalues of A− BK are

within the unit circle.

The estimation error is defined as e(t) = x(t)− x̂(t) and evolves according to:

e(t+ 1) = L(I − Λ)Cx(t) + (A− LC)e(t) +Gw(t)− LΛv(t) (2.5)

Defining the augmented state vector as ξ(t) = [xT (t) eT (t)]T , the overall closed-loop

process consisting of the process (Eq. 2.1) with the feedback control law (Eq. 2.4) using

the estimated state from the observer (Eq. 2.3) can be written as:

ξ(t+ 1) =

(A−BK) BK

L(I − Λ)C (A− LC)

 ξ(t) +
G 0n×n

G −LΛ

 d(t) = Aξξ(t) +Bξd(t) (2.6)

where d(t) =
[
wT (t) vT (t)

]T
∈ F is the disturbance and measurement noise and

F =


w
v

 | w ∈ W, v ∈ V
. For clarity of presentation, ξ(t) denotes the augmented

state in the absence of an attack, ξa(t) denotes the augmented state in the presence of an

attack, Aξ and Bξ are the system matrices for the augmented attack-free state dynamics

(Λ = I), and Aξa and Bξa are the system matrices for the augmented state dynamics in

the presence of an attack (Λ ̸= I).
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Owing to the persistent perturbation d(t), closed-loop stability of the augmented closed-

loop process (Eq. 2.6) is characterized by ultimate boundedness of the augmented state.

When the eigenvalues of Aξ (or Aξa in the presence of an attack) are within the unit

circle, the augmented state converges to a terminal set containing the origin where it is

maintained thereafter. The origin is denoted by ξTs :=
[
0T 0T

]
. The terminal set is the

minimum invariant set of the augmented closed-loop system [77]. The minimum invariant

set denoted by Dξ, is the Minkowski sum of the infinite series [77]:

Dξ = BξF ⊕ AξBξF ⊕ Aξ2BξF ⊕ . . . (2.7)

Similarly, for the attacked process, the minimum invariant set denoted by Dξa is given by:

Dξa = BξaF ⊕ AξaBξaF ⊕ Aξa2BξaF ⊕ . . . (2.8)

2.1.3 Residual-Based Attack Detection Scheme

A general class of residual-based attack detection schemes employed in process monitoring

to detect abnormal operation is considered. The residual vector is defined as:

r(t) = y(t)− ŷ(t)

The residual characterizes the deviation of the measured output from the expected output.

Writing the residual in terms of the augmented state and d(t) for the attack-free system

for analysis purposes gives:

r(t) =
[
0n×n C

]
ξ(t) +

[
0m×n I

]
d(t) = Arξ(t) +Brd(t) (2.9)

and similarly, in the presence of an attack, gives:

r(t) =
[
(Λ− I)C C

]
ξa(t) +

[
0m×n Λ

]
d(t) = Araξa(t) +Brad(t) (2.10)

A steady-state analysis is presented in this paper, i.e., the augmented states ξ(t) and ξa(t)

are considered to be bounded in a minimum invariant set for all time t ≥ 0. This analysis

reflects the normal operating conditions of processes around their steady-state. Since the

sets Dξ and Dξa are positively invariant, and F is a polytope, the residual vector r(t) is
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bounded within a compact terminal set Dr = ArDξ ⊕ BrF (Dra = AraDξa ⊕ BraF ), for

all ξ(t) ∈ Dξ (ξa(t) ∈ Dξa) and d(t) ∈ F .
The class of residual-based detection schemes considered are those that monitor the 2-

norm of the residual (∥r(t)∥) to identify anomalous behavior and are defined as follows:

zd(t) = fd(zd(t− 1), ∥r(t)∥; p); zd(−1) = 0 (2.11a)

zs(t) = fs(zd(t), ∥r(t)∥; p) (2.11b)

where zd(t) represents the dynamic component of the detection scheme and zs(t) the

output of the detection scheme. The parameterized functions fd(·, ·; p) and fs(·, ·; p) are
continuous functions in both arguments for a given parameter p where p is a detector-

specific tuning parameter. The function fs is a scalar-valued function.

The detection schemes are tuned with detector-specific parameter(s) and an alarm thresh-

old (τ > 0) chosen such that zs(t) ≤ τ during normal operation and zs(t) > τ during

abnormal operation. Specifically, the detection schemes are assumed to be tuned with

all associated parameters chosen such that they generate zero alarms during normal op-

eration. If r(t) ∈ Dr, the detector-specific parameters and the threshold τ are chosen

such that zs(t) never breaches the threshold for all t > 0, i.e., zs(t) ≤ τ . Additionally, if

∥r(t)∥ > max
r∈Dr
∥r∥ for all time t > 0, then for sufficiently large t, zs(t) > τ leading to a

positive detection of anomalous process behavior. No assumption is made on residual se-

quences that take values both in Dr and outside Dr over time. These assumptions around

tuning of the detection schemes are made to analyze the detection of attacks in a deter-

ministic setting and to aid in establishing the definitions of detectable and undetectable

attacks in the subsequent sections.

2.1.3.1 Examples of Residual-Based Detectors

In practice, statistical process control schemes from the literature (e.g., χ2-squared, cumu-

lative sum (CUSUM), and exponentially weighted moving average (EWMA) [78]) mon-

itoring the 2-norm of residual (∥r(t)∥) may be considered as those fitting the class of

residual-based detection schemes considered. A χ2-squared detection is a static detection
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scheme tuned to generate an alarm when the value of the detection metric (∥r(t)∥) exceeds
a pre-determined alarm threshold (τχ) [21]. This detection scheme may be formulated to

fit the model introduced in Eq. 2.11 with zs(t) = ∥r(t)∥ and τ = τχ. To tune the detection

scheme to generate zero alarms in the absence of an attack, the threshold for the detection

scheme may be chosen as τχ = maxr∈Dr∥r∥.
The CUSUM detection scheme [37] is a sequential analysis hypothesis testing method-

ology, developed based on the sequential probability ratio test algorithm. Specifically,

the CUSUM detection scheme is formulated as an integrator measuring the drift of the

detection metric from a pre-determined baseline value of the metric given by:

S(t) = max(S(t− 1) + ∥r(t)∥ − b, 0); S(−1) = 0 (2.12)

where b is the baseline value of the metric and the detector-specific parameter. The

scheme fits the scheme in Eq. 2.11 by letting zd(t) = zs(t) = S(t), τ = τs and p = b. To

produce zero false alarms under normal operation, the detector is tuned with the choice

of b = max
r∈Dr
∥r∥ which ensures that, the CUSUM statistic always remains at zero in the

absence of an attack (S(t) = 0 for all r(t) ∈ Dr). The threshold can be selected as any

small positive number τC > 0.

Remark 2.1.1. Analyses and results presented herein do not make any assumptions on

the stochastic distribution of the process disturbance and measurement noise, and approach

the tuning of the detection scheme from a purely deterministic standpoint. To aid in the

characterization of zero-alarm attack conditions, the tuning method adopted ensures that

there are zero alarms during attack-free operation of the process. In practice, process

monitoring schemes are often tuned to manage the trade-off between the false alarm rate

during normal operation and the alarm rate during abnormal operation. As a result, while

the analyses and results presented in subsequent sections may provide some insight into

the detectability of attacks, they do not address the characterization of attack detectability

with respect to detection schemes tuned based on other approaches. To characterize the

false alarm rate and to characterize the probability of detecting an attack, the probability

distributions of the process disturbance and the measurement noise must be available.
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Here, the only assumption placed on the process disturbance and measurement noise is

that they are bounded within a compact set. Characterizing the false alarm rate and

probability of detection are beyond the scope of the work presented in this chapter.

2.2 Controller Screening Methodology

In this section, multiplicative sensor-controller attacks on a process are classified as de-

tectable, undetectable, and potentially detectable based on their impact on the class of

residual-based detection schemes of the form Eq. 2.11. Then, based on the classification of

an undetectable attack, a residual set-based undetectability condition is presented. If the

condition is satisfied for a given multiplicative sensor-controller attack with magnitude Λ,

controller gain K and observer gain L, then the attack is undetectable. Following this,

a numerically implementable approach for verifying the undetectability condition is pre-

sented. Finally, leveraging the undetectability condition, a controller screening method-

ology to identify and discard control parameters (K and L) that mask the detectability

of an attack of a predetermined magnitude is presented.

2.2.1 Detectability-Based Classification of Attacks

With respect to the class of residual-based detection schemes defined in Eq. 2.11, if the

residuals of the process in Eq. 2.1-2.2 under an attack of magnitude Λ ̸= I are such that

the output of the detection scheme zs(t) ≤ τ for all t ≥ 0, zero alarms are raised and the

attack is not detected. If the attack is not detectable in general, i.e., the detection scheme

output is zs(t) ≤ τ for all t ≥ 0 and for all ξ(0) ∈ Dξ under an attack, then the attack

is defined as an undetectable attack. Similarly, if the residuals of the attacked process

are such that they result in a breach of threshold by the output of the detection scheme

zs(t) > τ at some time t ≥ 0, then the attack is called a detectable attack. If an attack

has a nonzero probability of being detected, i.e., there exists a possible realization of the

residual such that zs(t) ≥ τ for some t, then the attack is called a potentially detectable

attack. Based on these definitions, this section presents conditions for undetectable,

detectable, and potentially detectable attacks.

Any attack of magnitude Λ ̸= I on the process in Eq 2.1-2.2 can be defined as an unde-
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tectable attack with respect to the class of residual-based detection schemes considered

in Eq. 2.11 if the residual under attack is such that ∥r(t)∥ ≤ R for all t ≥ 0 where

R := max
r′∈Dr
∥r′∥. Specifically, based on the tuning of the residual-based detection scheme

as discussed in the previous section, if ∥r(t)∥ ≤ R for all t ≥ 0, the output of the de-

tection scheme never breaches the threshold. Thus, zs(t) ≤ τ for all t ≥ 0, and the

attack is undetectable. For the residual sequence to remain bounded for the closed-loop

process under an attack, the closed-loop process must remain stable in the sense that the

eigenvalues of Aξa must lie within the unit circle. Otherwise, ξa(t) is unbounded implying

that r(t) is unbounded based on Eq. 2.10. Since ∥r(t)∥ ≤ max
r′a∈Dra

∥r′a∥ for all t ≥ 0 under a

multiplicative attack, ∥r(t)∥ ≤ R is satisfied if:

Ra ≤ R (2.13)

where Ra := max
r′a∈Dra

∥r′a∥ and Dra ⊆ Bn(Ra). This establishes a sufficient residual set-based

condition that must be satisfied for an attack to be undetectable as summarized in the

following proposition.

Proposition 1. Consider the closed-loop process consisting of the process (Eq. 2.1) under

the controller (Eq. 2.4) using the state estimate from the observer (Eq. 2.3) and subjected

to a multiplicative sensor-controller link attack with magnitude Λ ̸= I. Let the eigenvalues

of Aξ and Aξa lie within the unit circle. For the class of residual-based detection schemes

as defined in Eq. 2.11, a multiplicative sensor-controller link attack of magnitude Λ ̸= I

on the process in Eq. 2.1-2.2 is undetectable if Ra ≤ R.

Since the disturbance set F contains the origin, the sets Dξ and Dξa contain the origin.

Also, the sets Dr = ArDξ ⊕ BrF and Dra = AraDξa ⊕ BraF contain the origin as they

are Minkowski sums of linear transformations of the sets Dξ, Dξa and F . As a result,

for the process and attack model considered, the sets Dr and Dra are intersecting sets or

Dr ∩Dra ̸= ∅.
If the closed-loop process under attack is unstable, i.e., max|λ(Aξa)| > 1, then the residual

sequence is unbounded, and the output of the detection scheme will exceed the threshold

zs(t) > τ for a sufficiently large t > 0 resulting in a detection of the attack. Thus,
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all attacks that render the closed-loop process unstable are detectable attacks. If the

closed-loop process under attack is stable but ∥r(t)∥ > R for all t ≥ 0, then the attack is

detectable. However, no multiplicative sensor-controller attack that maintains closed-loop

stability is such that ∥r(t)∥ > R for all t ≥ 0 since Dra ∩ Dr ̸= ∅. Possible realizations

of the residual sequence exist such that r(t) ∈ Dra ∩ Dr for some t which implies that

∥r(t)∥ ≤ R for some t. Therefore, when Ra > R, the attack may be potentially detectable

with respect to the class of residual-based detectors considered.

The crucial observation from this analysis is that the controller and observer parameters

K and L both play a role in whether a multiplicative attack is undetectable or poten-

tially detectable since both sets Dr and Dra depend on K and L through the matrices

representing the dynamics of the augmented state, Aξ and Bξ and Aξa and Bξa , respec-

tively. This observation forms the basis for incorporating cybersecurity considerations in

the PCS design in this work. However, since Dr and Dra cannot be exactly computed in

general, numerical estimates of Dr and Dra can be used to check for choices of K and

L that mask the detectability of an attack of a given magnitude Λ and discard them in

favor of gains that do not mask its detectability.

A special approach for classifying a multiplicative sensor-controller attack as undetectable

is when ra(t) ∈ Dr for all t > 0, i.e., the sets Dr and Dra are such that:

Dra ⊆ Dr (2.14)

If the condition in Eq. 2.14 is satisfied, then, ∥ra(t)∥ ≤ R for all time t > 0, leading to

zs(t) < τ and the attack is undetectable. This condition is a more restrictive condition

for identifying undetectable attacks and does not account for all undetectable attacks

because the residual-based detection schemes considered use the 2-norm of the residuals

as a detection metric. As a result, the detection schemes considered do not account for

the shape of the sets Dr and Dra , which are not balls in general. Thus, if Dra ⊆ Dr, then

Bn(Ra) ⊆ Bn(R) and Ra ≤ R. If Eq. 2.14 is satisfied, Eq. 2.13 is also satisfied. The

converse is not true. Fig. 2.1 illustrates an example of a case with Ra ≤ R but Dra ̸⊂ Dr.
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Fig. 2.1: Example of an undetectable attack with Ra ≤ R but Dra ̸⊂ Dr.

Remark 2.2.1. Since the class of residual-based detection schemes considered in Eq. 2.11

monitor the process based using the 2-norm of the residual, they monitor the process based

on a ball Bn(R) enclosing the residual set Dr. As a result, they do not generate alarms

when there is an attack that results in residuals of the process at some time t > 0 which

satisfy r(t) ∈ Bn(R) \ Dr. Thus, a limitation of the class of residual-based detection

schemes monitoring the process with the 2-norm of the residual as the monitoring variable

is their failure to distinguish between a residual r(t) ∈ Dr and a residual r′(t) ∈ Bn(R)\Dr

for some time t. As an alternative, another class of residual-based detection schemes that

monitor the set-membership of the residuals may be considered of the form:

hs(t) =

0 r(t) ∈ Dr

1 r(t) ̸∈ Dr

(2.15)

for all time t ≥ 0 with hs(t) = 1 indicating anomalous process behavior. This class of

detection schemes may be able to detect attacks that are undetectable with respect to the

detection schemes considered in Eq. 2.11, i.e., attacks that lead to residuals such that

r′(t) ∈ Bn(R) \Dr. However, if there is an attack on the process that results in Eq. 2.14,

then for all time t ≥ 0, the residual of the process r(t) ∈ Dr, and the attack is undetectable.

This makes Eq. 2.14 an important condition for undetectability of an attack.
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2.2.2 Minimum Invariant Set and Residual Bound Estimation

To verify the undetectability condition established in Eq. 2.13 and present a numerically

implementable solution that can be leveraged for the controller screening, an approach to

estimate Dr and Dra is presented in this section. The approach is adapted from a method

to generate polytopic outer approximations of minimum invariant sets presented in the

literature [79]. The computational method produces outer approximations of the sets Dr

and Dra . To address the numerical error associated with the approximations of the sets

Dr and Dra , a computationally verifiable condition for attack undetectability is derived

that accounts for the maximum error associated with the approximations of the sets Dr

and Dra .

Dξ

Dξ ⊕ Bn∞(ǫ)

Dest
ξ

Fig. 2.2: The outer estimate (Dest
ξ ) of the minimum invariant set (Dξ) of the augmented

closed-loop system.

To make the presentation self-contained, the method for generating a polytopic outer ap-

proximation [79] of the minimum invariant set is summarized here. Applying the method

in Ref. 79 to the augmented closed-loop system (Eq. 2.6), the minimum invariant set

represented by the infinite Minkowski sum Dξ =
∞⊕
i=0

AiξBξF is truncated to:

Dξ,s ≜
s−1⊕
i=0

AiξBξF
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where s is the truncation step for the infinite sum chosen such that AsξBξF ⊆ αBξF ,

α ∈ [0, 1) is a small positive number such that the estimate of the minimum invariant set,

denoted by Dest
ξ (α, s), satisfies:

Dest
ξ (α, s) ≜ (1− α)−1Dξ,s

where Dest
ξ (α, s) is convex, compact, and positive invariant set for the process (Eq. 2.6)

with 0 ∈ Dest
ξ (α, s) and Dξ ⊆ Dest

ξ (α, s). Furthermore, the sum is truncated by evaluat-

ing α for a pre-determined estimation error ϵ so that Dξ ⊆ Dest
ξ (α, s) ⊆ Dξ ⊕ Bn

∞(ϵ).

Numerically, this involves incrementing s starting from zero until α ≤ ϵ
ϵ+M(s)

where

M(s) ≜ min
γ
{γ | Dξ,s ⊆ Bn

∞(γ)}. In the remainder, the dependence of α and s on

Dest
ξ is suppressed. Fig. 2.2 illustrates the bounds on polytopic estimate of the minimum

invariant set Dest
ξ which contains the minimum invariant set Dξ, and is itself contained

within the set Dξ ⊕Bn
∞(ϵ). The set Dξa may be analogously estimated for a given attack

magnitude Λ and the estimate is denoted by Dest
ξa
. As ϵ → 0, the accuracy of invariant

set estimates increases. However, the computational complexity of the estimation of Dest
ξ

increases as ϵ → 0 (c.f. Remark 1 [79]). Thus, the trade-off between the computational

complexity and the accuracy of estimates needs to be managed when selecting the value

of ϵ.

The estimates of the residual sets, denoted by Dest
r and Dest

ra , can then be computed from

the estimates of the minimum invariant sets:

Dest
r = ArD

est
ξ ⊕BrF

Dest
ra = AraD

est
ξa ⊕BraF

(2.16)

Furthermore, the bounds on the residual set estimates are:

Dr ⊆ Dest
r ⊆ Dr ⊕ ArBn

∞(ϵ)

Dra ⊆ Dest
ra ⊆ Dra ⊕ AraBn

∞(ϵ)
(2.17)

Thus, Dest
r andDest

ra are outer estimates of the setsDr andDra with error bounds described

by radii of the transformed balls ArB
n
∞(ϵ) and AraB

n
∞(ϵ), respectively, similar to the
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illustration in Fig. 2.2. Furthermore, if Dr ⊆ Dest
r and Dra ⊆ Dest

ra , then:

Ra ≤ Rest
a (2.18a)

R ≤ Rest (2.18b)

where Rest
a := max

r′∈Destra
∥r′∥ and Rest := max

r′∈Destr
∥r′∥. If there is an attack on the process such

that the setsDr andD
est
ra satisfy Rest

a ≤ R, then the attack is undetectable. However, since

Dr and Dra cannot be computed in general, and Dest
r and Dest

ra are outer approximations

of Dr and Dra , there is insufficient information to conclude that Ra ≤ R if Rest
a ≤ Rest.

Fig. 2.3 provides illustrative examples of cases where the result of testing for Eq. 2.13

using the residual set estimates (Dest
r and Dest

ra ) may result in the test falsely indicating

that the attack is undetectable with Rest
a ≤ Rest when it may actually be detectable

with Ra > R (e.g., Fig. 2.3a) or the test may indicate that the attack is detectable with

Rest
a > Rest when it actually may be undetectable with R > Ra (e.g., Fig. 2.3b). This

motivates the need to account for the estimation error to derive a numerically verifiable

condition to determine if an attack is undetectable and is stated in the main result of the

paper.

Theorem 1. Consider the closed-loop process represented by the dynamics in Eq. 2.1

under a multiplicative sensor-controller link attack of magnitude Λ ̸= I with the controller

in Eq. 2.4 using the state estimate from the observer in Eq. 2.3 and monitored by a

detection scheme that fits the model for the class of residual-based detection scheme in

Eq. 2.11. Let the closed-loop process be stable in the sense that all the eigenvalues of Aξ

and Aξa (Eq. 2.6) are within the unit circle. If Dest
r and Dest

ra are numerical estimates of

residual sets computed based on Eq. 2.16 and Rest
a ≤ Rest

e where Rest
e := max

r′∈Destre
∥r′∥ and

Dest
re := Dest

r ⊖ ArBn
∞(ϵ), then the attack is undetectable.

From Theorem 1, the condition that must be verified to check for undetectability of an

attack, given K and L is:

Rest
a ≤ Rest

e (2.19)

The subsequent corollary directly follows from similar arguments already established for

potentially detectable attacks.
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Fig. 2.3: (a) An illustrative case showing false positive test result for undetectability
with Rest

a < Rest, Ra > R. (b) An illustrative case showing false negative test result for
undetectability with Rest

a > Rest, Ra < R.

Corollary 1. Consider the closed-loop process represented by the dynamics in Eq. 2.1

under a multiplicative sensor-controller link attack of magnitude Λ ̸= I with the controller

in Eq. 2.4 using the state estimate from the observer in Eq. 2.3 and monitored by a

detection scheme that fits the model for the class of residual-based detection scheme in

Eq. 2.11. Let the attack-free and the attacked closed-loop process be stable in the sense

that all eigenvalues of Aξ and Aξa are within the unit circle. If Rest
a,e := max

r′∈D
resta,e

∥r′∥ ≥ Rest

where Dest
ra,e := Dest

ra ⊖ (AraB
n
∞(ϵ)), then the attack is potentially detectable.

Similarly, the following proposition is based on the arguments already established for

detectable attacks.

Proposition 2. Consider the closed-loop process represented by the dynamics in Eq. 2.1

under a multiplicative sensor-controller link attack of magnitude Λ ̸= I with the controller

in Eq. 2.4 using the state estimate from the observer in Eq. 2.3 and monitored by a

detection scheme that fits the model for the class of residual-based detection scheme in

Eq. 2.11. Let the attack-free closed-loop process be stable in the sense that all eigenvalues
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of Aξ are within the unit circle. If the closed-loop process under attack is unstable, then

the attack is detectable.

Owing to the fact that Dr and Dra cannot be computed exactly, no conclusion can be

made about the undetectability of an attack when the residual sets do not satisfy the

detectability conditions in Eq. 2.19 and Corollary 1 with Rest
a ≥ Rest

e and Rest
a,e ̸≥ Rest.

Similarly, when the residual sets are such that they do not satisfy the detectability con-

ditions with Rest
a,e ≤ Rest and Rest

a ̸≥ Rest
e , no conclusion can be made about the potential

detectability of the attack. These inconclusive test results occur when |Rest
a,e−Rest| ≤ ϵ and

|Rest−Rest
e | ≤ ϵ′ where ϵ > 0 and ϵ′ > 0 are small numbers. From a practical perspective,

the probability of a sequence of residuals taking values in the set Bn(Ra) \Bn(R) may be

small since the size of the set Bn(Ra) \ Bn(R) is small. Therefore, an inconclusive test

result may mean that the attack is practically undetectable.

As discussed previously, Eq. 2.14 is an important condition for the undetectability of an

attack, as it characterizes all attacks that result in the residual sequences under attack

being indistinguishable from the attack-free residual sequences. From a practical perspec-

tive, it may be in the interest of a control designer, to specifically avoid the choices of

controller and observer gains K and L, that lead to satisfaction of Eq. 2.14. Numerically,

this condition may be verified using the result from Section 1 of Ref. [80]. Specifically, if

Dest
re and Dest

ra are polytopes with N and M faces respectively, then they may be repre-

sented mathematically as:

Dest
re = {r | aTrir ≤ bri, i = 1, 2, . . . , N}

Dest
ra = {ra | araTj ra ≤ braj, j = 1, 2, . . . ,M}

The set Dest
ra is a subset of Dest

re if and only if the following condition holds:

hDestra (ari) ≤ bri, ∀i ∈ {1, 2, . . . , N} (2.20)

where hDestra (ari) is the support function of Dest
ra evaluated at ari for a polytope. Eq. 2.20

can be evaluated numerically as the optimal value of the following linear program for each
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i ∈ {1, 2, . . . , N}:
hDestra (ari) = max

ra
aTrira

s.t. ara
T
j ra ≤ braj, j = 1, 2, . . .M

Similar to the result presented in Theorem 1, if:

Dra
est ⊆ Dest

re (2.21)

the attack is undetectable. Additionally, if Dest
r ⊆ Dest

ra,e , then the attack on the process

will be potentially detectable.

Remark 2.2.2. A special case of minimum invariant set estimation occurs when Aξ is a

nilpotent matrix with index s, i.e., there exists an s > 0 such that Asξ = 0. In this case,

the minimum invariant set of the augmented closed-loop system can be computed exactly

as Dξ = Dξs ≜
⊕s−1

i=0 A
i
ξBξF (Theorem 3 [81]), and Dest

ξ = Dξ with Dest
r = Dr leading

to zero error in estimation of the residual sets. However, if the index of nilpotence s is

a large number, to reduce the computational complexity, it may be preferable to estimate

the set according to the algorithm presented previously for a non-nilpotent matrix Aξ.

2.2.3 Controller Screening Methodology

The controller screening methodology leverages the undetectability condition in Eq. 2.19.

The algorithm presented herein considers the process represented by Eq. 2.1-2.2 with an

observer of the form Eq. 2.3 and provides a tool for a control designer to check if the choice

of controller and observer gains K and L render a multiplicative sensor-controller attack

of given magnitude Λ ̸= I undetectable or potentially detectable. The controller gain

K, the observer gain L, and the attack matrix Λ are determined by the control designer

prior to the screening. This predetermination may be based on stability and performance

considerations of the process. Fig. 2.4 shows a flowchart of the screening algorithm.
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Fig. 2.4: Flowchart for the controller design screening algorithm.

The algorithm is summarized by the following steps:

1. Check if max |λ(Aξa)| < 1 for the augmented closed-loop system under attack in

Eq. 2.6. If true, then go to Step 2. Else, the choice ofK and L under a multiplicative

attack with attack matrix Λ will render the closed-loop process unstable. The attack

is detectable. Terminate the screening algorithm.

2. Compute the estimates of the minimum invariant sets (Dξa
est and Dξ

est) in the

presence and absence of the attack for the augmented closed-loop system in Eq. 2.6.

3. Compute the outer estimates of the residual sets Dr and Dra using Eq. 2.17 as Dr
est

and Dra
est, respectively. From the outer estimates, compute the inner estimates

of the residual sets Dr and Dra using Eq. A.1 and Corollary 1 as Dest
re , and Dest

ra,e ,

respectively.

4. Compute the radii of the balls enclosing the sets Dest
r , Dra

est, Dest
re , and Dest

ra,e as

Rest, Rest
a , Rest

e and Rest
a,e, respectively.

5. Detectability verification:

5.1 Check if Eq. 2.19 is satisfied, i.e., Rest
a ≤ Rest

e . If true, the attack is unde-

tectable. Else go to Step 5.2.
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5.2 If Rest
a,e ≥ Rest, then the attack is potentially detectable with the choice of K

and L. Else go to Step 5.3.

5.3 If Rest
a > Rest

e or Rest
a,e < Rest, the test is inconclusive and the attack may be

practically undetectable.

2.3 Application to Illustrative Processes

In this section, the proposed control parameter screening methodology is applied to two

illustrative processes. All set computations within this section are performed using the

MPT toolbox [82]. For the cases considered, the CUSUM detection scheme is used to

verify the results of the controller screening methodology using closed-loop simulations.

To track the total number of threshold breaches per simulation, the detection scheme is

reset to 0 after each threshold breach, i.e., if S(t) > τ , S(t+ 1) = 0.

2.3.1 Illustrative Process 1: Scalar Process

Consider an example process with the following dynamics:

x(t+ 1) = x(t) + u(t) + w(t)

y(t) = x(t) + v(t)

where x(t), y(t), and u(t) are the state, output, and the manipulated input vectors,

respectively. A controller of the form of Eq. 2.4 is used to regulate the process, and an

observer of the form of Eq. 2.3 is used to estimate the process state.

The process disturbance w(t) ∈ W and measurement noise v(t) ∈ V satisfy −1.5 ≤ w(t) ≤
1.5 and −1.5 ≤ v(t) ≤ 1.5, and are modeled as random variables drawn from a truncated

distribution derived from a zero-mean Gaussian distribution with unit variance.

The subsequent sections present the screening of choices of K and L for an undetectable

attack with Λ = 0.9. The minimum invariant set computations for the augmented state

are performed with an error bound of ϵ = 5× 10−5.

2.3.1.1 Undetectable Attack Case

In this case, a controller and observer gain of K = 1.081, and L = 0.246 are screened for

potential to result in an undetectable attack with Λ = 0.9. The closed-loop augmented
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system is stable under an attack with max |λ(Aξa)| = 0.7847. The minimum invariant set

estimates, Dξ
est and Dξa

est, along with an example closed-loop trajectory are shown in

Fig. 2.5a and Fig. 2.5b, respectively. While Dest
ξ and Dest

ξa
may be contained within one

another, their relative positions and sizes may not be an indication of the detectability of

an attack. It is their impact on the residual set sizes that governs the controller screening

criterion. The estimate of the set of residuals under attack-free conditions is computed

as:

Dr
est = {r′ | ∥r′∥ ≤ 9.0976} ≡ {r′ | AriT r′ ≤ ari , i = 1, 2}

where Ar1 = −1, Ar2 = 1 and ar1 = ar2 = 9.0976. Similarly, the estimated set of residuals

under attack can be computed as

Dra
est = {r′ | ∥r′∥ ≤ 8.7976} ≡ {r′ | AraiT r′ ≤ arai , i = 1, 2}

where Ara1 = −1, Ara2 = 1 and ara1 = ara2 = 8.7976. The set Dest
re is evaluated as:

Dre
est = {r′ | ∥r′∥ ≤ 9.0975} ≡ {r′ | AreiT r′ ≤ arei , i = 1, 2}

where Are1 = −1, Are2 = 1 and are1 = are2 = 9.0975. Based on this, Rest
e = 9.075 and

Rest
a = 8.7976. Thus, Rest

a < Rest
e with Eq. 2.19 satisfied, and the attack is undetectable

based on the result of Theorem 1.

The undetectability of attack for this choice of controller and observer gains, and attack

magnitudes is verified from closed-loop simulations of the process. The CUSUM parameter

is selected as b = Rest = 9.0976. This ensures that the residual never breaches any

arbitrarily small threshold in the absence of an attack. A small positive threshold of value

τ = 0.1 is used. One thousand simulations are performed of the attacked process, each of

length t = 5 h for different realizations of the process disturbance and measurement noise.

It is observed over these 1000 simulations that the CUSUM statistic never breaches the

alarm threshold (τ = 0.1), and remains at 0. As a result, the total number of threshold

breaches over all simulations is zero, verifying that the attack is undetectable.
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(a) (b)

Fig. 2.5: The estimates of the minimum invariant set of (a) the attack-free augmented
closed-loop system (Dξ

est) and (b) the attacked augmented closed-loop system (Dest
ξa
) for

the scalar process in the undetectable attack case.

(a) (b)

Fig. 2.6: The estimates of the minimum invariant set of (a) the attack-free augmented
closed-loop system (Dξ

est) and (b) the attacked augmented closed-loop system (Dest
ξa
) for

the scalar process in the potentially detectable attack case.
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Fig. 2.7: (a) The CUSUM statistic for 1000 simulations of the attacked scalar process
for the potentially detectable attack case. (b) The number of threshold breaches per
simulation for 1000 simulations of the attacked scalar process for the potentially detectable
attack case.

2.3.1.2 Potentially Detectable Attack Case

In this case a value of K = 1.3 and L = 1.65 are screened for the same attack magnitude

(Λ = 0.9). The closed-loop augmented closed-loop system is stable under an attack

with max |λ(Aξa)| = 0.9701. The minimum invariant set estimates Dξ
est and Dξa

est are

computed as shown in Fig. 2.6a and Fig. 2.6b. The estimated set of residuals under no

attack is computed as:

Dr
est = {r′ | ∥r′∥ ≤ 12.8572} ≡ {r′ | AriT r′ ≤ ari , i = 1, 2}

where Ar1 = −1, Ar2 = 1 and ar1 = ar2 = 12.8572. The estimated set of residuals under

attack is computed as

Dra
est = {r′ | ∥r′∥ ≤ 92.9508} ≡ {r′ | AraiT r′ ≤ arai , i = 1, 2}

where Ara1 = −1, Ara2 = 1 and ara1 = ara2 = 92.9508. Similarly, the set Dest
re is computed

as:

Dre
est = {r′ | ∥r∥ ≤ 12.8571} ≡ {r′ | AreiT r′ ≤ arei , i = 1, 2}

where Are1 = −1, Are2 = 1 and are1 = are2 = 12.8571. Based on this Rest
a = 92.9508 and

Rest
e = 12.8571, indicating that Rest

a ̸≤ Rest
e . Thus, Eq. 2.19 is not satisfied. To check for
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potential detectability per Corollary 1, the set Dest
ra,e is estimated as:

Dra,e
est = {r′ | ∥r′∥ ≤ 92.9507} ≡ {r′ | Ara,ei

T r′ ≤ ara,ei , i = 1, 2}

indicating that Rest
a,e = 92.9507 > Rest = 12.8572, meaning the attack is potentially

detectable.

The potential detectability of attack for this choice of controller and observer gains, and

attack magnitude is verified by closed-loop simulations of the process. The CUSUM

parameter b for this case is selected as b = Rest = 12.8572. This ensures that in the

absence of an attack, the residual never breaches any arbitrarily small threshold and

enables the choice of a small threshold of value τ = 0.1. One thousand simulations are

performed on the process, each of length t = 5 h for different realizations of noise.

As Fig. 2.7a and Fig. 2.7b demonstrate, the CUSUM statistic breaches the alarm threshold

(τ = 0.1) several times during some simulations over these 1000 simulations, resulting in

the detection of the attack. However, there are some simulations during which the attack

goes undetected with zero threshold breaches, demonstrating that the attack is not guar-

anteed to be detectable for all realizations of the process disturbance and measurement

noise.

2.3.2 Illustrative Process 2: Continuous Stirred Tank Reactor

In this section, the application of the controller screening methodology is demonstrated us-

ing an illustrative process example consisting of a continuous stirred tank reactor (CSTR)

where an exothermic, second-order reaction A −−→ B occurs. Under standard modeling

assumptions, the material and energy balances describing the process dynamics are given

by:
dCA
dt

=
F

V
(CA0 +∆CA0 − CA)− k0e

−E
RT C2

A

dT

dt
=
F

V
(T0 +∆T0 − T )−

∆Hk0
ρLCp

e
−E
RT C2

A +
Q

ρLCpV

(2.22)

where CA and T are the concentration of the reactant and the temperature in the reactor,

F is the volumetric flow rate, CA0 is the concentration of the reactant in the feed, T0 is

the temperature of the feed to the reactor, ∆H is the enthalpy of the reaction, Q is the

heat rate added or removed from the reactor, ρL is the density of liquid in the reactor,
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Table 2.1: Model parameters for the CSTR Process [1].

Density ρL = 1000 kgm−3

Heat capacity Cp = 0.231 kJ kg−1K−1

Flow rate F = 5.0m3 h−1

Reactor volume V = 1.0m3

Heat of reaction ∆H = −1.15× 104 kJ kmol−1

Activation energy E = 5.0× 104 kJ kmol−1

Feed temperature T0 = 300.0K

Pre-expontential factor k0 = 8.46× 106m3 kmol−1 h−1

Gas constant R = 8.314 kJ kmol−1K−1

Concentration of reactant A in the feed CA0 = 4.0 kmolm−3

V is the volume of the reactor, Cp is the heat capacity, E is the activation energy, and

k0 and R are the pre-exponential factor and the gas constant, respectively. The model

parameters are given in Table 2.1 and are taken from Ref. 1.

The control objective is to operate the CSTR around the open-loop stable steady-state

where CAs = 1.22 kmolm−3 and Ts = 438.2K. The manipulated input of the process is

the heat rate removed from or added to the reactor Q. The state variables of the process

include the reactant concentration in the reactor and the reactor temperature. Full-state

measurements are assumed to be available for feedback control. Deviation variables of the

manipulated input and the states of the reactor are x = [x1 x2]
T = [CA−CAs T−Ts]T and

u = Q−Qs where Qs = 0kJ h−1 is the steady-state value of Q. The process is continuously

perturbed due to additive disturbances bounded between −10−3 K and 10−3 K in the

feed temperature (∆T0), and the additive disturbances in the feed concentration (∆CA0)

bounded between −10−3 kmolm−3 and 10−3 kmolm−3.

The nonlinear process model in Eq. 2.22 is linearized around the desired operating steady-

state. The linearized state-space model of the CSTR is given by:

ẋ(t) =
dx

dt
= Acx(t) +Bcu(t) +Gcw(t)
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where

Ac =

−27.7051 −0.4348
1130.3 16.64

 ; Bc =

 0

0.0043

 ; Gc =

5 0

0 5


A zero-order hold discretization is applied on the linearized state-space model with a

sampling period of 10−2 h resulting in the following discrete-time linear model similar to

Eq. 2.1, with:

A =

 0.7364 −0.0041
10.6953 1.1560

 , B =

−9.0708× 10−8

4.6741× 10−5

 , G =

0.0433 −0.0001
0.2724 0.0540


The process is subject to additive measurement errors bounded between −10−3 kmolm−3

and 10−3 kmolm−3 on the concentration sensor and additive measurement errors bounded

between −10−3 K and 10−3 K on the temperature sensor. A Luenberger observer of the

form presented in Eq. 2.3 estimates the states of the CSTR with a feedback control law

of the form of Eq. 2.4.

Expressing the system of equations in terms of the augmented state ξ(t) = [xT (t) eT (t)]T

enables the computation of the minimum invariant set estimates and performing the

controller screening for three different cases: (1) undetectable attack case: K and L

that mask the detectability of an attack of magnitude 0.8 on the concentration sensor,

(2) potentially detectable attack case-1: K and L that do not mask the detectability of

an attack of magnitude 0.8 on the concentration sensor, and (3) potentially detectable

attack case-2: K and L that do not mask the detectability of an attack of magnitude

0.9 on the temperature sensor. Furthermore, the minimum invariant sets for the process

under attack and in the absence of the attack are computed using an error bound of

ϵ = 5× 10−5.

While the controller screening methodology is applied to the linearized discrete-time model

of the process, the closed-loop simulations used to verify the result from the screening

methodology are performed using the nonlinear model of the CSTR with all process dis-

turbances and measurement noise modeled as random variables drawn from a truncated

distribution derived from a zero-mean Gaussian distribution with unit variance. The

simulations emulate the conditions in a real-time PCS where the process itself is nonlin-

ear, however, the control law is linear and is implemented in a digital computer with a
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zero-order hold. To integrate the ordinary differential equations describing the nonlinear

closed-loop system, an explicit Euler’s method with a step size of 10−4 h is used.

Fig. 2.8: The outer estimate of the residual set (Dest
ra ) of the attacked CSTR and the inner

estimate of the residual set (Dest
re ) of the attack-free CSTR in the undetectable attack case.

2.3.2.1 Undetectable Attack Case

For this case, the controller choice screened for its potential to mask a multiplicative

attack of magnitude represented by Λ = diag(0.8, 1) is one with the controller poles at

[0.2 0.3] and observer poles at [−0.5 0.5]. The eigenvalue of the attacked augmented

closed-loop system with the largest magnitude, max|λ(Aξa)| = 0.5109 indicating that

closed-loop stability of the process is preserved under attack. The values of Rest
e and Rest

a

are evaluated as Rest
a = 0.0244 < Rest

e = 0.0212 indicating that the attack is undetectable.

Fig. 2.8 illustrates the outer estimate of the residual set for the attacked process and the

inner estimate of the residual set for the attack-free process.
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Fig. 2.9: CUSUM statistic values observed over 1000 simulations of the attacked CSTR
process for the undetectable attack case.

The undetectability of the attack is verified by running one thousand simulations of the

nonlinear sampled-data process model for many realizations of the process disturbance

and measurement noise. The CUSUM detection scheme was tuned with the choice of

b = Rest = 0.0244 and τ = 0.1. As illustrated in Fig. 2.9, the CUSUM statistic over these

one thousand simulations remains at 0 and the threshold is never breached. This confirms

that the attack is undetectable.

2.3.2.2 Potentially Detectable Attack Case

For this case, an attack of magnitude 0.9 on the temperature sensor is considered with

an attack matrix Λ = diag(1, 0.9). The controller and observer gains for the process

are chosen with the controller poles at [0.3 − 0.1] and observer poles at [0.2 0.2]. The

eigenvalue of the attacked augmented closed-loop system with the maximum magnitude,

max|λ(Aξa)| = 0.5365 indicating that the closed-loop stability of the process is preserved

under attack. The values of Rest
e and Rest

a are evaluated as Rest
a = 0.0277 > Rest

e = 0.0161.

Similarly, based on the sets Dest
ra,e and Dest

r (Fig. 2.10), Rest
a,e and Rest are evaluated as

Rest
a,e = 0.0277 > Rest = 0.0161 indicating that the attack is potentially detectable.
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Fig. 2.10: The outer estimate of the residual set (Dest
r ) of the attack-free CSTR and

the inner estimate of the residual set (Dest
ra,e) of the attacked CSTR in the potentially

detectable attack case.

Fig. 2.11: CUSUM statistic values observed over 1000 simulations of the attacked CSTR
process for the potentially detectable attack case.

To verify the results on a closed-loop simulation of the attacked process, one thousand

simulations of the attacked nonlinear process model are performed for many realizations

of the process disturbance and measurement noise. The CUSUM detection scheme was

tuned with the choice of parameters b = Rest = 0.0161 and τ = 0.1. Fig. 2.11 shows that

even with a choice of control parameters that do not mask the detectability of the attack,
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the threshold is never breached over these one thousand simulations. However, unlike the

previous case, the CUSUM statistic does not remain at zero (Fig. 2.9) and has a mean

of 0.0064 and a variance of 1.8464 × 10−5 over one thousand simulations. With a lower

threshold (e.g., τ = 10−5), the attack is detectable.

2.4 Conclusions

In this chapter, an approach to incorporating the detectability of a cyberattack into the

existing controller design criteria was presented. First, attacks were classified as unde-

tectable and potentially detectable based on their impact on a class of residual-based at-

tack detection schemes tuned to generate zero alarms during attack-free operation. Then,

for a given magnitude of multiplicative sensor-controller attack, controller and observer

gains, a residual set-based condition for undetectability was obtained. Subsequently, lever-

aging the characterized undetectability condition, a controller screening methodology to

aid the control designer in identifying controller and observer gains that mask the de-

tectability of an attack of a certain magnitude was presented. Finally, the application

of the proposed controller screening methodology was demonstrated using two examples,

including a chemical process example with nonlinear dynamics. The chemical process ex-

ample demonstrated the potential applicability of the proposed methodology to nonlinear

processes.
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Chapter 3

Active Multiplicative Cyberattack

Detection Utilizing Controller

Switching for Process Systems

In this chapter, the relationship between closed-loop stability, control system parameters,

and attack detectability for a residual-based detection scheme is rigorously character-

ized. The characterization is used to identify a set of control system parameters (called

“attack-sensitive” parameters) under which a multiplicative sensor-controller link attack

can destabilize the closed-loop system. The attack-sensitive control system parameters

are selected such that they can enhance the ability to detect attacks, but can also degrade

the performance of the attack-free closed-loop system. A novel active attack detection

methodology employing control system parameter switching is developed to balance the

tradeoff between attack detection and closed-loop performance. The controller switches

between the nominal control system parameters, chosen based on standard control design

criteria, and the attack-sensitive parameters with the proposed detection method. The

application of the active detection method is demonstrated using simulations of a chemical

process example.
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3.1 Preliminaries

3.1.1 Notation and Definition

For a vector x ∈ Rn, its Euclidean norm is denoted by ∥x∥, and its infinity norm is

denoted by ∥x∥∞. The closed Euclidean ball and infinity ball centered at the origin with

radius R > 0 are denoted by Bn(R) := {x ∈ Rn | ∥x∥ ≤ R} and Bn
∞ := {x ∈ Rn |

∥x∥∞ ≤ R}. For a compact set D ⊂ Rn, RD denotes the minimal radius of the Euclidean

ball enclosing the set, i.e., RD := max
x∈D
∥x∥. For a set D ⊂ Rn, the linear transformation

of the set is denoted by AD := {Ax | x ∈ D}. Given two nonempty sets X ⊂ Rn and

Y ⊂ Rn, their Minkowski sum is defined as X ⊕ Y = {x + y | x ∈ X, y ∈ Y }. For

matrices, diag(β1, β2, . . . , βn) represents an n×n diagonal matrix with diagonal elements

β1, β2, . . . , βn, I represents the identity matrix of appropriate dimensions, and λi(A) is

the ith eigenvalue of the matrix A. Sequences are denoted with boldface letters, i.e.,

d := {d(0), d(1), d(2), . . .} where d(t) ∈ Rn for all t ≥ 0. For the discrete-time linear

system: z(t + 1) = Az(t) + v(t), where z(t) ∈ Rn, v(t) ∈ V for all t ≥ 0, and V is a

compact set, a set Dz ⊂ Rn is said to be robust positively invariant if z(t) ∈ Dz implies

that z(t + 1) ∈ Dz for any v(t) ∈ V . A set Mz ⊂ Rn is said to be a minimum robust

positively invariant set if Mz is contained within every closed robust positively invariant

set [77]. For simplicity of presentation, the minimum robust positively invariant set will

be referred to as the minimum invariant set in this chapter.

3.1.2 Class of Processes and Control System Design

Processes modeled by discrete-time linear time-invariant systems and subject to bounded

process disturbances and bounded measurement noise are considered:

x(t+ 1) = Ax(t) +Bu(t) +Gw(t) (3.1)

where x(t) ∈ Rnx is the process state vector, u(t) ∈ Rnu is the manipulated input vector,

w(t) ∈ W ⊂ Rnw is the bounded process disturbance vector, and the set W is assumed to

be a (compact) polytope containing the origin. Without loss of generality, the initial time

is taken to be zero. The matrices A, B, and G are of appropriate dimensions. The value
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of the measured output received by the controller may be corrupted by a multiplicative

sensor-controller link attack. The measured output is modeled by:

y(t) = Λ(Cx(t) + v(t)) (3.2)

where y(t) ∈ Rny is the potentially falsified output vector received by the controller, v(t) ∈
V ⊂ Rny is the measurement noise vector, the set V is assumed to be a (compact) polytope

containing the origin, and Λ is the matrix modeling multiplicative sensor-controller link

attack on the process. The matrix C is of appropriate dimensions. The matrix Λ is

referred to as the attack magnitude where Λ ̸= I indicates the presence of an attack on

the process and Λ = I indicates the absence of an attack.

The matrix pair (A,B) is assumed to be controllable, and the matrix pair (A,C) is

assumed to be observable. A Luenberger observer is used to estimate the process states

and is given by:

x̂(t+ 1) = Ax̂(t) +Bu(t) + L(y(t)− ŷ(t))

ŷ(t) = Cx̂(t)
(3.3)

where x̂(t) ∈ Rnx is the estimated state vector, ŷ(t) ∈ Rny is the estimated output vector,

and L ∈ Rnx×ny is the observer gain selected so the eigenvalues of A−LC are within the

unit circle. Without loss of generality, the desired operating steady-state for the process

is assumed to be the origin. To steer the process state to the origin, a linear feedback

control law is used:

u(t) = −Kx̂(t) (3.4)

where K ∈ Rnu×nx is the controller gain, selected such that the eigenvalues of A − BK
are within the unit circle.

The estimation error, defined as e(t) = x(t)− x̂(t), and the estimation error dynamics are

given by:

e(t+ 1) = L(I − Λ)Cx(t) + (A− LC)e(t) +Gw(t)− LΛv(t) (3.5)

To analyze the stability of the overall closed-loop process consisting of the process in

Eqs. 3.1-3.2 with the feedback control law in Eq. 3.4 using the estimated state from the
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observer in Eq. 3.3, an augmented state vector ξ(t) = [xT (t) eT (t)]T is defined. The

augmented state dynamics are given by:

ξ(t+ 1) =

(A−BK) BK

L(I − Λ)C (A− LC)


︸ ︷︷ ︸

:=Aξ(Λ,K,L)

ξ(t) +

G 0nx×ny

G −LΛ


︸ ︷︷ ︸

:=Bξ(Λ,K,L)

d(t) (3.6)

where d(t) :=
[
wT (t) vT (t)

]T
∈ F is the augmented disturbance and measurement noise

vector, and F :=


w
v

 | w ∈ W, v ∈ V
 is the set of disturbances. Here, Aξ(Λ, K, L)

and Bξ(Λ, L) are the system matrices for the augmented state dynamics. In the remainder,

the admissible set of disturbance and measurement noise sequences is denoted by F :=

{d | d(t) ∈ F, ∀ t ≥ 0}.
Given that chemical processes are typically operated at steady-state for long periods, all

analyses in the present section focus on the process operating at its steady-state, i.e., after

the augmented state of the closed-loop process has converged to its terminal set, which

is the minimum invariant set. The minimum invariant set for the augmented system

in Eq. 3.6 when maxi|λi(Aξ(Λ, K, L))| < 1 may be expressed as the infinite Minkowski

sum [77]:

Dξ(Λ, K, L) =
∞⊕
i=0

Aiξ(Λ, K, L)Bξ(Λ, L) F (3.7)

Based on Eq. 3.7, the minimum invariant set of the augmented closed-loop system is

dependent on the attack matrix Λ, the controller gain K, and the observer gain L. For

simplicity, the process operated at steady-state refers to the system of Eq. 3.6 after the

augmented state has converged to the minimum invariant set, i.e., ξ(t) ∈ Dξ(Λ, K, L)

implying that ξ(t + 1) ∈ Dξ(Λ, K, L). For the remainder, the term closed-loop process

refers to the process described by Eqs. 3.1-3.2 under the feedback law given by Eq. 3.4

using the estimates of states generated by the observer in Eq. 3.3.
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3.2 Active Multiplicative Attack Detection Utilizing

Controller Switching

In this section, the residual-based detection scheme considered is discussed, and an ap-

proach for detectability-based classification of attacks is presented. Then, theoretical

results characterizing the relationship between closed-loop stability, control system pa-

rameter selection, and the detectability of an attack with respect to the residual-based

detection scheme considered, are presented. Leveraging the characterization, an active

attack detection methodology using occasional control system parameter switching is de-

veloped.

3.2.1 Residual-Based Detection Scheme and Attack Detectabil-

ity

For the closed-loop process, the residual vector (r(t)) is defined as the difference between

the output (y(t)) and its estimate generated by the observer (ŷ(t)), i.e.,

r(t) := y(t)− ŷ(t)

Writing the residual in terms of the augmented state (ξ(t)) and the disturbance vector

(d(t)) yields:

r(t) =
[
(Λ− I)C C

]
︸ ︷︷ ︸

=:Ar(Λ)

ξ(t) +
[
0ny×nw Λ

]
︸ ︷︷ ︸

=:Br(Λ)

d(t) (3.8)

When Aξ(Λ, K, L) has eigenvalues that lie within the unit circle and F is compact,

Dξ(Λ, K, L) is forward invariant [77] and compact (Sec. 4 in [80]), and the residual is

ultimately bounded within a terminal set. From Eq. 3.8, the residual terminal set is given

by:

Dr(Λ, K, L) = Ar(Λ)Dξ(Λ, K, L)⊕Br(Λ)F (3.9)

For every ξ(t) ∈ Dξ(Λ, K, L) and d ∈ F , all possible realizations of the residual will be

contained within its terminal residual set, i.e., r(t) ∈ Dr(Λ, K, L). Based on Eq. 3.8,

in the absence of an attack (Λ = I), the residual is dependent on the estimation error

(Eq. 3.5) and the disturbance (d(t)). However, in the presence of a multiplicative sensor-

controller link attack (Λ ̸= I), the residual is also coupled to the process state. In addition
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to its dependence on the disturbance set F , the minimum invariant set is dependent on

both the controller gain (K) and the observer gain (L). This is true for both the attack-

free and the attacked process. However, the dependency of the terminal residual set on

the controller and observer gains varies for the attack-free and the attacked processes.

Specifically, the attack-free terminal residual set is dependent on the the observer gain

only, whereas the attacked terminal residual set is dependent on the both the controller

gain and the observer gain. Nonetheless, to maintain uniformity of notation, Dr(I,K, L)

is used to represent the attack-free terminal residual set even though the terminal residual

set is independent of K when Λ = I.

Residual-based anomaly detection schemes are model-based detection schemes that are

commonly used for process monitoring [83–87]. These detection schemes monitor the

process without using external intervention. Consequently, they are passive detection

schemes. Two types of residual-based detection schemes commonly employed for cyber-

attack detection are the χ2 and CUSUM detection schemes [21, 38]. Both schemes are

scalar detection schemes in the sense that their output values are scalar values. To mon-

itor changes in the residual behavior over time, the schemes may be formulated using

the 2-norm of the residual vector as the input driving the detector output (see, for ex-

ample, [22] for further discussion on this point). To tune the detector to raise zero false

alarms when the process is operating at steady-state, the tuning must account for the

fact that the maximum achievable value of the 2-norm of the residual is equal to the

radius of the ball enclosing the residual terminal set, i.e., ∥r(t)∥ ≤ RDr(I,K, L) where is

RDr(I,K, L) is the minimum radius of the 2-norm ball enclosing the residual terminal set

(Dr(I,K, L) ⊆ Bny(RDr(I,K, L))) [22]. A limitation of such detection schemes is that

they do not account for the shape of the terminal residual set of the attack-free closed-

loop process Dr(I,K, L). For example, if the residual of the attacked closed-loop process

is such that it is outside the terminal residual set of the attack-free closed-loop process

but bounded within the 2-norm ball enclosing the terminal residual set of the attack-

free closed-loop process (r(t) ∈ Bny(RDr(I,K, L)) \ Dr(I,K, L)), the 2-norm residual-

based detection schemes will not detect the attack. To overcome this limitation, a set
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membership-based detection scheme is considered. Specifically, the detection scheme con-

sidered is given by:

z(t) =

0, r(t) ∈ Dr(I,K, L)

1, r(t) ̸∈ Dr(I,K, L)

(3.10)

where z(t) represents the output of the detection scheme. An output of z(t) = 0 indicates

normal process operation (no attack detection), and z(t) = 1 indicates that there an

attack is detected. Since the set membership-based detection scheme does not use external

intervention to monitor the process, it is a passive detection scheme.

Cyberattacks may be classified based on the ability of the detection scheme in Eq. 3.10

to detect the attack. For the closed-loop process operated at steady-state monitored by

the detection scheme in Eq. 3.10, an attack is said to be detected at time td if r(td) ̸∈
Dr(I,K, L) with the output of the detection scheme z(t) = 1. An attack is defined

as a detectable attack with respect to the detection scheme in Eq. 3.10 if the attack is

detected in finite time for all ξ(0) ∈ Dξ(Λ, K, L) and d ∈ F . If the attack renders the

closed-loop process unstable, then by convention, the set Dξ(Λ, K, L) is taken to be the

Euclidean space R2nx . An attack is defined as an undetectable attack with respect to the

detection scheme in Eq. 3.10, if the residual of the attacked closed-loop process satisfies

r(t) ∈ Dr(I,K, L) for all t ≥ 0 for all ξ(0) ∈ Dξ(Λ, K, L) and d ∈ F . Finally, an attack

is defined as potentially detectable with respect to the detection scheme in Eq. 3.10, if

the attack is neither detectable nor undetectable. The set of initial conditions considered

is Dξ(Λ, K, L) because steady-state operation is considered. For some initial conditions

in Dξ(Λ, K, L), the attack is detected immediately by the detection scheme in Eq. 3.10.

However, this does not imply that the attack is detectable, as the attack needs to be

detected in finite-time for all initial conditions in Dξ(Λ, K, L). While the definitions for

attack detectability with respect to the detection scheme in Eq. 3.10 are valid for any

attack, multiplicative sensor-controller link attacks are considered in the present section.

Owing to the process disturbances and measurement noise, the augmented process states

of the stable closed-loop process (Eq. 3.6) are ultimately bounded within its minimum

invariant set. Thus, the notion of closed-loop stability considered is ultimate boundedness
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of the augmented state of the closed-loop process. The closed-loop process in Eq. 3.6 is

considered to be unstable if ∥ξ(t)∥ → ∞ as t→∞.

To motivate the proposed active detection methodology, the relationship between closed-

loop stability and detectability is analyzed first. Proposition 3 establishes a relationship

between the undetectability of a multiplicative attack and the terminal residual sets of

the attack-free and attacked closed-loop process.

Proposition 3. Consider the closed-loop process operated at steady-state with control

system parameters (K,L) under a multiplicative sensor-controller link attack of magnitude

Λ. If the attack is such that the closed-loop process remains stable, i.e., the eigenvalues of

Aξ(Λ, K, L) lie within the unit circle, the multiplicative attack is undetectable with respect

to the detection scheme in Eq. 3.10, if and only if Dr(Λ, K, L) ⊆ Dr(I,K, L).

From Proposition 3, the question may arise on whether Dr(Λ, K, L) ̸⊆ Dr(I,K, L) and/or

a conventional condition for instability, i.e., maxi|λi(Aξ(Λ, K, L)| > 1, are sufficient condi-

tions for a detectable attack. However, these conditions alone are not sufficient conditions

for a detectable attack, and can only be used to guarantee potential detectability of an

attack, which is stated in the next proposition.

Proposition 4. Consider the closed-loop process operated at steady-state with control sys-

tem parameters (K,L) under a multiplicative sensor-controller link attack of magnitude Λ.

If the attack is such that (1) the attacked closed-loop process is stable with the eigenvalues

of Aξ(Λ, K, L) within the unit circle, and Dr(Λ, K, L) ̸⊆ Dr(I,K, L), or (2) the attacked

closed-loop process is such that maxi|λi(Aξ(Λ, K, L)| > 1, then the attack is potentially

detectable with respect to the detection scheme in Eq. 3.10.

If the closed-loop process under an attack is unstable such that ∥ξ(t)∥ → ∞ as t→∞ the

attack will be detected in finite time, if an additional observability condition is satisfied.

This result is formally stated in Proposition 5.

Proposition 5. Consider the closed-loop process with control system parameters (K,L)

under a multiplicative attack of magnitude Λ ̸= I. Let the control system parameters

(K,L) stabilize the attack-free closed-loop process. If the attack renders the closed-loop
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process unstable in the sense that ∥ξ(t)∥ → ∞ as t→∞ and the pair (Aξ(Λ, K, L), Ar(Λ))

is observable, the attack is detected in finite time with respect to the detection scheme in

Eq. 3.10.

The only assumption made about the process disturbance and measurement noise is that

they are bounded. Even if some eigenvalues of Aξ(Λ, K
∗, L∗) or Aξ(Λ, KΛ, LΛ) are outside

the unit circle, this assumption does not exclude potential realizations of the disturbance

and measurement noise that results in the augmented state remaining bounded for all

times. These are cases where the disturbance can effectively act as a stabilizing input in

the sense that the state remains bounded for all time, i.e., lim supt→∞ ∥ξ(t)∥ is finite. In
practice, disturbances are exogenous inputs and are not expected to stabilize a process.

The condition maxi|λi(Aξ(Λ, K, L))| > 1 is a necessary, but not sufficient, condition for the

type of closed-loop instability considered in this section. Closed-loop instability cannot be

verified solely by checking the eigenvalues of Aξ(Λ, K, L). Nevertheless, a multiplicative

attack is said to be destabilizing if the eigenvalues of Aξ(Λ, K, L) are outside the unit circle

(maxi|λi(Aξ(Λ, K, L))| > 1) to highlight that the attack is responsible for destabilization.

3.2.2 Active Attack Detection Methodology

Traditional control system design approaches use closed-loop stability, performance, and

robustness to uncertainty as criteria to determine the control system design [73–75]. Al-

though attack detectability is linked to the control system design (Section 3.2.1), tradi-

tional design methods do not consider cyberattack detectability and may result in select-

ing control system parameters that mask the cyberattack in the sense that a cyberattack

goes undetected with these parameters. From an attack detection standpoint (Proposi-

tion 5), selecting control system parameters that are “sensitive” to cyberattacks, in the

sense that the closed-loop process is rendered unstable by the attack, may be preferred.

However, sustained operation with these control system parameters may not be desirable

because the closed-loop performance may be worse than that achieved under parameters

determined by traditional design approaches. To manage the trade-off between attack

detection and closed-loop performance, the proposed active detection methodology uti-

lizes occasional switching from the nominal control system parameters, determined by
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traditional design approaches, to the so-called attack-sensitive parameters. Control sys-

tem parameter switching is one form of active detection that may be considered, owing

to the link between control system parameters and attack detectability established in

Section 3.2.1.
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r(ts)

r(t)

(a)

Dr(I,K
∗, L∗)

Dr(I,KΛ, LΛ)

rs

r(ts)

r(td)

(b)

Fig. 3.1: (a) An example residual trajectory for the attack-free closed-loop process with the
control system switch from nominal parameters to attack-sensitive parameters occurring
at ts. (b) An example residual trajectory for the attacked closed-loop process with the
control parameter switch occurring at ts where the attack is detected at td.

The nominal parameters are denoted by (K∗, L∗), while the attack-sensitive parameters

are denoted by (KΛ, LΛ). With the active detection methodology, the control system

parameters switch from the nominal parameters to the attack-sensitive parameters at

ts. After the control system switches from the nominal parameters to attack-sensitive

parameters occurs, the process is operated over a period Tc > 0 with the attack-sensitive

parameters. Under attack-free operations (Fig. 3.1a), the residual trajectory after the

switch will evolve in the terminal residual set of the attack-free closed-loop process with

attack-sensitive parameters Dr(I,KΛ, LΛ). After the period Tc elapses, the control system

switches back to the nominal parameters. In the presence of a multiplicative attack, the

residual trajectory may evolve outside the terminal residual set of the attack-free closed-

loop process with attack-sensitive parameters (Fig. 3.1b) resulting in the attack being

detected.

Under the active detection methodology, the control system parameters vary over time.

The detection scheme needs to account for this change because the residual terminal set

under attack-free operation depends on the controller and observer gains. Therefore, the
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detection scheme is modified as follows:

z(t) =

0, r(t) ∈ Dr(I,K(t), L(t))

1, r(t) ̸∈ Dr(I,K(t), L(t))

(3.11)

where K(t) is the controller gain used at time step t, and L(t) is the observer gain at time

step t, z(t) = 0 indicates anomaly-free operation, and z(t) = 1 indicates anomalous pro-

cess operation. For the closed-loop process with the nominal parameters, (K(t), L(t)) =

(K∗, L∗), and for the closed-loop process with the attack-sensitive parameters, (K(t), L(t)) =

(KΛ, LΛ).

The attack-sensitive parameters are chosen such that the attack-free closed-loop process

operated with the attack-sensitive parameters is stable, and the process is destabilized by

an attack. Particularly, the attack-sensitive parameters are chosen so that some eigenval-

ues of the augmented system matrix lie outside the unit circle (i.e., maxi|λi(Aξ(Λ, KΛ, LΛ))| >
1), and the matrix pair (Aξ(Λ, KΛ, LΛ), Ar(Λ)) is observable. The attack-sensitive parame-

ters are chosen to be sensitive to a range of attack magnitudes. Ideally, the attack-sensitive

parameters may be chosen so that the range of attack magnitudes is as large as possible.

The attack-sensitive parameters exploit the dependence of the terminal residual set on

the control system parameters.

The switching instance ts and the period Tc (called the cycle time) are the two design

parameters for the proposed active detection methodology. The switching instance may be

selected by a process operator based on operational considerations. For example, one way

the switching instance may be selected is when the closed-loop performance degradation

due to operation with attack-sensitive parameters is acceptable based on process economic

considerations. The cycle time Tc may be selected to balance a potential trade-off between

attack detection and closed-loop performance and safety considerations. Given that Tc

is finite, the closed-loop augmented process state will remain bounded over the period

when the attack-sensitive parameters are used in the control system (ts to ts + Tc). This

is true even if the closed-loop process is subjected to a destabilizing multiplicative attack

during this period. Furthermore, it is expected that the likelihood of detecting potentially

detectable and detectable attacks scales with Tc. Rigorous evaluation of this expectation is
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beyond the scope of the present section. However, the attack-sensitive parameters could

result in closed-loop performance deterioration for the attack-free process compared to

performance under the nominal control system parameters. Operating with the attack-

sensitive parameters for long periods may not be desirable from a closed-loop performance

perspective. Furthermore, for destabilizing attacks on the process operated under either

control system (i.e., with nominal parameters or with the attack-sensitive parameters),

the bound on the process state scales with Tc. If there is a state-space set whereby the

process is operated safely, then Tc should be selected to be small enough to ensure that

the state is maintained within the safe set in the presence of a destabilizing attack. The

closed-loop performance and safety considerations limit how long the cycle time should

be.

Choose K,
L for screen-
ing against
attack Λ

max|λ(Aξa )| < 1

Attack is
detectable

Compute:

1. Dest
ξ , Dest

ξa

2. Dest
r , Dest

ra
, Dest

re
, Dest

ra,e

3. Rest, Rest
a , Rest

e , Rest
a,e

Rest
a ≤ Rest

e
Attack is

undetectable

Rest ≤ Rest
a,e

Attack is
potentially
detectable

The test is
inconclusive

No

Yes
Yes

No

Yes No

Fig. 3.2: Flowchart for the active attack detection methodology.

The main benefit of the proposed approach is to enhance the attack detection capabilities.

An attacker may select a multiplicative attack that destabilizes the closed-loop process

under the nominal parameters. Such an attack may be detected by the detection scheme

in Eq. 3.10. If the attack is undetectable with the nominal control system parameters, it

will not be detected. Even if the attack is potentially detectable, it may go undetected

by the detection scheme. The active detection methodology enables the detection of

attacks that are designed to be potentially detectable or undetectable with respect to the

closed-loop process under nominal parameters.
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Fig. 3.2 illustrates the flowchart for the active attack detection methodology. The pro-

posed active detection methodology is summarized by the algorithm below. The algorithm

is initialized with t = 0. The parameters of the methodology are the switching instance

ts and the cycle time Tc.

1. If t ∈ (ts, ts + Tc], set (K(t), L(t)) = (KΛ, LΛ). Else, set (K(t), L(t)) = (K∗, L∗).

2. Compute the residual r(t) and the output of the detection scheme in Eq. 3.10

3. If z(t) = 1, an attack is detected; implement attack identification and mitigation

strategies. Else, an attack is not detected; go to Step 4.

4. Set t← t+ 1. Go to Step 1.

The methodology presented here illustrates a single switching cycle from the nominal to

attack-sensitive parameters and back to the nominal parameters. To further enhance the

detection capabilities, the methodology may be modified to include periodic switching

from nominal to attack-sensitive parameters. Additionally, to detect a wider range of

attack magnitudes, the methodology could be modified to include multiple control system

switches from nominal parameters to other attack-sensitive parameters.

Under attack-free operation and when control system parameter switching takes place,

the augmented state needs to be in the minimum invariant set of the attack-free process

with the updated controller. In this way, the state moves from one minimum invari-

ant set under one set of control system parameters to another. An example trajectory

is shown in Fig. 3.3a. In this case, the control system parameters switch from nomi-

nal to attack-sensitive parameters when the augmented state is within the intersection

of the minimum invariant sets with the nominal and attack-sensitive parameters, i.e.,

ξ(ts) ∈ Dξ(I,K
∗, L∗)∩Dξ(I,KΛ, LΛ). After the switch, the augmented state moves from

the minimum invariant set with nominal parameters to the minimum invariant set with

attack-sensitive parameters. However, the augmented state is not measured. When the

control parameters switch, the augmented state may be outside the minimum invariant set

of the process under the updated controller. If the process is attack-free, the augmented
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state will converge to the minimum invariant set, but the residual during the transient

period may take values outside the terminal residual set, triggering a false alarm. An

example of this is shown in Fig. 3.3b. For the attack-free process, the control system

switches from nominal to attack-sensitive parameters at the time instance when the aug-

mented state is outside the minimum invariant set associated with the attack-sensitive

parameters, i.e., ξ(ts) ∈ Dξ(I,K
∗, L∗) \Dξ(I,KΛ, LΛ). As a result, the process dynamics

is excited due to the switch, in the sense that the augmented state evolves briefly out-

side the minimum invariant set with attack-sensitive parameters. The residual during

this transient period, may evolve outside the terminal residual set associated with the

attack-sensitive parameters and trigger false alarms by the detection scheme in Eq. 3.11.

ξs

ξ(ts)

ξ(t)

(a)

Dξ(I,KΛ, LΛ)

Dξ(I,K
∗, L∗)

ξs
ξ(t)ξ(ts)

(b)

Fig. 3.3: (a) An example showing the evolution of the augmented state trajectory for
the attack-free closed-loop process with a control parameter switch generating zero false
alarms. (b) An example showing the evolution of the augmented state trajectory for the
attack-free closed-loop process with a control system parameter switch that may generate
false alarms.

Under an attack, a control system parameter switch may result in the augmented state

exhibiting a transient behavior that mimics the transient behavior of the attack-free pro-

cess. An example is illustrated in Fig. 3.4. After a control system parameter switch

to attack-sensitive parameters occurs at time ts, the augmented state of the attacked

closed-loop process evolves outside its attack-free minimum invariant set until time ti.

However, after time ti, the augmented state evolves within the attack-free minimum in-

variant set until the time instance te. This may result in the residuals of the process

evolving briefly outside the attack-free terminal residual set, before converging to it. In

this case, the alarms generated by the detection scheme monitoring the attacked process
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may be indistinguishable from the false alarm rate in the attack-free process.

Dξ(I,K
∗, L∗)

Dξ(Λ, K
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ξ(ti)

ξ(tf)
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Fig. 3.4: An example showing the evolution of the augmented state trajectory for the
attacked closed-loop process. After a control system parameter switch to attack-sensitive
parameters, the augmented state mimics the transient behavior of an attack-free process
briefly.

Owing to the complications described above, false alarms are not desirable. To minimize

false alarms, a modification to the detection scheme in Eq. 3.11 may be considered. In

particular, the detection scheme may be modified to generate an alarm only if the resid-

ual remains outside the terminal set for a specified period. The period may be chosen to

span a few sample times to account for the potential transient behavior in the attack-free

process. Using a timer threshold whereby the detection logic must deem abnormal oper-

ating behavior over a period before raising an alarm is a common approach for minimizing

nuisance alarms [88].

Remark 3.2.1. If an attack on the closed-loop process operated under either control mode,

i.e., with nominal parameters or with the attack-sensitive parameters, is detected at any

time td ≥ 0, then attack identification and mitigation strategies could be employed to cope

with the attack. These strategies are beyond the scope of this section and the subject of

future work.

Remark 3.2.2. In addition to attack detection, the operating goals for a closed-loop pro-

cess may be included as a constraint for selecting the attack-sensitive parameters. For
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example, it may be desired that the product concentration is within a certain range to

ensure that the product is within specification. The attack-sensitive parameters may be

selected to ensure that the potential values of the concentration in the corresponding min-

imum invariant set are within the acceptable range.

Remark 3.2.3. An attacker with prior knowledge of the active detection methodology

may attempt to evade detection by using a destabilizing attack to target the process dur-

ing the transient period after the control system switches from nominal parameters to

attack-sensitive parameters. Randomly selecting the switching time (ts) to minimize the

possibility that the attacker knows when the controller switch occurs may be helpful in

preventing the success of such attacks.

Remark 3.2.4. Detection of attacks that are potentially detectable under the nominal

parameters is possible. In such cases, the attack identification and mitigation strategies

could be activated following the detection of an attack while the closed-loop process is

operated with the nominal parameters, and switching to the attack-sensitive parameters

may not be needed.

Remark 3.2.5. Zero false alarms resulting from a parameter switch may be guaranteed

under a special case when the minimum invariant set of the attack-free process under the

updated parameters is a subset of the minimum invariant set of the process under the

parameters used prior to the switch. For example, if the minimum invariant set for the

attack-free process with nominal parameters is contained within the minimum invariant

set for the process with attack-sensitive parameters (i.e., Dξ(I,K
∗, L∗) ⊂ Dξ(I,KΛ, LΛ)),

then, for the switch from nominal to attack-sensitive parameters, the augmented state of

the attack-free process is contained within the minimum invariant set with attack-sensitive

parameters, i.e., ξ(ts) ∈ Dξ(I,KΛ, LΛ). As a result, there will be no transients, and zero

false alarms can be guaranteed. However, zero false alarms cannot be guaranteed when a

switch from the attack-sensitive parameters to the nominal parameters takes place because

at the switching instance the augmented state may be outside the minimum invariant set

associated with the nominal parameters, i.e., ξ(ts + Tc) ∈ Dξ(I,KΛ, LΛ) \Dξ(I,K
∗, L∗).
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As a result, the second switch may generate false alarms by the detection scheme, and the

detection scheme may need some modification to minimize false alarms.

Remark 3.2.6. The detectability of an attack is defined based on the ability of the residual-

based detection scheme to detect the attack in finite time. It is a system property and is

not influenced by the control parameter switching instance ts or the cycle time Tc. Under

attack-free operation, both parameters (ts and Tc) do not influence closed-loop stability.

The switching instance ts also does not influence closed-loop stability of the attacked pro-

cess with either set of control system parameters, i.e., with nominal parameters or with

attack-sensitive parameters.

Remark 3.2.7. Attacks on industrial control systems may take several forms. To char-

acterize different types of attacks, the taxonomy of attacks on ICSs has been analyzed and

presented in the literature [11, 12, 16–18]. In this section, the active detection methodol-

ogy is designed to enhance the detection capabilities of a residual-based passive detection

scheme, monitoring the process for multiplicative sensor-controller link cyberattacks. Mul-

tiplicative sensor-controller link attacks multiply the data communicated over the sensor-

controller communication channels by a factor. Under a multiplicative attack, the real-

time process operational data communicated over the communication channels is masked

by the attack. Replay attacks communicate historic attack-free process operational data

over the compromised controller communication channels and are fundamentally differ-

ent from multiplicative attacks. Under a replay attack, the data communicated over the

compromised controller communication channels has no correlation to the real-time pro-

cess operational data. Characterization of the detection capability of the proposed active

detection methodology to detect other types of cyberattacks is beyond the scope of the work

presented here.

Remark 3.2.8. The proposed active detection methodology considers a single switch from

nominal mode (during which the process is operated with nominal parameters) to the

attack-sensitive mode (during which the process is operated with attack-sensitive parame-

ters) and back to operating in the nominal mode thereafter. To further enhance the detec-

tion capabilities of the passive residual-based detection scheme with respect to a wider range
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of attack magnitudes, the proposed methodology may be modified to include control system

switches between the nominal mode and multiple attack-sensitive modes. The closed-loop

process with the active detection methodology using multiple control system switches may

be considered a switched system. Successive switching between different modes may com-

promise the closed-loop stability of the process. Here, closed-loop stability for the switched

system under bounded process disturbances and measurement noise means ultimate bound-

edness of the process state (and estimation error) in a small neighborhood of the origin.

No guarantees can be made on the closed-loop stability of the attacked process without

placing limitations on the attack magnitude. To guarantee the closed-loop stability of the

attack-free process, two classical approaches may be employed (e.g., [73]). In the first

approach, a common Lyapunov function may be used to find the control parameters for

the nominal mode and attack-sensitive modes. The advantage of this approach is that the

Lyapunov function value will decrease over time under any mode if the state is sufficiently

far from the origin. However, this approach restricts the choice of control parameters. As

an alternative approach, a Lyapunov function may be derived for each mode, i.e., the

multiple Lyapunov function approach. In this case, the switching times must be carefully

selected because the Lyapunov function value of the inactive modes may increase over time

when another mode is active. Nonetheless, existing methods for determining the switching

times could be employed (see, for example, [73]).

3.3 Application to a Chemical Process

A chemical process consisting of a CSTR is considered where a second-order, exothermic

reaction of the form A → B occurs. The CSTR contents are assumed to be well-mixed,

and the contents may be heated or cooled using, for example, a cooling jacket or submerged

heat exchanger coil. A dynamic process model is obtained from mass and energy balances

under standard modeling assumptions, and is given by the following system of ordinary

differential equations:

dCA
dt

=
F

V
(CA0 +∆CA0 − CA)− k0e

−E
RT C2

A

dT

dt
=
F

V
(T0 +∆T0 − T )−

∆Hk0
ρCp

e
−E
RT C2

A +
Q

ρCpV

(3.12)
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Parameters for the CSTR

Volumetric flow rate (F ) 5.0m3 h−1

Reactor volume (V ) 1.0m3

Feed concentration of A (CA0) 4.0 kmolm−3

Activation energy (E) 5.0× 104 kJ kmol−1

Pre-exponential factor (k0) 8.46× 106m3 h−1 kmol−1

Gas constant (R) 8.314 kJ kmol−1K

Feed temperature (T0) 300K

Density of reactor liquid hold-up (ρ) 1000 kgm−3

Heat of reaction (∆H) −1.15× 104 kJ kmol−1

Heat capacity (Cp) 0.231 kJ kgK−1

Steady-state heat rate added/removed from the reactor (Qs) 0 kJ h−1

Steady-state reactant concentration (CAs) 1.22 kmolm3

Steady-state temperature (Ts) 438.2K

where CA0 is the feedstock reactant concentration, T0 is the feedstock temperature, CA

is the reactor reactant concentration, T is the reactor temperature, and Q is the heat

added to or removed from the tank contents. The variables ∆CA0 and ∆T0 represent

two bounded process disturbances, modeled as a deviation from the nominal feedstock

reactant concentration and temperature. The process parameter definitions and their

values are given in Table 2.1, and reproduced in this chapter to make it self-contained.

The control objective is to operate the process around its open-loop stable steady-state

with CA = CAs and T = Ts where the values are given in Table 2.1. The measured outputs

are CA and T , and the manipulated input is Q. Defining deviation variables, the state,

input, process disturbance, and output are given by: x = [x1 x2]
T = [CA −CAs T − Ts]T ,

u = Q−Qs, w = [∆CA0 ∆T0]
T , and y = [x1 − x1s x2 − x2s]T . The sensors measuring CA

and T are corrupted by bounded measurement noise.

To design a linear feedback control law for the CSTR, the nonlinear process model in

Eq. 3.12 is linearized about its steady-state, yielding a continuous-time linear process
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model. The continuous-time linear model is discretized in time with a sampling interval

of 10−2 h by assuming a zeroth-order hold of the inputs to obtain a discrete-time linear

process model of the form in Eq. 3.1. The system matrices are given by:

A =

 0.7364 −0.0041
10.6953 1.1560

 , B =

−9.0708× 10−8

4.6741× 10−5

 , G =

0.0433 −0.0001
0.2724 0.0540

 (3.13)

The discrete-time linear model for the CSTR of the form in Eq. 3.1 with matrices in

Eq. 3.13 is referred to the linearized CSTR model.

In the simulations presented in subsequent sections, the Multi-Parametric Toolbox (MPT)

3.0 [82] is used for the calculation of the minimum invariant and residual terminal sets.

Numerical approximations of the minimum invariant sets are computed based on the

algorithm in [79] with an error bound of 5× 10−5. In comparing the numerical estimates

of the terminal residual sets, the technique presented in [22] is used. In the remainder,

time is represented in continuous time with a slight abuse of notation. In Section 3.3.1, the

application of the active detection methodology for enhancing the detection capabilities

of the residual-based detection scheme is demonstrated using the linearized CSTR model.

In Section 3.3.2, the active detection methodology is applied to the nonlinear CSTR to

evaluate the efficacy of the proposed approach when dealing with more complex process

dynamics.

3.3.1 Application of the Active Detection Methodology to the

Linearized CSTR

In this section, the CSTR is modeled using the linearized process model. The dis-

turbance set (F ) is described by an admissible process disturbance set (W ) given by

∆CA0 ∈ [−0.5, 0.5] kmolm−3 and ∆T0 ∈ [−5, 5] K, and an admissible measurement noise

set (V ) described by [−0.5, 0.5] kmolm−3 and [−5, 5] K for the concentration and tem-

perature sensors, respectively. The control actions are computed using a linear control

law of the form in Eq. 3.4 using estimates generated by a Luenberger observer of the

form in Eq. 3.3. Pole placement is used to determine the controller and observer gains.

The nominal parameters (K∗, L∗) are chosen to stabilize the attack-free process with the

controller gain computed with poles placed at [0.2 − 0.1], and the observer gain with the
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poles placed at [0.2 0.3]. For the attack-sensitive parameters (KΛ, LΛ), the controller gain

is computed with poles placed at [−0.33 − 0.3] and the observer gain is computed with

poles placed at [−0.2 − 0.3]. In the absence of an attack, the closed-loop process with

attack-sensitive parameters is stable in the sense that maxi|λi(Aξ(I,KΛ, LΛ))| = 0.33 < 1.

Furthermore, the attack-sensitive parameters are found to be “sensitive” to multiplicative

sensor-controller link attacks with magnitudes in the set {Λ | diag(1, α) | α ∈ [0.6, 0.95]}.
This range is numerically verified by parameterizing the attack magnitude with a param-

eter α where Λ = diag(1, α). The value of α is varied beginning at 0.6 and incremented

by 0.01 until a value of α = 0.95 is reached. For each Λ, the control system parameters

are sensitive to the attack if any of the eigenvalues of Aξ(Λ, KΛ, LΛ) are outside the unit

circle and the observability matrix for the pair (Aξ(Λ, KΛ, LΛ), Ar(Λ)) is full rank. A

similar analysis is performed using the nominal parameters. The nominal parameters are

not sensitive to any attack in the set {Λ | diag(1, α) | α ∈ [0.6, 0.95]}.
Three sets of simulations are performed, and the results are compared. First, the closed-

loop process with nominal parameters and without the active detection methodology

(without switching) is considered. Second, the active detection methodology is applied to

the attacked closed-loop process. The first and second simulation sets are used to evaluate

the enhanced detection capabilities of the proposed active detection methodology. Third,

the active detection methodology is applied to the attack-free process to identify if false

alarms are raised resulting from control system parameter switching.

Each simulation set consists of 1000 simulations of the closed-loop process. The process

disturbances and measurement noise are modeled as random variables drawn from a uni-

form distribution on the interval defined by the bounds of the appropriate admissible set.

The value of the random variables modeling the process disturbances and measurement

noise are varied every sample time, and different realizations of the random variables are

used in each simulation. The same realizations of random variables are used across simu-

lation sets to compare the results across simulation sets. For each simulation, the process

states are initialized at 0, and a period of 5 h is simulated.
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(a) (b)

Fig. 3.5: The residual values of the attacked linearized CSTR process with (a) with
nominal parameters before and after a switch to the attack-sensitive parameters and (b)
with attack-sensitive parameters where the attack is detected at time td = 2.74 h.

For simulating the attacked process, an attack magnitude of Λ = diag(1, 0.9) is consid-

ered. Under the nominal parameters, the attack is potentially detectable, which can be

observed from Fig. 3.5a since Dr(Λ, K
∗, L∗) ̸⊆ Dr(I,K

∗, L∗). Under the attack-sensitive

parameters, the attack is detectable, and the terminal residual set for the attack-free

process under the attack-sensitive parameters is shown in Fig. 3.5b. To demonstrate

the enhancement of attack detection capabilities of the residual-based detection scheme,

the proposed active detection methodology is applied and the control system switches to

attack-sensitive parameters at time ts = 2.5 h. A cycle time of Tc = 1h is used, i.e., in the

absence of attack detection, a second switch from attack-sensitive to nominal parameters

is implemented at time ts + Tc = 3.5 h.

The residual values for one of the simulations from the first set (with the active detection

methodology) are depicted in Fig. 3.5. From Fig. 3.5a, the residual values of the closed-

loop process with nominal parameters are in the attack-free terminal residual set before

the switch occurs, i.e., r(t) ∈ Dr(I,K
∗, L∗), t ∈ [0, 2.5] h. As a result, no alarms are

raised by the detection scheme, and the attack is not detected during this period. After

the switch to attack-sensitive parameters, the attack is detected at time td = 2.74 h
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because the residual value is outside the terminal residual set, i.e., r(td) ̸∈ Dr(I,KΛ, LΛ)

(Fig. 3.5b). Following the detection of the attack, the control system switches back to

nominal parameters to stabilize the closed-loop process. In practice, attack identification

and mitigation measures would be activated after detection. After switching back to the

nominal parameters, no alarms are raised (Fig. 3.5a).

The results obtained from the first and second simulation sets are compared. For the

second simulation set (passive detection), the attack is detected in 43 out of 1000 sim-

ulations. In 19 of these 43 simulations, the attack is detected before the switching time

(ts = 2.5 h). For the first and second simulation sets, the process evolves the same during

the period t = 0h to t = 2.5 h because the same control system, attack, disturbance, mea-

surement noise, and detection scheme are applied to the process during this period. For

the 19 simulations, switching to attack-sensitive parameters is not needed as the attack

is detected before the switch. For the remaining 981 simulations, the attack is detected

after switching to the attack-sensitive parameters within a maximum of 24 sample times

in all simulations. Considering the 981 remaining simulations with passive detection (sec-

ond simulation set), the attack is detected in 33 sample times after ts = 2.5 h in the

best case and never detected over the simulated 5 h operating period in the worst case.

The results demonstrate an enhancement of detection capabilities of the residual-based

detection scheme by applying the active detection methodology.

In the third simulation set, the false alarm rate under the proposed active detection

methodology is evaluated. The attack-free process is considered for the analysis. False

alarms are not raised after switching into and out of the attack-sensitive parameters in any

simulation. Further analysis is performed to address the possibility of false alarms. The

containment of the augmented state at the switching instances in the minimum invariant

set is verified. When switching to the attack-sensitive parameters, the state is verified

to be in the minimum invariant set associated with the attack-sensitive parameters, i.e.,

ξ(ts) ∈ Dξ(I,KΛ, LΛ). When switching back to the nominal parameters, the state is

verified to be in the minimum invariant set associated with the nominal parameters, i.e.,

ξ(ts+Tc) ∈ Dξ(I,K
∗, L∗). When the control system switches from nominal parameters to
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attack-sensitive parameters, the augmented state is in the minimum invariant set of the

attack-free process with attack-sensitive parameters in all simulations. When the control

system switches from attack-sensitive parameters to nominal parameters, the augmented

state is not contained within the minimum invariant set of the attack-free process with

nominal parameters in 958 out of the 1000 simulations. In the 958 simulations, the

augmented state evolves briefly outside the minimum invariant set of the attack-free

closed-loop process with nominal parameters. The augmented state converges to the

minimum invariant set within two sample times. No false alarms are observed in any of

these cases. Although this analysis confirms the possibility of a false alarm, false alarms

are not raised in these cases.

3.3.2 Application of the Active Detection Methodology to the

Nonlinear CSTR

In this section, the active detection methodology is applied to the nonlinear CSTR pro-

cess model in Eq. 3.12. To this end, the state is maintained within a region around the

origin when the process disturbances and measurement noise are small. In this region, the

nonlinear process may be approximated by its linearized model. As the magnitude of the

disturbances and measurement noise increases, the impact of the nonlinearities increases.

While the theoretical results in this section are developed strictly for linear systems, the

objective of this study is to assess the method’s applicability to the nonlinear case. The

proposed active detection method is therefore applied to the nonlinear process, consid-

ering small disturbances. The disturbance set F is described by an admissible process

disturbance set (W ) given by ∆CA0 ∈ [−0.01, 0.01] kmolm−3 and ∆T0 ∈ [−0.2, 0.2] K,

and an admissible measurement noise set (V ) described by [−0.01, 0.01] kmolm−3 and

[−0.2, 0.2] K for the concentration and temperature sensors, respectively. The process

disturbances and measurement noise are modeled as random variables drawn from a uni-

form distribution in the interval specified by the bounds of the admissible set. The same

realizations of random variables are used across simulation sets.

The closed-loop simulations of the continuous-time CSTR process use the explicit Euler’s

method with a step size of 1 × 10−4 h to integrate the ordinary differential equations
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in Eq. 3.12. Extensive simulations are employed to verify that further reduction in the

integration time step did not lead to substantial changes in the computed solution of

the nonlinear ordinary differential equations. To steer the process states to the origin,

a linear control law (Eq. 3.4) is used with state estimates generated by a Luenberger

observer (Eq. 3.3) based on the linearized process model using the matrices A, B, and G

(Eq. 3.13). The sampling period of the control system is 10−2 h, which is the same as that

used in Section 3.3.1. In general, the sampling period should be sufficiently small so that

the continuous-time process in Eq. 3.12 may be stabilized with the discrete-time controller

in Eq. 3.4. Two sets of simulations, each consisting of 1000 simulations of the attack-free

closed-loop process with nominal parameters and the attack-free closed-loop process with

attack-sensitive parameters are performed. In all simulations, the attack-free closed-loop

process is found to be stable, verifying that the sampling period is appropriately chosen.

Numerical approximations of the attack-free terminal residual sets for the closed-loop

process with nominal parameters and with the attack-sensitive parameters are computed

from the linearized CSTR model. To verify that the terminal residual set approximated

from the linear model is a suitable approximation for the nonlinear process, the evolu-

tion of the residuals are considered under the nominal and attack-sensitive parameters.

Considering the same two sets of simulations used for verifying closed-loop stability, the

residuals of the attack-free process are bounded within the appropriate terminal residual

set in all simulations. Based on this, the computed terminal residual sets are suitable

approximations for the nonlinear process.
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(a) (b)

Fig. 3.6: (a) The residual values of the attack-free nonlinear CSTR process with nominal
parameters before and after a switch to the attack-sensitive parameters. (b) The residual
values of the attack-free nonlinear CSTR process with attack-sensitive parameters.

A similar study as that performed in Section 3.3.1 consisting of three simulations sets is

carried out for the nonlinear process. In each simulation set, 1000 simulations are con-

ducted. These simulations enable the evaluation of the detection capabilities and potential

of false alarms under the proposed active detection methodology for the nonlinear process.

For the first two simulation sets, an attack of magnitude Λ = diag(1, 0.9) is considered.

Based on the linearized model, the attack-sensitive parameters are “sensitive” to this

attack, while the nominal parameters are not. For the third simulation set, attack-free

operation is considered. In the first simulation set (with active detection methodology),

the control system switches from nominal parameters to attack-sensitive parameters at

time instance ts = 2.5 h. The cycle time under the attack-sensitive parameters is Tc = 1h.

The residual values from one simulation in the first simulation set (with active detection

methodology) are depicted in Fig. 3.7. From Fig. 3.7b, the attack is detected at time

td = 2.69 h after the control system switches from nominal parameters to attack-sensitive.

Following the detection of the attack, the control system switches back to nominal pa-

rameters to stabilize the closed-loop process. From Fig. 3.7a, the residual is outside the

attack-free terminal residual set for one sample time after switching back to nominal pa-
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rameters. As a result, another alarm is raised. Thereafter, no alarms are raised because

the residual converges to the terminal residual set.

(a) (b)

Fig. 3.7: (a) The residual values of the attacked nonlinear CSTR process with nominal
parameters before and after a switch to the attack-sensitive parameters. (b) The detection
of the attack at the time td = 2.69 h after a switch from nominal parameters to attack-
sensitive parameters.

For the 1000 simulations of the attacked process under nominal parameters monitored

by the residual-based detection scheme in Eq. 3.10 (passive only detection), the attack

is detected in only one simulation. In the active detection simulation set, the attack is

detected after the control system switches from nominal parameters to attack-sensitive

parameters in all cases. After switching to attack-sensitive parameters, the attack is

detected within a minimum of 2 sample times and a maximum of 19 sample times after the

switching instance. Thus, the active detection methodology also enhances the detection

capabilities of the residual-based detection scheme for the nonlinear process.

In the third simulation set, 1000 simulations of the attack-free process with the active

detection methodology are performed to analyze the false alarm rate. No false alarms are

raised in any of the simulations. Similar to the analysis for the third simulation set in

Section 3.3.1, the containment of the augmented state at the switching instance within

the minimum invariant set with the updated parameters is verified. At the switching

instance ts, the state is always contained in the minimum invariant set Dξ(Λ, K
∗, L∗)
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in all cases. At the switching instance ts + Tc, the augmented state is not within the

minimum invariant set under nominal parameters in 921 out of 1000 simulations. Over

these 921 simulations, the augmented state evolves outside the minimum invariant set,

but converges to it in 2 sample times. However, no false alarms are observed in any of

the 921 simulations.

3.3.2.1 Comparison between Active and Passive Detection

The application of active detection methodology to enhance the detection capabilities of

the CUSUM detection scheme, another residual-based detection scheme, is demonstrated.

The CUSUM detection scheme is a statistical change detection scheme that monitors a

process based on the deviation of the detection metric from a predefined baseline value.

Application of the CUSUM detection scheme using the residual vector as the detection

scheme has been considered as a passive attack detection scheme previously in the lit-

erature [21, 22, 38]. The CUSUM detection scheme monitoring a process based on the

2-norm of the residual may be represented by:

S(t) = S(t− 1) + ∥r(t)∥ − b; S(−1) = 0; (3.14)

where S(t) is the CUSUM statistic, which is the detection scheme output, r(t) is the

residual of the process at the time t ≥ 0, and b is the baseline parameter. An attack on

the process is detected by the scheme if the CUSUM statistic exceeds the tolerance value,

which is the alarm threshold τ , i.e.,

S(t) ≤ τ ; No Attack

S(t) > τ ; Attack

The CUSUM detection scheme is chosen as the detection scheme instead of a set membership-

based detection scheme which was considered earlier to monitor the CSTR. An attack is

considered in the temperature sensor-controller link and has the same magnitude as that

previously considered, i.e., Λ = diag(1, 0.9). To tune the CUSUM detection scheme for a

zero false alarm rate in the absence of an attack (and without switching) when monitoring

the closed-loop process, the approach presented in [22] is adopted. Because the residuals

of the attack-free closed-loop process are always contained within the terminal residual
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set, they are also contained within the 2-norm ball enclosing the terminal residual set.

Consequently, the norm of the residual vector of the attack-free process is always less

than the radius of the ball. The baseline parameter is selected as the radius of the 2-norm

ball enclosing the terminal residual set of the attack-free process. With the nominal pa-

rameters, the radius is RDr(I,K∗,L∗) = 0.6169, and with the attack-sensitive parameters,

the radius is RDr(I,KΛ,LΛ) = 0.7884. Based on Eq. 3.14, the CUSUM statistic for the

attack-free process always remains at zero with this choice of the baseline parameter, and

any non-zero CUSUM statistic value may be considered indicative of an attack. In this

case, the CUSUM detection may be tuned with an alarm threshold choice of τ = 0. To

maintain a zero false alarm rate when there are small variations in the process that are

not necessarily due to an attack, the alarm threshold for the detection scheme is set at

τ = 0.01. Furthermore, the CUSUM detection scheme is implemented so that upon de-

tection of an attack, the CUSUM statistic is reset to 0 at the next time step, i.e., S(t) > τ

implies S(t+ 1) = 0.

To enhance the attack detection capability of the CUSUM detection scheme, the active

detection methodology is implemented. Because the parameter b is dependent on the

terminal residual set, which depends on the control system parameters, the baseline pa-

rameter switches from the value with the nominal parameters to the value corresponding

to the attack-sensitive parameters when operating with the attack-sensitive parameters:

b(t) =

RDr(I,KΛ,LΛ) = 0.7884; t ∈ (ts, ts + Tc]

RDr(I,K∗,L∗) = 0.6169; Otherwise

In this case, the control system switches back to using the nominal parameters if an attack

is detected during operation with the attack-sensitive parameters.

Two sets of simulations are performed for the process monitored by the CUSUM detection

scheme in Eq. 3.14. First, the attacked closed-loop process with nominal parameters (no

parameter switching) and monitored by the CUSUM detection scheme is considered. Next,

the attacked closed-loop process with the active detection methodology and monitored

by the CUSUM detection scheme is considered. The attack is not detected in any of

the simulations using passive detection (with no switching). Fig. 3.8a illustrates the
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output of the CUSUM scheme for one simulation with passive detection. With the active

detection methodology, however, the attack is detected in all cases after the control system

switches from nominal parameters to attack-sensitive parameters. The attack is detected

in a minimum of 2 sample times and a maximum of 19 sample times after switching.

(a) (b)

Fig. 3.8: (a) The CUSUM statistic for the attacked CSTR without the active detection
methodology implemented. (b) The CUSUM statistic for the attacked CSTR process
with the active detection methodology implemented, showing that the attack is detected
at time t = 2.69 h.

The residual values from one simulation with the active detection methodology are shown

in Fig. 3.9. Before the switch to attack-sensitive parameters occurs, the residual values for

the attacked closed-loop process with nominal parameters are in the 2-norm ball enclosing

the attack-free terminal residual set, i.e., r(t) ∈ B2(RDr(I,K∗,L∗)) for all t ∈ [0, 2.5] h

(Fig. 3.9a). As a result, no alarms are raised by the detection scheme. After the switch

to attack-sensitive parameters, the attack is detected at time td = 2.69 h because the

residual value is outside the 2-norm ball enclosing the terminal residual set (Fig. 3.9b).

From Fig. 3.8b, an alarm is raised by the detection scheme at the detection time. Following

the detection of the attack, the control system switches back to nominal parameters to

stabilize the closed-loop process. From Fig. 3.9a, no alarms are raised by the detection

scheme thereafter.

69



(a) (b)

Fig. 3.9: (a) The residual values of the attacked nonlinear CSTR with nominal parameters
before and after a switch to attack-sensitive parameters. (b) The residual values of the
attacked nonlinear CSTR with attack-sensitive parameters showing attack detection at
time td = 2.69 h.

Remark 3.3.1. The CUSUM detection scheme is a dynamic detection scheme measuring

the cumulative deviation of the 2-norm of the residual from the baseline parameter over

time. While not observed in the simulations presented in this section, in some cases, the

CUSUM detection scheme may not detect an attack immediately after the residual of the

closed-loop process leaves the 2-norm ball enclosing its attack-free terminal residual set.

However, the set membership-based detection scheme in Eq. 3.10 detects an attack as soon

as the residual leaves the terminal residual set of the attack-free process. Based on this, it

may appear that the CUSUM detection scheme is not as sensitive to the drifts in the de-

tection parameter, as the set membership-based detection scheme. However, the sensitivity

of the CUSUM detection scheme to the drifts in the detection metric is dependent on its

tuning parameters (i.e., on the threshold τ and the parameter b). The tuning approach is

fundamentally different from the set membership-based detection scheme. Consequently,

the detection performance of the CUSUM detection scheme with a given choice of τ and

b may not be directly compared with that of the set membership-based detection scheme.
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3.4 Conclusions

In this chapter, an active attack detection methodology that enhances the attack detection

capabilities of residual-based detection schemes was developed. The methodology utilizes

control system parameter switching to probe for, and elicit detection of, multiplicative

sensor-controller attacks. In this approach, the control system switches occasionally be-

tween nominal control system parameters, selected on the basis of standard control design

criteria, and attack-sensitive control system parameters to manage the potential trade-off

between closed-loop performance and attack detectability. The relationship between at-

tack detectability with respect to a residual-based detection scheme, the control system

parameters, and closed-loop stability was rigorously analyzed and the selection of the

attack-sensitive parameters exploited this relationship. The enhancement of attack de-

tection capabilities of two residual-based detection schemes upon application of the active

attack detection methodology was demonstrated using a chemical process example.
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Chapter 4

A Control-Switching Approach for

Cyberattack Detection in Process

Systems with Minimal False Alarms

In this chapter, an active detection method utilizing controller-observer gain switching

with minimal false alarms is developed. As part of the proposed active detection method,

the control system operates under two modes. Under the first mode, called the nominal

mode, the control system operates with controller-observer parameters selected using tra-

ditional control design criteria. Under the second mode (the “attack-sensitive” mode),

the control system operates with controller-observer parameters selected to enhance the

detection capability of an output and residual-based detection scheme. The active de-

tection method manages the trade-off between closed-loop performance and attack de-

tectability. Since switching may excite the process dynamics, generating false alarms, a

state-dependent switching condition that guarantees zero false alarms is developed using

a region containing the attack-free process states, called the confidence region. Practical

implementation issues related to the active detection method are discussed, including the

inability to ensure that the switching condition will be satisfied over the time interval it is

desired to switch the control system. Switching between the nominal and attack-sensitive

modes may be desirable even if the switching condition is not satisfied. A modified active

detection method for minimizing false alarms that incorporates the switching condition
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while balancing the practical requirement to switch between modes is proposed. The

application of the proposed active detection method in attack detection and minimizing

false alarms is demonstrated using two illustrative process examples.

4.1 Preliminaries

4.1.1 Notation and Definitions

For an n-dimensional vector x ∈ Rn, ∥x∥ := (
∑n

i=1 x
2
i )

1
2 represents the Euclidean norm.

For the compact set X ⊂ Rn, AX := {Ax | x ∈ X}, where A is a matrix. The Minkowski

sum of two sets, X ⊂ Rn and Y ⊂ Rn is represented by X ⊕ Y = {x+ y | x ∈ X, y ∈ Y }.
The Minkowski difference of two compact and convex sets, X ⊂ Rn and Y ⊂ Rn is

represented by X ⊖ Y = {x− y | x ∈ X, y ∈ Y }. For a square matrix A, λi(A) represents

the ith eigenvalue of A. diag(α1, α2, α3, . . . , αn) represents an n× n diagonal matrix with

diagonal elements α1, α2, α3, . . . , αn.

4.1.2 Class of Processes

In this work, discrete-time linear time-invariant processes are considered:

x(t+ 1) = Ax(t) +Bu(t) +Gw(t) (4.1)

where x(t) ∈ Rnx is the process state vector, u(t) ∈ Rnu is the manipulated input vector,

and w(t) ∈ W ⊂ Rnw is the bounded process disturbance vector. The set W is assumed

to be known and described by a convex polytope containing the origin. The measured

output (y(t)) is subject to measurement noise and may be altered by a multiplicative

sensor-controller link attack:

y(t) = Λ(Cx(t) + v(t)) (4.2)

where y(t) ∈ Rnx is the measured output vector and v(t) ∈ V ∈ Rnx is the bounded

measurement noise vector. The set V is assumed to be known and described by a convex

polytope containing the origin. The matrix C is assumed to be invertible. The matrix

Λ ∈ Rnx×nx is used to model the multiplicative sensor-controller link attack on the process

and is called the attack magnitude. When Λ = I, the process is attack-free. Without loss
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of generality, the origin of the unforced process (Eq. 4.1 with u ≡ 0 and d ≡ 0) is assumed

to the desired operating steady-state.

A Luenberger observer is synthesized to estimate the process states in Eqs. 4.1-4.2:

x̂(t+ 1) = Ax̂(t) +Bu(t) + L(y(t)− ŷ(t)) (4.3a)

ŷ(t) = Cx̂(t) (4.3b)

where x̂(t) ∈ Rnx is the state estimate generated by the observer, ŷ(t) ∈ Rnx is the

estimated output, and L ∈ Rnx×Rnx is the observer gain selected such that the eigenvalues

of the matrix A−LC are strictly within the unit circle. To stabilize the closed-loop process,

a linear control law utilizing the state estimate is synthesized:

u(t) = −Kx̂(t) (4.4)

where K ∈ Rnu × Rnx is the controller gain selected such that the eigenvalues of the

matrix A−BK are strictly within the unit circle. The estimation error is defined as the

difference between the process state and the state estimate, i.e., e := x− x̂, with dynamics

given by:

e(t+ 1) = L(I − Λ)Cx(t) + (A− LC)e(t) +Gw(t)− LΛv(t) (4.5)

To analyze the stability of the closed-loop process under an attack, an augmented state

vector is defined as a concatenation of the state and the error vectors ξ := [xT eT ]T . The

augmented state dynamics is described by:

ξ(t+ 1) =

(A−BK) BK

L(I − Λ)C (A− LC)


︸ ︷︷ ︸

=:Aξ(Λ,K,L)

ξ(t) +

G 0

G −LΛ


︸ ︷︷ ︸

=:Bξ(Λ,L)

d(t) (4.6)

where d(t) := [wT (t) vT (t)]T ∈ F and F := {[wT vT ]T | w ∈ W, v ∈ V }. Due to persistent

bounded disturbances acting upon the process, the closed-loop process is continuously

perturbed, and the augmented state never converges to the origin. Instead, the augmented

state of the closed-loop process is ultimately bounded within a small neighborhood of the
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origin when maxi|λi(Aξ(Λ, K, L))| < 1. This neighborhood of the origin is the minimum

invariant set of the process and can be expressed as the infinite Minkowski sum [77]:

Dξ(Λ, K, L) =
∞⊕
i=0

Aξ(Λ, K, L)
iBξ(Λ, L)F (4.7)

From Eq. 4.6, the matrices Aξ(Λ, K, L) and Bξ(Λ, L) are dependent on the attack mag-

nitude (Λ) and the controller-observer parameters (K,L). Consequently, the minimum

invariant set in Eq. 4.7 is dependent on the attack magnitude, the controller-observer

parameters, and the disturbance set. For simplicity of presentation, the closed-loop pro-

cess in Eq. 4.1 operated with the control input in Eq. 4.4 computed based on the state

estimates and with the controller gain K and the observer gain L, is referred to as the

closed-loop process with (K,L).

4.2 Class of Attack Detection Schemes

The detectability of an attack on the closed-loop process with (K,L) may be defined

with respect to the detection scheme monitoring the process. A general class of detection

schemes monitoring the process utilizing a generalized monitoring variable η ∈ Rnη is con-

sidered. The generalized monitoring variable may be expressed as a weighted combination

of the measured output and the estimate of the measured output:

η(t) = Hyy(t) +Hŷŷ(t) (4.8)

where Hy and Hŷ are matrices of appropriate dimensions. From Eq. 4.2 and Eq. 4.3b, the

measured output and its estimate may also be expressed in terms of the augmented state

ξ(t) and the process disturbance d(t) as:

y(t) =
[
ΛC 0

]
︸ ︷︷ ︸
=:Ay(Λ)

ξ(t) +
[
0 Λ

]
︸ ︷︷ ︸
=:By(Λ)

d(t) (4.9a)

ŷ(t) =
[
C −C

]
︸ ︷︷ ︸

=:Aŷ

ξ(t) +
[
0 0

]
︸ ︷︷ ︸
=:Bŷ

d(t) (4.9b)

Thus, Eq. 4.8 may be re-written as:
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η(t) = Aη(Λ)ξ(t) +Bη(Λ)d(t) (4.10)

where Aη(Λ) = HyAy(Λ) +HŷAŷ and Bη(Λ) = HyBy(Λ) +HŷBŷ.

When the closed-loop process with (K,L) is stable in the sense that all eigenvalues of the

matrix Aξ(Λ, K, L) are strictly within the unit circle, the augmented state of the process

is ultimately bounded within its minimum invariant set (Dξ(Λ, K, L)). Furthermore,

because the closed-loop process is subjected to bounded disturbances, the generalized

monitoring variable is also bounded within a terminal set, denoted by Dη(Λ, K, L). From

Eq. 4.10, the terminal set of the generalized monitoring variable may be computed by:

Dη(Λ, K, L) = Aη(Λ)Dξ(Λ, K, L)⊕Bη(Λ)F (4.11)

The generalized monitoring variable is bounded within its attack-free terminal set, i.e.,

η(t) ∈ Dη(I,K, L) for all time t ≥ 0 if ξ(0) ∈ Dξ(I,K, L) because Dξ(I,K, L) is an

invariant set, i.e., ξ(t) ∈ Dξ(I,K, L) for all time t ≥ 0 if ξ(0) ∈ Dξ(I,K, L). The class

of detection schemes considered in this work monitor the process for attacks by verifying

the containment of the generalized monitoring variable within its attack-free terminal set:

h(η(t)) =

0, η(t) ∈ Dη(I,K, L)

1, Otherwise

(4.12)

where the mapping h : Rnη → {0, 1} returns the output of the detection scheme, with

an output value of 1 being indicative of an attack detection, and an output value of 0

being indicative of a lack of attack detection. The approach adopted herein for tuning the

general class of detection schemes accounts for all possible values of process disturbances

and measurement noise acting on the process. As a result, the tuning approach adopted

ensures a zero false alarm rate in the attack-free process.

One example of a measured variable that fits the model for the generalized detection

scheme in Eq. 4.8 is the residual, which measures the deviation of the measured output

from its estimate:

r(t) := y(t)− ŷ(t) =
[
(Λ− I)C C

]
︸ ︷︷ ︸

=:Ar(Λ)

ξ(t) +
[
0 Λ

]
︸ ︷︷ ︸
=:Br(Λ)

d(t) (4.13)
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Residual-based detection schemes monitor a process utilizing the residual. They are

typically used for fault detection [85–87] and have also been extensively explored for

attack detection [22, 23, 58, 59, 64, 89]. From Eq. 4.13, the residual fits within the model

for the generalized monitoring variable in Eq. 4.8, with Hy = I, Hŷ = −I.
In Ref. 89, an approach to classify attacks based on their detectability with respect to a

residual-based detection scheme of the form in Eq. 4.12 was presented. The detectability-

based classification of attacks may be extended to a general class of detection schemes of

the form in Eq. 4.12 utilizing a monitoring variable of the form in Eq. 4.10. With respect

to a class of detection schemes in Eq. 4.12 utilizing a generalized monitoring variable of

the form in Eq. 4.10, an attack is said to be detected at time td if η(td) ̸∈ Dη(I,K, L)

with the output of the detection scheme h(η(td)) = 1. An attack is defined as a detectable

attack with respect to the detection scheme in Eq. 4.12 if the attack is detected in finite

time (for all ξ(0) ∈ R2nx and d(t) ∈ F for t ≥ 0). An attack is defined as an undetectable

attack with respect to the detection scheme in Eq. 4.12 if the generalized monitoring

variable for the attacked closed-loop process satisfies η(t) ∈ Dη(I,K, L) for all t ≥ 0

for all ξ(0) ∈ Dξ(Λ, K, L) and d(t) ∈ F for all t ≥ 0. Finally, an attack is defined as

potentially detectable with respect to the detection scheme in Eq. 4.12 if the attack is

neither detectable nor undetectable.

Typically, attack detection schemes using the residual as a monitoring variable have been

considered in the literature [22, 23, 58, 59, 64, 89]. However, monitoring both the mea-

sured output and the residual may be beneficial for the detection of attacks. For example,

an attack (Λ ̸= I) may be undetectable with respect to a residual-based detection scheme

with Dr(Λ, K, L) ⊆ Dr(I,K, L). However, the attack may be potentially detectable with

respect to an output-based detection scheme Dy(Λ, K, L) ̸⊆ Dy(I,K, L). As a result, the

attack may not be detected by the residual-based detection scheme, but the output-based

detection scheme may detect the attack. Similarly, attacks that are undetectable with re-

spect to an output-based detection scheme may be detected by a residual-based detection

scheme. In the present work, a detection scheme of the form of Eq. 4.12 monitoring the

process using an output and residual-based monitoring variable defined as a concatenation
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of the measured output and the residual (χ :=
[
yT rT

]T
) is considered. The monitoring

variable χ(t) ∈ R2nx fits the model for the generalized monitoring variable in Eq. 4.8 with

Hy =

I
I

 and Hŷ =

 0

−I

. Therefore, the detectability-based classification of attacks is

valid for an output and residual-based detection scheme of the form:

h(χ(t)) =

0, χ(t) ∈ Dχ(I,K, L)

1, Otherwise

(4.14)

where Dχ(I,K, L) is the terminal set of the output and residual-based monitoring variable

χ for the attack-free process. Dχ(I,K, L) may be computed using Eq. 4.11.

4.3 Active Detection Method

In this section, the proposed switching-enabled active detection method for false alarm

minimization is presented. A rigorous analysis is employed to develop a switching condi-

tion to minimize false alarms.

4.3.1 Controller Switching for Active Detection

From the detectability-based classification of attacks, controller-observer parameters, se-

lected to meet standard design criteria, may mask some sensor-controller link multiplica-

tive attacks in the sense that attacks are undetectable with respect to the detection scheme

in Eq. 4.14. The controller-observer parameters selected based on standard design criteria

are called the nominal controller-observer parameters and are denoted by (K∗, L∗). Other

controller-observer parameters may not mask the attacks, making the attacks potentially

detectable or detectable with respect to the detection scheme. For the attack-free process,

using other controller-observer parameters may lead to performance degradation relative

to the closed-loop performance achieved under the nominal controller-observer parame-

ters. Occasional switching between the nominal controller-observer parameters and other

controller-observer parameters may be a way to balance the potential trade-off between

closed-loop performance and attack detectability. Controller-observer parameter switch-

ing is an active detection method because switching probes for multiplicative attacks. The
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second set of controller-observer parameters is selected to be “sensitive” to attacks over

a range of magnitudes, meaning that a range of multiplicative attacks destabilizes the

closed-loop process, rendering the attacks detectable. These controller-observer parame-

ters are called attack-sensitive parameters and are denoted by (KΛ, LΛ). The dwell-time

under the attack-sensitive controller-observer parameters manages the trade-off between

attack detection and performance degradation and is denoted by Tc.

The terminal set of the monitoring variable under the attack-sensitive controller-observer

parameters is different from the set under the nominal controller-observer parameters. To

account for this difference in terminal sets, a time-dependent tuning strategy is used for

the detection scheme in Eq. 4.14:

h(χ(t)) =

0, χ(t) ∈ Dχ(I,K(t), L(t))

1, Otherwise

(4.15)

where (K(t), L(t)) = (KΛ, LΛ) for t ∈ (ts, ts + Tc], (K(t), L(t)) = (K∗, L∗) otherwise, ts

denotes the time instance that the control system switches from the nominal controller-

observer parameters to the attack-sensitive controller-observer parameters, and t∗s = ts +

Tc denotes the time instance that the control system switches from the attack-sensitive

controller-observer parameters back to the nominal controller-observer parameters.

Remark 4.3.1. The attack-sensitive controller-observer parameters are selected such that

undetectable multiplicative sensor-controller link attacks on the process under the nominal

controller-observer parameters are rendered detectable under the attack-sensitive parame-

ters. However, finding one pair of controller-observer parameters that renders all attacks

detectable may not be possible. Additionally, some attacks that are undetectable under

the nominal controller-observer parameters may result in minimal performance deterio-

ration when compared to that under attack-free conditions. Therefore, performance-based

selection criteria could be employed to determine the attack-sensitive controller-observer

parameters. Multiple attack-sensitive controller-observer parameter pairs may be selected

and used to cover a wide range of attacks.

Remark 4.3.2. For the practical selection of the attack-sensitive controller-observer pa-
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rameters, a finite set of attacks should be considered. For example, a subclass of multi-

plicative sensor-controller link attacks may be considered where the attack magnitude may

be modeled by a diagonal matrix (Λ = diag(α1, . . . , αnx)) and αi represents the magnitude

of the multiplicative attack targeting the ith sensor-controller link. For this subclass of

attacks, a finite set of attacks generated by considering a range of values for αi for each

i and αj = 1 for j ̸= i. Knowledge of prior attacks or attacks that are critical to detect

may also be employed for generating the set of attacks for the attack-sensitive parameter

selection. The attack detectability under the nominal controller-observer parameters may

be verified for each attack to generate a set of undetectable attacks. The resulting set of

attacks may be further refined by considering a performance-based criterion. Specifically,

the set of attacks may be refined to consider attacks that are such that the radius of the

minimum bounding ball of the terminal set of states of the attacked process is greater

than (or much greater than) the radius of the minimum bounding ball of the terminal

set of states for the attack-free process, i.e., R(Dx(Λ, K
∗, L∗)) > R(Dx(I,K

∗, L∗)) where

R(Dx(Λ, K
∗, L∗)) := maxx′∈Dx(Λ,K∗,L∗)∥x′∥ and Dx(Λ, K

∗, L∗) =
[
I 0

]
Dξ(Λ, K

∗, L∗).

4.3.2 Confidence Region-Based Switching Condition to Elimi-

nate False Alarms

Under the proposed active detection method the control system switches between two

modes of operation: the nominal mode under which the process is operated with nominal

controller-observer parameters, and the attack-sensitive mode under which the process is

operated with the attack-sensitive controller-observer parameters. In the attack-free pro-

cess under the nominal mode, no false alarms are expected due to the tuning approach

adopted for the detection scheme in Eq. 4.14. However, switching the control system op-

erating mode on the attack-free process may cause the augmented state to evolve outside

the minimum invariant set under the controller-observer parameters for the new mode, po-

tentially resulting in false alarms. For example, consider that the control system switches

from the nominal to the attack-sensitive mode at time ts. If ξ(ts) ̸∈ Dξ(I,KΛ, LΛ) (this oc-

curs when ξ(ts) ∈ Dξ(I,K
∗, L∗) \Dξ(I,KΛ, LΛ)), the augmented state will evolve outside

Dξ(I,KΛ, LΛ) for some time as it converges to Dξ(I,KΛ, LΛ). The variable χ during this
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period may be outside its terminal set (χ(t) ̸∈ Dχ(I,KΛ, LΛ) for some t ≥ ts), generating

false alarms.

The detection objective of the active detection method is to determine if the process

is under an attack, or if it is attack-free. False alarms complicate this determination.

False alarms may be avoided if the control system switches when the augmented state

is in the minimum invariant set under the controller-observer parameters for the new

mode. However, the augmented state is not measured directly, so the exact value of the

augmented state is unknown. Instead, a region in the augmented state-space containing

the augmented state of the attack-free closed-loop process may be constructed to address

this issue. This region is time-dependent and can be computed online from the disturbance

set (F ), the measured output, and the residual. The region is called the confidence region

and is denoted by Ξ(K,L, t), highlighting the time and the controller-observer parameter

pair (K,L) dependence. Based on its definition, the vector χ(t) may be expressed in

terms of the augmented state and disturbance, as:

χ(t) =

C 0

0 C


︸ ︷︷ ︸

=:C̃

ξ(t) +

0 I

0 I


︸ ︷︷ ︸

=:D̃

d(t) (4.16)

From Eq. 4.16, the confidence region can be computed by:

Ξ(K,L, t) = C̃−1
(
{χ(t)} ⊖ D̃F

)
(4.17)

The matrix C̃ is invertible because C is invertible.

A few properties are established to develop a switching condition that, when satisfied,

leads to zero false alarms from control system switching. First, the relationship between

the confidence region, the augmented state, and the minimum invariant set for the attack-

free process is established.

Proposition 6. Consider the attack-free closed-loop process with (K,L). If the matrix

C is invertible and ξ(0) ∈ Dξ(I,K, L), then the confidence region Ξ(K,L, t) contains the

augmented state, i.e., ξ(t) ∈ Ξ(K,L, t). Furthermore, the confidence region has a non-

empty intersection with the minimum invariant set, i.e., Ξ(K,L, t) ∩Dξ(I,K, L) ̸= ∅.
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From Eq. 4.16, the confidence region is computed under the assumption that the process

is attack-free, and therefore, the augmented state will be contained in the confidence

region of the attack-free process. If the process is under a cyberattack, the confidence

region does not give any information about the value of the augmented state. However,

if the confidence region does not intersect the attack-free minimum invariant set, the

process cannot be attack-free, because of an inconsistency between the computation of

the confidence region for the attack-free process and the expected evolution of the attack-

free process state within the minimum invariant set. In this regard, the confidence region

may be another mechanism for detecting attacks. In particular, an attack can be declared

if the confidence region and the minimum invariant set do not intersect. This is formally

stated in the following proposition.

Proposition 7. Consider the closed-loop process with (K,L). Let the matrix C be invert-

ible and ξ(0) ∈ Dξ(I,K, L). If the confidence region does not intersect with the minimum

invariant set of the attack-free closed-loop process, i.e., Ξ(K,L, t)∩Dξ(I,K, L) = ∅, then
the process is not attack-free.

Proposition 7 provides a confidence region-based condition that may be verified to monitor

a process for attacks. However, the motivation behind constructing the confidence regions

is to ensure zero false alarms from a switch between any two controller-observer parameter

pairs (K1, L1) and (K2, L2). To ensure zero false alarms, the augmented state at the

switching instance of the attack-free process must be within the attack-free minimum

invariant sets under both controller-observer parameters. Based on this, the following

theorem leverages the result of the Proposition 6 to establish a condition that, if satisfied

at the time instance when the controller-observer parameters switch between (K1, L1)

to (K2, L2), guarantees that zero false alarms are generated in the detection scheme in

Eq. 4.15. This further implies that any alarms generated are the result of an attack.

Theorem 2. Consider the closed-loop process with (K1, L1). Let the matrix C be invert-

ible and ξ(0) ∈ Dξ(I,K1, L1). Assume that a controller-observer parameter switch from

(K1, L1) to (K2, L2) occurs at ts. If the closed-loop process is attack-free and the confi-

dence region satisfies Ξ(K1, L1, ts) ∩ Dξ(I,K1, L1) ⊆ Dξ(I,K2, L2), then no alarms are
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generated by the detection scheme of the form in Eq. 4.15. Furthermore, if there is an

alarm generated by the detection scheme at some time td, then the closed-loop process is

not attack-free.

These results provide insight into how to design a confidence region-based switching con-

dition. To implement the active detection method without false alarms, a switching

condition can be imposed at each switch. When the control system switches from the

nominal mode to the attack-sensitive mode at ts, the confidence region should satisfy

Ξ(K∗, L∗, ts) ∩Dξ(I,K
∗, L∗) ⊆ Dξ(I,KΛ, LΛ) (4.18)

When the control system switches from the attack-sensitive mode back to the nominal

mode at t∗s = ts + Tc, the confidence region should satisfy

Ξ(KΛ, LΛ, t
∗
s) ∩Dξ(I,KΛ, LΛ) ⊆ Dξ(I,K

∗, L∗) (4.19)

4.3.3 Minimizing False Alarms

In prior work [89], an active detection method utilizing a time-triggered control sys-

tem switching approach was presented. Under a time-triggered switching approach, the

switching instance ts and the dwell-time Tc are predetermined. However, process distur-

bances and measurement noise affect the evolution of the augmented state. At ts and

t∗s, the desired switching conditions in Eq. 4.18 and Eq. 4.19, respectively, may not be

satisfied. Also, the existence of ts and t
∗
s when Eq. 4.18 and Eq. 4.19 are satisfied cannot

be guaranteed in general. To minimize false alarms, a state-dependent control system

switching approach is utilized in the present work. Specifically, an interval of switching

times is defined, over which the desired switching condition is verified. If the switching

condition is satisfied, the control system switch occurs. In this sense, the switching times

may be considered to be state-dependent. If the condition is not satisfied, the operator

may choose to force the switch to occur or reschedule it.

For the switch from the nominal mode to the attack-sensitive mode, an interval is defined

and is denoted by [ti, tf ] where ti ≥ 0 and tf > ti are lower and upper bounds of the

interval, respectively. Beginning at ti, the switching condition in Eq. 4.18 is verified at
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every time step. If the condition is satisfied at ts ∈ [ti, tf ], the control system switches

from the nominal mode to the attack-sensitive mode. If the condition is never satisfied

over the interval [ti, tf ], the process operator has a few options. The operator may choose

to force the switch to the attack-sensitive mode to occur at tf or re-schedule the switch

to another time. For scheduling the switch to attack-sensitive mode, several factors could

be considered. For example, the interval may be chosen as the time interval when the

performance degradation resulting from operating with the attack-sensitive mode is ac-

ceptable. If operational considerations allow for an unbounded implementation interval,

i.e., tf →∞, the closed-loop process with (K∗, L∗) may be monitored for an appropriate

switching instance over an extended period.

A similar range of switching instances is defined for switching back to the nominal mode.

Denoting the minimum and maximum dwell-time under the attack-sensitive mode by Tminc

and Tmaxc , respectively, the range of switching instances is given by [ts+ Tminc , ts+ Tmaxc ],

i.e., Tc ∈ [Tminc , Tmaxc ] and t∗s ∈ [ts+ Tminc , ts+ Tmaxc ]. Starting at ts+ Tminc , the condition

in Eq. 4.19 is checked. If satisfied at t∗s, the switch is performed. If the condition is

never satisfied over the interval, the control system switches back to the nominal mode at

ts + Tmaxc , to minimize the performance degradation. However, false alarms are possible

in this case. For the selection of the switching interval, operating the process with the

attack-sensitive mode for as long as possible may be desirable from an attack detection

perspective. However, limiting the dwell-time under the attack-sensitive mode may be

desirable to limit performance degradation. Thus, Tminc and Tmaxc manage the trade-

off between attack detection and performance degradation. For example, the minimum

dwell-time Tminc may be chosen as the period for which most attacks on the process in the

attack-sensitive mode are detected, as demonstrated in the illustrative case study section.

Similarly, the maximum dwell-time specifies a limit to the operation in attack-sensitive

mode. To this end, Tmaxc may be selected as the time of operation in attack-sensitive

mode while maintaining process states within a safe set.

Under the proposed active detection method, an operator may choose to force a control

system switch at a time when the zero false alarm condition in Eq. C.2 is not satisfied. In
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the event of a forced control system switch on the attack-free process, false alarms may

be generated for a few time steps until the augmented state converges to the minimum

invariant set under the updated controller-observer parameters. Therefore, to minimize

false alarms, a modification to the detection scheme in Eq. 4.14 may be considered. Under

the modified detection scheme, alarms generated after a forced control system switch may

be suppressed for a few time steps. This suppression of alarms is in-line with the standard

industry practice of adding a delay timer to the alarm logic of a controller [88]. After the

period for suppression of alarms elapses, any alarm generated in the detection scheme in

Eq. 4.14 may be considered to be indicative of the detection of an attack.

As part of the proposed active detection method, in addition to the detection scheme in

Eq. 4.15, the confidence regions are used to monitor the process for an attack (leveraging

the result of Proposition 7):

z(t) =

0, Ξ(K(t), L(t), t) ∩Dξ(I,K(t), L(t)) ̸= ∅

1, Otherwise

(4.20)

where z(t) ∈ {0, 1} is the output of the detection scheme, with an output of 1 being

indicative of attack detection, and an output of 0 indicating a lack of attack detection.

Algorithm 1 covers the monitoring logic, control system switching logic, and control action

computation over a single cycle switching into and out of the attack-sensitive mode under

the proposed active detection method.

The algorithm inputs are the time interval for switching into the attack-sensitive mode

([ti, tf ]), the dwell-time range under the attack-sensitive mode ([Tminc , Tmaxc ]), the alarm

suppression time after a forced switch into the attack-sensitive mode (∆1), the alarm sup-

pression time after a forced switch back from attack-sensitive mode (∆2), and the nominal

controller-observer parameters (K∗, L∗), and the attack-sensitive controller-observer pa-

rameters (KΛ, LΛ). To perform some computations in the algorithm, additional parame-

ters are needed (Dξ(I,K
∗, L∗), Dξ(I,KΛ, LΛ), Dχ(I,K

∗, L∗), and Dχ(I,KΛ, LΛ)). These

parameters have been omitted for simplicity of presentation. Without loss of generality,

the algorithm is activated at time ti. The algorithm terminates when the control system
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Algorithm 1: Algorithm for the active detection method

Inputs: ti < tf , ∆1 < Tminc ≤ Tmaxc , ∆2, (K
∗, L∗), (KΛ, LΛ)

Initialization: t = ti, ts =∞, t∗s =∞, td =∞, ∆(t) = 0, (K(t), L(t)) = (K∗, L∗)

Outputs: td, ts, t
∗
s

1 while t ≤ t∗s +∆2 do

2 Receive the measured output y(t) communicated over the sensor-controller link

3 Compute the residual r(t) and the confidence region Ξ(K(t), L(t), t) from

χ(t) =
[
yT (t) rT (t)

]T
4 Monitoring logic

5 if h(χ(t)) = 1 or z(t) = 1 then

6 if ∆(t) = 0 then

7 An attack is detected. Set t = td

8 Activate attack identification and mitigation strategies

9 else

10 Suppress alarms. Set h(χ(t)) = 0 and z(t) = 0

11 end

12 end

13 Switching logic

14 if ts =∞ and t ∈ [ti, tf ] then

15 if Eq. 4.18 is satisfied then

16 Switch to attack-sensitive mode. Set ts = t and (K(t), L(t)) = (KΛ, LΛ)

17 else if t = tf then

18 Switch to attack-sensitive mode. Set ts = t, (K(t), L(t)) = (KΛ, LΛ), and

∆(t) = ∆1

19 end
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Algorithm 1: Algorithm for the active detection method

20

21 else if ts ̸=∞, t∗s =∞, and t ∈ [ts + Tminc , ts + Tmaxc ] then

22 if Eq. 4.19 is satisfied then

23 Switch to nominal mode. Set t∗s = t and (K(t), L(t)) = (K∗, L∗)

24 else if t = ts + Tmaxc then

25 Switch to nominal mode. Set t∗s = t, (K(t), L(t)) = (K∗, L∗), and

∆(t) = ∆2

26 Compute the control action u(t)

27 Communicate the computed control action to the actuators

28 Set t← t+1, (K(t+1), L(t+1)) = (K(t), L(t)), and ∆(t+1) = max{∆(t)− 1, 0}

switches back to the nominal mode or when an attack is detected. If an attack is detected,

attack identification and mitigation strategies are activated, albeit a discussion of these

strategies is beyond the scope of the current work. The variable ∆(t) tracks the number of

time steps from the time step t that any alarms should be suppressed. To ensure that the

switch back into the nominal mode does not occur during the alarm suppression period,

the alarm suppression period after a forced switch into attack-sensitive mode is chosen

to be less than the minimum dwell-time, i.e., ∆1 < Tminc . The algorithm outputs are the

detection time and the switching instances.

When the algorithm is not active, the process is assumed to be operated and monitored

under the nominal mode. The algorithm may be periodically activated, enabling routine

cyberattack probing. Additionally, the algorithm may be activated multiple times using

different attack-sensitive controller-observer parameters to probe for different attacks. No

attacks are assumed to be detected before activating the algorithm because switching

into attack-sensitive mode is not needed if an attack is detected before the algorithm is

activated.

Remark 4.3.3. After a forced control system switch between any two parameter modes,
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i.e., from controller-observer parameters (K1, L1) to controller-observer parameters (K2, L2)

on the attack-free process, a conservative estimate of the alarm suppression time (∆′) for

the detection scheme in Eq. 4.14 may be estimated as the time taken by any realization

of the augmented state within the minimum invariant set of the process under (K1, L1) to

converge to the minimum invariant set of the process under (K2, L2).

Remark 4.3.4. The set of attack magnitudes, i.e., the set of values of Λ ̸= I, that may be

detected under a given control mode (i.e., attack-sensitive mode or the nominal mode) is

the set of potentially detectable or detectable attacks. Since the process model and admissi-

ble set of process disturbances and measurement noise are fixed, this set is only dependent

on the controller-observer parameters of the active control mode. The set of attack magni-

tudes that will be detected under a given control mode depends on the controller-observer

parameters and other factors, including the dwell-time under the active mode and the re-

alizations of the process disturbance and measurement noise. The set of attacks that may

be detected can be numerically approximated by checking the detectability of attacks within

a finite set of values, although the accuracy of this approximation may be limited by the

number of attack magnitudes considered. However, an explicit characterization of the set

of attacks that will be detected is an open problem.

4.4 Illustrative Case Studies

In this section, two illustrative processes are considered to demonstrate the application of

the active detection method. All polytope computations are performed using the Multi-

Parametric Toolbox (MPT 3.0) [82].

4.4.1 Application to a Scalar Process

A scalar process consisting of a single state (x(t) ∈ R), and a single measured output

(y(t) ∈ R) is considered:
x(t+ 1) = x(t) + u(t) + w(t)

y(t) = Λ(x(t) + v(t))

where u(t) ∈ R is the manipulated input, Λ ̸= 1 is the magnitude of multiplicative

sensor-controller attack, v(t) ∈ V := {v′ | v′ ∈ [−5, 5]} represents the vector of bounded
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measurement noise corrupting the measurements of the state, and w(t) ∈ W := {w′ | w′ ∈
[−1, 1]} represents the vector of bounded process disturbances. A Luenberger observer of

the form in Eq. 4.3a is synthesized to generate estimates of states x̂(t) ∈ R. To stabilize

the process at the origin, which is the desired operating steady-state, a linear feedback

law of the form Eq. 4.4 is used to compute the control input from the estimates of state.

To analyze the stability of the closed-loop process, an augmented state vector ξ :=
[
x e

]T
is defined. The closed-loop process is expressed in the form of Eq. 4.6 with

Aξ(Λ, K, L) =

 (1−K) K

L(1− Λ) 1− L

 , Bξ(Λ, K, L) =

1 0

1 −LΛ


where K is the controller gain and L is the observer gain.

The nominal controller-observer parameters for the process are chosen as K∗ = 0.1 and

L∗ = 1.9 to stabilize the attack-free closed-loop process. To detect attacks with magni-

tudes in the range Λ ∈ [1.3, 4], the attack-sensitive controller-observer parameters for the

process are chosen with KΛ = 1.7 and LΛ = 1.5. The range of attacks that destabilize

the closed-loop process under attack-sensitive controller-observer parameters is numeri-

cally verified by checking if the value of maxi|λi(Aξ(Λ, KΛ, LΛ))| > 1 for all Λ ∈ [1.3, 4],

by starting at an attack magnitude equal to the lower bound of the range (Λ = 1.3),

and incrementing the magnitudes by 0.01 until the upper bound of the range is reached

(Λ = 4). A similar analysis performed for nominal controller-observer parameters reveals

that they are not sensitive to attacks in the interval [1.3, 4]. For the attack-free process

under the nominal and the attack-sensitive mode, the radii of the minimum bounding

balls containing the terminal set of states are computed as R(Dx(I,K
∗, L∗)) = 15.5263

and R(Dx(I,KΛ, LΛ)) = 95 where Dx(I,K, L) denotes the terminal set of states for the

attack-free closed-loop process with parameters (K,L). Defining closed-loop performance

with the radius of the minimum bounding ball containing the terminal set, the closed-loop

performance under the nominal parameters is better than that under the attack-sensitive

parameters.

To monitor the process using a detection scheme of the form of Eq. 4.15, invariant outer

approximations of the minimum invariant sets of the attack-free process under the nominal

89



and the attack-sensitive controller-observer parameters are computed asDξ(I,K
∗, L∗) and

Dξ(I,KΛ, LΛ) using the method described in Ref. 79. The error bound used in computing

the numerical approximations is ϵ = 5 × 10−5. Numerical approximations of the sets

Dχ(I,K
∗, L∗) and Dχ(I,KΛ, LΛ) are computed from Eq. 4.11 and shown in Fig. 4.2.

The confidence region constructed using the monitored variable χ(t) is compared with

two other methods for computing the confidence region: one using the measured output

and one using the residual. From the measured output, a set containing the process

state may be computed by: Xy(K,L, t) = {y(t)} ⊖ V (for a given controller-observer

parameter pair (K,L)). Since the augmented state of the attack-free process is bounded

within its minimum invariant set, the estimation error is bounded within its terminal

set, computed by: De(I,K, L) := [0 1]Dξ(I,K, L). Therefore, the sets Xy(K,L, t)

and De(I,K, L) are the regions containing the process state and the estimation er-

ror. A confidence region constructed using the output alone is given by: Ξy(K,L, t) =1
0

Xy(K,L, t) ⊕

0
1

De(I,K, L). Similarly, from Eq. 4.13, the residual value for the

attack-free process depends on the estimation error and the measurement noise. A set

containing the estimation error values may be computed by: Er(K,L, t) = {r(t)} ⊖ V .

The terminal set of states may be computed by: Dx(I,K, L) = [1 0]Dξ(I,K, L). There-

fore, the confidence region containing attack-free states constructed from the residual

alone may be computed by: Ξr(K,L, t) =

1
0

Dx(I,K, L)⊕

0
1

Er(K,L, t). Therefore,
the confidence region computed from the output and residual-based monitoring variable

may be compared with the confidence region computed from the measured output alone

and that computed from the residual alone.
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(a) (b)

Fig. 4.1: (a) Confidence regions for the attack-free process under the nominal mode at
the time ts = 250. (b) Confidence regions for the attack-free process under the attack-
sensitive mode at the time ts = 350.

A simulation of the attack-free scalar process with the proposed active detection method is

considered. For the active detection method, the control system switch from the nominal

mode to the attack-sensitive mode is scheduled over the interval [ti, tf ] = [250, 400]. Over

this interval, the condition in Eq. 4.18 is verified at each time step. The minimum and

the maximum dwell-time under attack-sensitive mode are selected to be Tminc = 100 and

Tmaxc = 110. The process disturbances and measurement noise are modeled as random

variables drawn from uniform distributions at each step and bounded between [−1, 1] and
[−5, 5], respectively. The total length of the simulation is 1000 time steps, and the initial

condition of the process is 0. To implement a switch, a confidence region computed using

the monitoring variable χ(t) is used to check the appropriate switching condition. Over

the simulation, the switch from the nominal mode to the attack-sensitive mode occurs at

the time step ts = 250 when the condition in Eq. 4.18 is satisfied (Fig. 4.1a). Similarly,

the switch back to nominal mode occurs at the time step t∗s = ts + Tminc = 350 when the

condition in Eq. 4.19 is satisfied (Fig. 4.1b). No false alarms are observed due to either

switch.

For comparison, the confidence regions are computed from the residual and output at
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both switching instances and are depicted in Fig. 4.1a and Fig. 4.1b. At both switching

instances, the augmented state is contained within the confidence region constructed from

the residual and from the output. However, the confidence region computed from the

output does not satisfy Eq. C.2 with Ξy(K
∗, L∗, ts)∩Dξ(I,K

∗, L∗) ̸⊆ Dξ(I,KΛ, LΛ) at the

switching instance ts = 250 (Fig. 4.1a). As a result, the switch may have been prevented

if the switching condition is verified based on the confidence region computed from the

output. Similarly, the confidence region computed from the residual does not satisfy

Eq. C.2 with Ξr(KΛ, LΛ, t
∗
s) ∩ Dξ(I,KΛ, LΛ) ̸⊆ Dξ(I,K

∗, L∗), and may have prevented

a switch to the attack-sensitive mode at the time t∗s. Furthermore, when compared to

the confidence regions computed from the output and residual-based monitoring variable

χ(t), confidence regions computed from the output or the residual alone are larger regions.

Therefore, the confidence region computed from χ(t) provides a less conservative estimate

of the region containing the attack-free augmented state, and is considered in the present

work.

Next, the minimization of false alarms in an attack-free process with the proposed active

detection method is demonstrated. Two scenarios are considered. The first scenario

considers the attack-free process with the proposed active detection method. The second

scenario considers the attack-free process with the active detection method, but with a

time-triggered control system switching. Each scenario consists of 1000 simulations, where

the bounded process disturbances and measurement noise at each time step are drawn

from a uniform distribution as described previously. The same realization of the random

variables is used in both scenarios to compare across simulations. The initial condition

of all simulations is 0, which is contained within the attack-free minimum invariant set

under the nominal controller-observer parameters. The total length of each simulation is

1000 time steps.
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(a) (b)

Fig. 4.2: (a) Monitoring variable values for the attack-free process with the proposed
active detection method. (b) Monitoring variable values for the attack-free process with
a time-triggered control system switching.

In the first scenario, the proposed active detection method is applied to the attack-free

process. For the active detection method, the algorithm is implemented with a time

interval [ti, tf ] = [250, 400] for a switch from the nominal mode to attack-sensitive mode,

and a dwell-time range Tminc = 100 and Tmaxc = 110 for the switch back from the attack-

sensitive mode to nominal mode are used. The alarm suppression period after each control

system switch is chosen to be 10-time steps, i.e., ∆1 = 10 and ∆2 = 10. Over numerous

simulations of the attack-free process with a time-triggered switch, the augmented state

converges to the minimum invariant set under the new controller-observer parameters

within 10-time steps or less. The switch into attack-sensitive mode to probe for attacks

is scheduled for [250, 308]. The switch back to the nominal mode is implemented over

the interval [350, 412]. The switch back to nominal mode occurred when the condition

in Eq. 4.19 is satisfied in 977 of the 100 simulations. Over 23 of the 1000 simulations,

the switch back to nominal mode is forced at the time t∗s = ts + Tmaxc because Eq. 4.19

is not satisfied over the implementation interval. Over the remaining 23 simulations, the

augmented state converged to the minimum invariant set under the nominal controller-

observer parameters in 10-time steps or less. As a result, no false alarms are observed in
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the detection scheme in Eq. 4.15.

Fig. 4.2a illustrates the monitoring variable values from one simulation. Over this simula-

tion, the monitoring variable values are contained within the terminal set under nominal

controller-observer parameters as indicated by the unfilled circular markers in Fig. 4.2a.

When the switch into attack-sensitive mode occurs at time step ts = 264, the monitoring

variable value is represented by a diamond marker in Fig. 4.2a. After the switch into

the attack-sensitive mode, the monitoring variable values are contained within the cor-

responding terminal set, as indicated by dot markers in Fig. 4.2a. The switch back to

nominal mode occurs at the time t∗s = 366, with a monitoring value represented by a

triangle marker in Fig. 4.2a. After the switch, the monitoring variable χ(t) is contained

within its corresponding terminal set, as indicated by the “plus” markers in Fig. 4.2a.

In the second scenario, the attack-free process with an active detection method, but with

a time-triggered switching strategy, is considered. The switch into attack-sensitive mode

occurs at the time ts = 250, and in the absence of an attack detection, a switch back

to the nominal mode occurs at the time t∗s = 350. In 1000 simulations of the process

under the time-triggered switching strategy, no false alarms are observed after the switch

from the nominal to the attack-sensitive mode. In 204 out of 1000 simulations, false

alarms are generated in the detection scheme in Eq. 4.15, after switch back to nominal

mode. The monitoring variable values over one simulation are illustrated in Fig 4.2b.

As indicated by the unfilled circular markers in Fig. 4.2b, the monitoring variable values

are contained within the terminal set under nominal controller-observer parameters until

the switch into attack-sensitive mode occurs at the time step ts = 264 (with monitoring

variable value represented by a diamond marker in Fig. 4.2b). After the control system

switches into attack-sensitive mode, the monitoring variable values are contained within

the corresponding terminal set, as indicated by dot markers in Fig. 4.2b. No alarms are

observed after switching into attack-sensitive mode at the time step ts = 250. The switch

back to the nominal mode occurs at the time t∗s = 366, with a monitoring value represented

by a triangle marker in Fig. 4.2b. After the switch, an attack detection (false alarm) is

reported by the detection scheme in Eq. 4.14 at the time step td = 351 (indicated by the
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filled star marker in Fig. 4.2b). False alarms are observed for up to 2 more time steps,

after which the monitoring variable χ(t) is contained within its corresponding terminal

set, as indicated by the “plus” markers in Fig. 4.2b. With the time-triggered switching

strategy, false alarms spanning 10 time steps or less are observed in 204 simulations of the

process. However, no false alarms are observed over all simulations of the process with

the proposed active detection method. Therefore, the proposed active detection method

minimizes false alarms from a switch.

A third scenario with the process under an attack of magnitude Λ = 1.3 with the pro-

posed active detection method is considered to demonstrate enhancement of detection

capabilities. The attack is potentially detectable under nominal controller-observer pa-

rameters and detectable under attack-sensitive controller-observer parameters. For a basis

of comparison, 1000 simulations of the attacked process operated exclusively under the

nominal mode are performed. Over 1000 simulations, the attack is not detected by the

detection scheme in Eq. 4.14. Next, 1000 simulations of the attacked scalar process with

the proposed active detection method are performed. Over 1000 simulations, the attack

is detected by the scheme in Eq. 4.15 within a maximum of 47-time steps from the switch

into attack-sensitive mode. Thus, the active detection method enhances the detection ca-

pabilities of the detection scheme in Eq. 4.14. Additionally, this case study highlights the

possible use of monitoring a process using the confidence region-based detection scheme in

Eq. 4.20 because the attack is detected by the confidence region-based detection scheme

in Eq. 4.20 in all simulations.

4.4.2 Application to a Chemical Process

A chemical process consisting of a well-mixed continuously stirred tank reactor (CSTR)

where a second-order, single-phase exothermic reaction of the form A → B occurs is

considered. The tank liquid may be heated or cooled. Applying standard modeling

assumptions, the dynamic process model is obtained from the mass and energy balances
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Model parameters for the CSTR

Density ρL = 1000 kgm−3

Heat capacity Cp = 0.231 kJ kg−1K−1

Flow rate F = 5.0m3 h−1

Reactor volume V = 1.0m3

Heat of reaction ∆H = −1.15× 104 kJ kmol−1

Activation energy E = 5.0× 104 kJ kmol−1

Feed temperature T0 = 300.0K

Pre-exponential factor k0 = 8.46× 106m3 kmol−1 h−1

Gas constant R = 8.314 kJ kmol−1K−1

Concentration of reactant A in the feed CA0 = 4.0 kmolm−3

around the CSTR liquid hold-up and is given by:

dCA
dt

=
F

V
(CA0 +∆CA0 − CA)− k0e

−E
RT C2

A

dT

dt
=
F

V
(T0 +∆T0 − T )−

∆Hk0
ρCp

e
−E
RT C2

A +
Q

ρCpV

(4.21)

where CA0 is the inlet concentration of the reactant, T0 is the inlet temperature, CA is the

concentration of the reactant in the reactor, T is the temperature of the reactor, and Q is

the heat supplied to/removed from the reactor. The definitions and values of the process

parameters in Eq. 4.21 are given in Table 2.1, and are reproduced in this chapter to make

it self-contained. The manipulated input is Q. The variables ∆CA0 and ∆T0 represent

deviations in the feed conditions from the nominal values, CA0 and T0, respectively, and are

considered to be bounded process disturbances. The measured variables are the reactant

concentration (CA) and temperature (T ), with additive bounded measurement noise. The

output matrix (C = I) is invertible.

The control objective of the CSTR process is to operate the process at the steady-state

corresponding to CAs = 1.22 kmolm−3, Ts = 438K, and Qs = 0kW. A state-space

model for the process is obtained using the deviation variables x1 = CA − CAs, x2 =

T − Ts, and u = Q − Qs, where x = [x1 x2]
T are deviation variables representing the
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process states, and u is the deviation variable representing the manipulated input. A

discrete-time linear model is needed to design the control system and analyze the attack

detectability properties. The nonlinear process model is linearized about the steady-state.

The resulting continuous-time linear model is discretized assuming zeroth-order hold of

the inputs with a sampling period of ∆t = 1 × 10−2 h. The discrete-time state-space

matrices are given by:

A =

 0.7364 −0.0041
10.6953 1.1560

 , B =

−9.0708× 10−8

4.6741× 10−5

 , G =

0.0433 −0.0001
0.2724 0.0540


For the attack detectability analysis, the algorithm presented in Ref. [79] is used to gen-

erate outer invariant approximations of the minimum invariant sets for the attack-free

closed-loop process. The maximum error of the outer approximations of the minimum

invariant sets is set to 5 × 10−5. Outer estimates of the terminal sets of the monitoring

variable for the attack-free closed-loop process are computed using the estimates of the

minimum invariant sets of the process.

The nominal controller-observer parameters (K∗, L∗) are selected to stabilize the closed-

loop process using pole placement by placing the poles at [0.2 − 0.1] to determine the

controller gain and placing the poles at [0.2 0.3] to determine the observer gain. The

attack-sensitive controller-observer parameters (KΛ, LΛ) are determined by placing the

poles at [−0.2 − 0.3] and [−0.2 − 0.3] to compute the controller and observer gains,

respectively. The control system with the attack-sensitive controller-observer parameters

is sensitive to attacks in the set: {Λ | diag(1, α) | α ∈ [0.6, 0.9]}. This range of attacks

is verified by checking the eigenvalues of the matrix Aξ(Λ, KΛ, LΛ) with Λ = diag(1, α)

and varying α starting from α = 0.6 and incrementing by 0.01 until a maximum value

of α = 0.9 is reached. Performing a similar analysis for the nominal controller-observer

parameters found that the nominal controller-observer parameters are not sensitive to any

attack over the range checked.

The theoretical analysis of this work considered linear systems of the form in Eq. 4.1. The

active detection method is applied to a nonlinear process to demonstrate its applicability

to a nonlinear process, extending beyond what is considered in the theoretical analysis.
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The discrete-time linear control system is applied to the nonlinear process in a sample-

and-hold fashion. To integrate the nonlinear ordinary differential equations in Eq. 4.21,

the explicit Euler method is used with an integration step size of 1× 10−4 h.

Two scenarios are considered. The first scenario considers the attack-free process with

the proposed active detection method that minimizes false alarms. The second scenario

considers the application of the proposed active detection method to the attacked pro-

cess to demonstrate the enhancement of detection capabilities of the detection scheme in

Eq. 4.15. Each scenario consists of 1000 simulations, where the bounded process distur-

bances in the feed concentration ∆CA0 and the measurement noise in the concentration

sensor are modeled as random numbers drawn from two different uniform distributions on

the interval [−0.01, 0.01] kmolm−3. Similarly, the bounded process disturbances in the

feed temperature ∆T0 and the measurement noise in the temperature sensor are mod-

eled as random numbers drawn from two different uniform distributions on the interval

[−0.2, 0.2] K. The same realization of the random variables is used in each scenario to

compare across simulations. The initial condition of all simulations is 0, which is con-

tained within the attack-free minimum invariant set under the nominal controller-observer

parameters. The total length of each simulation is 5 h.

In the first scenario, the proposed active detection method is applied to the attack-free

CSTR process to demonstrate false alarm minimization. A switch into the attack-sensitive

mode to probe for attacks is scheduled for [ti, tf ] = [50, 400] corresponding to a real-time

interval of [0.5, 4] h. The minimum and maximum dwell-time under the attack-sensitive

mode are selected to be Tminc = 100 (1 h in real-time) and Tmaxc = 110 (1.1 h in real-time).

The alarm suppression times are chosen to span 2 time steps from a switch, i.e., ∆1 = 2

and ∆2 = 2. This is because the augmented state converges to the minimum invariant

set under the new controller-observer parameters in 2-time steps or less after a switch

over numerous simulations of the attack-free process with a time-triggered control system

switch.

No alarms are raised by the detection scheme in Eq. 4.15 in any of the 1000 simulations

of the attack-free process with the proposed active detection method. The output and
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residual values of the attack-free process over one simulation are illustrated in Fig. 4.3.

The measured output values (Fig. 4.3a) and the residual values (Fig. 4.3b) of the pro-

cess under both controller-observer parameters are maintained within their corresponding

terminal set. Over the simulations, the switch into the attack-sensitive mode is imple-

mented at a time step in the interval [50, 56] ([0.5, 0.56] h). At the time instance when

the control system switches from the nominal mode to the attack-sensitive mode, the

condition in Eq. 4.18 is satisfied over all simulations. As a result, this switch does not

excite process dynamics. However, for the switch back to the nominal mode, the condition

in Eq. 4.19 is not satisfied over the switching interval for all 1000 simulations, and the

switch back to the nominal mode is forced at the end time ts + Tmaxc . Following this,

alarms are suppressed for 2-time steps from the switch. No false alarms are observed

because the augmented state converges to the attack-free minimum invariant set under

nominal controller-observer parameters within 2-time steps or less from the switch. The

results from one simulation are illustrated in Fig. 4.3. In this simulation, the monitoring

variable values are contained within the attack-free terminal set under the nominal mode

until the control system switches from the nominal mode to the attack-sensitive mode at

the time ts = 52 (0.52 h). After the switch, the monitoring variable values are within the

attack-free terminal sets under attack-sensitive controller-observer parameters (Fig. 4.3a

and Fig. 4.3b). As a result, no false alarms are observed. Control system switches back

to the nominal mode at the time t∗s = 162 (1.62 h). After the switch, the monitoring

variable values are within its attack-free terminal set under nominal controller-observer

parameters, and no alarms are observed.

The second scenario considers the attacked CSTR process with the active detection

method to demonstrate the attack detection capabilities. A multiplicative attack of

magnitude Λ = diag(1, 0.85) is considered. The attack is potentially detectable under

the nominal controller-observer parameters, and the attack is detectable under attack-

sensitive controller-observer parameters. Over all simulations of the attacked process

with the active detection method, the switch into attack sensitive mode is implemented

over the time interval [50, 74] ([0.5, 0.74] h in real-time). The attack is detected in every
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simulation within 24 time steps after the switch into attack-sensitive mode. The results

from one simulation are illustrated in Fig. 4.4. In this simulation, the attack is not de-

tected with χ(t) ∈ Dχ(I,K
∗, L∗) for t ∈ [0, ts] (Fig. 4.4a, Fig. 4.4b). After the switch, the

attack is detected at the time td = 57 (0.57 h) due to χ(td) ̸∈ Dχ(I,KΛ, LΛ) (Fig. 4.4a,

Fig. 4.4b). Immediately after attack detection, the control system switches back to the

nominal mode to stabilize the process. After the switch, the monitoring variable is con-

tained within its attack-free terminal set under nominal controller-observer parameters

and no further alarms are observed.

(a) (b)

Fig. 4.3: (a) The output values over a simulation of the attack-free closed-loop process
with the proposed active detection method. (b) The residual values over a simulation of
the attack-free closed-loop process with the proposed active detection method.

For a basis of comparison, the closed-loop process is also simulated with the process

operating exclusively under the nominal mode and monitored by the detection scheme

in Eq. 4.14. In this case, the attack is detected in 20 out of 1000 simulations. The

attack detection times over these simulations of the attacked process under nominal mode

are compared with the attack detection times for the corresponding simulations of the

attacked process with the active detection method. In 4 of the 20 simulations, the attack is

detected before ti. Over the corresponding 4 simulations with the active detection method,

the attack is detected at the same time as the simulations of the process exclusively under

the nominal mode. Over the remaining 16 of the 20 simulations of the process under the
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nominal mode, the attack is detected at a time in the interval [80, 491] ([0.8, 4.91] h). Over

corresponding simulations of the process with the active detection method, the attack is

detected at a time in the interval [52, 64] ([0.52, 0.64] h). Therefore, the active detection

method enhances the detection capabilities of the detection scheme in Eq. 4.14.

(a) (b)

Fig. 4.4: (a) The output values over a simulation of the attacked closed-loop process with
the proposed active detection method. (b) The residual values over a simulation of the
attacked closed-loop process with the proposed active detection method.

4.4.2.1 Selection of a Minimum Dwell-Time for the CSTR Process

Using several simulations of the CSTR process under an attack, the choice of the min-

imum dwell-time of Tminc = 1h is analyzed. Several scenarios are considered. Each

scenario consists of 1000 simulations of the CSTR process, similar to the scenarios in

the prior section. To simulate the process in the attack-sensitive mode, the simulations

are initialized with the attack-sensitive controller-observer parameters, i.e., for all sce-

narios considered, the switching time from the nominal to the attack-sensitive modes is

ts = 0h. A time-triggered switching strategy with a dwell-time of Tc = 100 under the

attack-sensitive mode is used. Process states at each simulation are initialized at 0.

First, 7 different scenarios are considered to analyze if a minimum dwell-time of Tminc =

1h is sufficient to allow for the detection of attacks with magnitude in the range {Λ |
diag(1, α) | α ∈ [0.6, 0.9]}. Across scenarios, the magnitude of attack targeting the

temperature sensor-controller link is varied. The first scenario considers an attack of
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magnitude Λ = diag(1, α), with α = 0.6. For each of the subsequent scenarios, α is

incremented by 0.05 over the range until a value of α = 0.9 is reached for the seventh

scenario. The minimum, maximum and average time for detection of the attack are

computed over each scenario, as illustrated in Fig. 4.5a. The average time for attack

detection increases with the value of α. The minimum detection time of all attacks is

0.03 h. The attack with α = 0.9 has the maximum time for detection of td = 0.23 h.

Based on this result, a dwell-time of Tminc = 1h is sufficient to ensure the detection of

attacks in the range {Λ | diag(1, α) | α ∈ [0.6, 0.9]}.
A second simulation study is conducted to analyze the impact of various dwell-times on

attack detection. Several scenarios are considered for the process under an attack of

magnitude with α = 0.9. An attack with α = 0.9 is chosen because it has the maximum

detection time in the first simulation study. In total, 30 scenarios are considered. In

the first scenario, a dwell-time of Tc = 0.01 h is chosen. Thereafter, for each scenario,

the dwell-time is incremented by 0.01 h, with the last scenario considering a dwell-time of

0.3 h. Over each scenario, the total number of simulations out of 1000 simulations with an

attack detection is computed (Fig. 4.5b). It is observed that as the dwell-time increases,

the total attack detections also increase. Furthermore, a dwell-time of Tc = 0.15 h under

the attack-sensitive controller-observer parameters may be sufficient to detect an attack in

97.6% of the simulations. Similarly, a dwell-time of Tc = 0.23 h in 100% of the simulations

considered. Thereafter, a further increase in the dwell-time has no impact on the total

attack detections. The results indicate that to limit the performance degradation in the

process, a smaller dwell-time than Tminc = 1h may be considered.

Remark 4.4.1. In this section, the proposed active detection method is applied to a

nonlinear chemical process, extending beyond what is considered in the theoretical analysis

presented in this work. From the closed-loop simulation results, the detection scheme

detected the multiplicative attack, and did not raise any false alarms. Also, the augmented

state is maintained within the minimum invariant set computed from the linearized process

model in all cases. These results demonstrate the proposed active detection method’s

applicability to the nonlinear CSTR process. In general, it may be expected that the method
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will provide minimal false alarms while enhancing the detection capabilities for nonlinear

processes when the augmented state is maintained in a small neighborhood of the origin

such that the effect of the nonlinearities is small, i.e., when the process disturbances and

measurement noise are small. However, extensions of the active detection method to

nonlinear processes remain an open area and are subject to future work.

(a) (b)

Fig. 4.5: (a) The attack detection times for different attack magnitudes and a dwell-time
of Tc = 1h. (b) The number of attacks detected under the attack-sensitive mode for an
attack of magnitude of Λ = diag(1, 0.9) with different dwell-times.

4.5 Conclusions

In this chapter, a detectability-based classification of multiplicative sensor-controller link

false-data injection attacks with respect to a general class of detection schemes monitoring

the process was presented. A control switching-based approach for enhancing attack

detectability with respect to an output and residual-based detection scheme was proposed.

To guarantee zero false alarms from switching, a confidence region for the attack-free

augmented states was constructed, and a confidence region-based switching condition was

developed. The switching condition was incorporated into the proposed active detection

method to minimize false alarms. The application of the proposed active detection method

for attack detectability enhancement and false alarm minimization was demonstrated
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using two illustrative processes.
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Chapter 5

A Reachable Set-Based Scheme for

the Detection of False Data Injection

Cyberattacks on Dynamic Processes

In this section, a reachable set-based detection scheme is proposed to monitor transient

process operations for false data injection attacks (FDIAs) that alter the variable value

communicated over the PCS communication links. Both sensor-controller and controller-

actuator link FDIAs are considered. The proposed detection scheme verifies whether

the value of a generalized monitoring variable at a given time step is contained within

its reachable set for the attack-free process. The proposed detection scheme monitors

the process without requiring extensive closed-loop data. It also does not raise false

alarms during transient operation. Conditions that lead to an attack being detectable

or undetectable with respect to the proposed detection scheme are characterized. The

proposed detection scheme and the classification approach are applied to two illustrative

process examples. The detectability of different FDIAs is analyzed, and the applicability of

the reachable set-based detection scheme and attack classification to a nonlinear chemical

process is demonstrated.
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5.1 Preliminaries

5.1.1 Notation and Definitions

The set of non-negative integers is denoted by Z+. Given W ⊆ Rn and V ⊆ Rn, the

Minkowski sum of W and V is given by W ⊕ V := {w + v | w ∈ W , v ∈ V}. For the set

D ⊆ Rn and matrix Rm×n, AD := {Ad | d ∈ D}. For a square matrix A, λi(A) represents

the ith eigenvalue of A. The identity matrix is denoted by I.

5.1.2 Class of Attack-Free Processes

Discrete-time linear processes with the following state-space dynamics are considered:

xk+1 = Axk +Buuk +Bwwk (5.1)

where A ∈ Rnx×nx , Bu ∈ Rnx×nu , Bw ∈ Rnx×nw , k ∈ Z+ is the time step, xk ∈ Rnx is

the state vector, uk ∈ Rnu is the manipulated input vector, and wk ∈ W ⊂ Rnw is the

process disturbance vector. Without loss of generality, the initial time step is assumed to

be k = 0. Measurements from the process are available and are given by:

yk = Cxk + vk (5.2)

where yk ∈ Rny is the measured output vector and vk ∈ V ⊂ Rny is the measurement

noise vector. The sets W and V are the sets of admissible process disturbances and

measurement noise, respectively, and are assumed to be convex polytopes. A Luenberger

observer is synthesized to compute state estimates as follows:

x̂k+1 = Ax̂k +Buuk + L(yk − ŷk)

ŷk = Cx̂k

(5.3)

where L ∈ Rnx×ny is the observer gain, x̂k ∈ Rnx is the estimated state, and ŷk ∈ Rny is

the estimated output. The estimation error, defined as the difference between the process

state and the estimate (ek := xk − x̂k), has the following dynamics:

ek+1 = (A− LC)ek +Bwwk − Lvk (5.4)

The observer gain L is selected such that all eigenvalues of the matrix A− LC lie within

the unit circle. The control objective is to stabilize the closed-loop process around its
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steady-state, assumed to be the origin of the unperturbed system. To achieve the control

objective, a linear control law of the following form is synthesized:

uk = −Kx̂k (5.5)

where K ∈ Rnu×nx is the controller gain. The controller gain K is selected to ensure that

all eigenvalues of the matrix A−BK lie within the unit circle.

The dynamics of the process state and the estimation error collectively capture the attack-

free closed-loop process dynamics. An augmented state vector is defined and denoted by

ξk := [xTk e
T
k ]
T , with dynamics:

ξk+1 =

A−BuK BuK

0 A− LC


︸ ︷︷ ︸

=:Aξ

ξk +

Bw 0

Bw −L


︸ ︷︷ ︸

=:Bd

dk (5.6)

where dk ∈ D :=W×V is a concatenated vector that includes the process disturbance and

measurement noise vectors, i.e., dk := [wTk vTk ]
T . The input dk is called the disturbance

for simplicity. The augmented system described in Eq. 5.6 is referred to as the attack-free

closed-loop process. For the closed-loop process, its initial set Rξ
0 ⊂ R2nx is defined as the

region in state space that contains the value of the augmented state at time step k = 0,

i.e., ξ0 ∈ Rξ
0 ⊂ R2nx . The initial set is assumed to be a polytope. Provided a set of

initial states Rξ
0 ⊂ R2nx , the k-step forward reachable set, denoted by Rξ

k(Rξ
0), for the

closed-loop process is the set consisting of all states that can be reached in k time steps

under any admissible disturbance, and is given by (e.g., the unlabeled equation preceding

Eq. 2 in [90]):

Rξ
k(Rξ

0) = Aξ
kRξ

0

k−1⊕
i=0

Aξ
i
BdD (5.7)

The k-step reachable set for the attack-free closed-loop process depends on the controller-

observer gains (K,L), the disturbance set D, and the initial set Rξ
0. As k →∞, the k-step

forward reachable sets converge to the minimum invariant set (Rξ
∞ :=

⊕∞
i=0A

ξiBdD),
which is the limit set for all trajectories of the process ([79]).
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Controller

Process Actuator(s)Sensor(s)

uak = Λuuk+δuk

uk
yak = Λyyk + δ

y
k

yk

Fig. 5.1: A block diagram illustrating a process control system under a false data injection
attack that simultaneously alters the data over sensor-controller and controller-actuator
communication links.

Remark 5.1.1. The initial set Rξ
0 and the disturbance set D are assumed to be polytopes.

With these assumptions, Eq. 7 can be computed by recursively applying the following two

properties: (1) for two polytopes D1 and D2, D1⊕D2 can be computed by adding the vertices

of D1 to the vertices of D2 where the resulting vectors form the vertices of D1⊕D2, and (2)

for a polytope D, AξiBdD is a polytope that can be computed by pre-multiplying all vertices

of D by Aξ
i
Bd and taking the convex hull of the resultant vectors. The assumption that Rξ

0

and D are polytopes enables the calculation of Eq. 7 with a finite number of computations.

5.1.3 False Data Injection Attacks

False data injection attacks (FDIAs) refer to cyberattacks that alter the state or input val-

ues communicated over a communication link so that the receiver, i.e., the controller or the

actuators, receives the altered value. In the present work, both additive and multiplicative

FDIAs that alter data communicated over the sensor-controller and controller-actuator

communication links are considered. In the presence of an attack, the value of the variable

altered by the attack is given by:

ϕak = Λϕϕk + δϕk (5.8)

where ϕk ∈ Rnϕ is the unaltered value of the variable, ϕak is the altered value of the

variable ϕk, Λ
ϕ ∈ Rnϕ×nϕ is a multiplicative factor to represent multiplicative FDIAs,

and δϕk ∈ Rnϕ
k is the additive bias to represent additive FDIAs. For sensor-controller link

FDIAs, ϕk represents the sensor measurements (yk); for controller-actuator link FDIAs,

ϕk represents the controller output (uk). Figure 5.1 illustrates the block diagram of a

process control system under a false data injection attack that simultaneously alters the
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data over the sensor-controller and controller-actuator links. In the presence of an attack,

the values of the measured output and the control input (yk and uk shown in blue text)

are altered by the attacker and reported over the compromised communication links as

yak = Λyyk + δyk and uak = Λuuk + δuk , respectively (shown in red text).

FDIAs alter the closed-loop behavior of the process. The augmented state dynamics of

the closed-loop process subject to an additive and multiplicative FDIA are given by:

ξk+1 =

A−BuΛuK BuΛuK

L(I − Λy)C A− LC


︸ ︷︷ ︸

=:Aξa

ξk +

Bw 0

Bw −LΛy


︸ ︷︷ ︸

=:Bda

dk +

 0 Bu

−L 0


︸ ︷︷ ︸

=:Bδa

δk (5.9)

where δk =
[
(δyk)

T (δuk )
T

]T
. The closed-loop process described by Eq. 5.9 is referred to as

the attacked closed-loop process. Similar to the attack-free process, the k-step reachable

set under an FDIA is given by:

Rξa
k (Rξ

0) = Aξa
kRξ

0

k−1⊕
i=0

Aξa
iDak (5.10)

where Dak = BdaD ⊕ Bδa{δk}. The attack is generally unknown, so the k-step reachable

sets of the attacked process may not be computable for purposes of online attack detec-

tion. However, the k-step reachable sets of the attacked process can be used for (offline)

classification of specific attacks as detectable or not (this point is discussed further in

Section 5.2.2).

5.2 Attack Detection for Processes During Transient

Operation

In this section, a class of reachable set-based attack detection schemes utilizing a general-

ized monitoring variable are presented to monitor the closed-loop process during transient

operation. A method for classifying attacks as detectable, potentially detectable, or un-

detectable under the proposed detection scheme is also presented.

5.2.1 Reachable Set-Based Detection Scheme

Cyberattack detection schemes often use the measured output, estimated output, or the

residual vector (rk := yk − ŷk) as the monitoring variable(s) to detect an attack (e.g., [23,
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50, 53, 91, 92]). Some attacks may evade detection by a scheme that uses only one

of the three variables, but may be detected using a detection scheme based on another

variable ([48]). In this work, a generalized monitoring variable that may be expressed as

a linear combination of the measured output and its estimate generated by the observer

is considered:

ηk := Hyyk +H ŷŷk (5.11)

where ηk ∈ Rnη is the generalized monitoring variable, and the matrices Hy and H ŷ are

design parameters of the detection scheme. WhenHy andH ŷ are chosen such thatHy = I

and H ŷ = −I, the monitoring variable becomes the residual vector (ηk = rk). A choice

of Hy = I and H ŷ = 0, on the other hand, results in the monitoring variable being the

measured output. Expressing the monitoring variable in terms of the augmented state

and the disturbance vector gives:

ηk =
[
(Hy −H ŷ)C H ŷC

]
︸ ︷︷ ︸

=:Cξ

ξk +
[
0 Hy

]
︸ ︷︷ ︸

=:Dd

dk (5.12)

To address the problem of attack detection during transient operation, the reachable sets

of the monitoring variable for the attack-free closed-loop process are considered. For the

attack-free closed-loop process and initial set Rξ
0, the augmented state is contained within

the k-step reachable set for all k ∈ Z+. From Eqs. 5.7 and 5.12, the generalized monitoring

variable of the attack-free process is contained in the set:

Rη
k(Rξ

k) := CξRξ
k(Rξ

0)⊕DdD (5.13)

The containment of the monitoring variable within the k-step reachable sets of the attack-

free process may be verified to monitor the process for attacks as follows:

h(ηk,Rξ
k) =

1, ηk ̸∈ Rη
k(Rξ

k)

0, ηk ∈ Rη
k(Rξ

k)

(5.14)

where the mapping h returns the output of the detection scheme. An output of 1 indicates

that an attack is detected, and the detection scheme is said to raise an alarm. An output

of 0 indicates that no attack is detected. To implement the reachable set-based detection
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scheme, knowledge of the initial set is required. For a process transitioning from one

steady-state to another, the minimum invariant set of the process at the initial steady-

state may be used as the initial set. The initial set for process start-up may also be

known.

The reachable set-based detection scheme in Eq. 5.14 is designed to detect an attack

if there is a discrepancy between the observed value of the monitoring variable and its

expected attack-free value, i.e., the reachable sets are computed for the attack-free process.

In the absence of an attack, the values of the generalized monitoring variable are contained

within k-step reachable sets for the attack-free process, and the detection scheme generates

an output of 0 for all k ∈ Z+. Therefore, a necessary condition for attack-free operation is

that the monitoring variable must be contained within its k-step reachable set, implying

that no attacks are detected. This is formalized in the following proposition.

Proposition 8. Consider the closed-loop process in Eq. 5.9 monitored by the reachable

set-based detection scheme in Eq. 5.14, with an initial set Rξ
0. The closed-loop process is

attack-free only if the output of the detection scheme in Eq. 5.14 is h(ηk,Rξ
k) = 0 for all

k ∈ Z+.

A direct implication of Proposition 8 is that the detection scheme does not raise false

alarms during transient operation. While the reachable set-based detection scheme is

designed on the basis of attack-free process behavior, an attack may be detected if the

detection scheme returns a value of 1 at some k ∈ Z+.

Corollary 2. Consider the closed-loop process in Eq. 5.9 monitored by the reachable set-

based detection scheme in Eq. 5.14, with an initial set Rξ
0. If the output of the detection

scheme is h(ηkd ,Rξ
kd
) = 1 for some kd ∈ Z+, then the process cannot be attack-free.

Remark 5.2.1. With respect to the reachable set-based detection scheme, the detectability

of an attack depends on how the reachable sets of the monitoring variable for the attacked

process evolve with respect to the evolution of the reachable sets of the monitoring variable

for the attack-free process. The detectability-based classification of an attack may vary with

the monitoring variable (i.e., the choice of Hy and H ŷ). From Eq. 5.14, the parameters Hy
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and H ŷ influence the reachable sets of the monitoring variable for the attack-free process.

For the attacked process evolving from an initial set Rξ
0 ⊂ R2nx, the reachable sets of the

monitoring variable are also influenced by the parameters Hy and H ŷ:

Rηa
k (Rξa

k ) = CξaRξ
k ⊕Dηa (5.15)

where Cξa =
[
(HyΛy +H ŷ)C −H ŷC

]
, Dηa =

[
0 HyΛy

]
dk ⊕

[
Hy 0

]
{δk}. Based on

Eq. 5.14 and Eq. 5.15, the parameters Hy and H ŷ influence the evolution of the reachable

sets of the monitoring variable for the attacked and the attack-free process. Therefore, Hy

and H ŷ influence attack detectability.

5.2.2 Classification of Attack Detectability

Attacks can be classified based on the ability or inability of the reachable set-based de-

tection scheme to detect an attack. Defining attack detectability requires certain con-

siderations, including the dependence of reachable sets on the initial set Rξ
0. An attack

is detected at time kd if h(ηkd ,Rξ
kd
) = 1. An attack is detectable with respect to the

reachable set-based detection scheme and the initial set Rξ
0 if the attack is detected in

finite time for all ξ0 ∈ Rξ
0 (and dk ∈ D). An attack is undetectable with respect to the

reachable set-based detection scheme and the initial set Rξ
0 if the attack is not detected

in finite time for all ξ0 ∈ Rξ
0 (and dk ∈ D). For simplicity of presentation, detectable and

undetectable attacks with respect to the detection scheme and initial set Rξ
0 are called

detectable and undetectable attacks, respectively. An attack is potentially detectable if

it is neither detectable nor undetectable.

With the definitions above, conditions based on the relationship between the reachable

sets of the attacked and the attack-free process can be established and used for classi-

fying attacks. In the propositions below, an FDIA that begins at k = 0 is considered.

The results may be extended to an attack occurring at any time. The first proposition

establishes that if all possible values of the monitoring variable of the attacked process

are contained within the reachable sets for the attack-free process, then the attack is

undetectable.
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Proposition 9. Consider the closed-loop process in Eq. 5.9, with an initial set Rξ
0, under

an FDIA beginning at k = 0. The attack is undetectable with respect to the detection

scheme in Eq. 5.14 and the initial set Rξ
0 if and only if the reachable sets of the monitoring

variable for the attacked and the attack-free process satisfy Rηa
k (Rξa

k ) ⊆ Rη
k(Rξ

k) for all

k ∈ Z+.

Rη
k+1(R

ξ
k+1)

Rηa
k+1(R

ξa
k+1)

Rηa
k (Rξa

k )

Rη
k(R

ξ
k)

Fig. 5.2: Illustrative example showing the reachable sets of the monitoring variable for
the attack-free (blue sets) and the attacked (red sets) process in the presence of an unde-
tectable attack, with two example trajectories (green lines) for the attacked process.

The condition presented in Proposition 9 is a necessary and sufficient condition for an

undetectable attack. Figure 5.2 provides a pictorial interpretation of the result of Propo-

sition 9. It illustrates the reachable sets of the attacked process (sets in red) and the

attack-free process (sets in blue) over two time steps for a process under an undetectable

attack. The figure also illustrates two example trajectories of the monitoring variable for

the attacked process (green lines). As illustrated, the values of the monitoring variable

at the time steps k and k + 1 (shown by the green circle markers) are contained within

the intersection of the reachable sets for the attack-free and attacked process, leading to

an output of 0 from the detection scheme. Therefore, the attack is not detected by the

detection scheme. While only two time steps are illustrated in Fig. 5.2, the reachable

sets of the process under an undetectable attack must be contained within the attack-free
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reachable sets for all time steps k ∈ Z+.

If the reachable set of the monitoring variable for the attacked process does not intersect

the reachable set of the attack-free process at some time k ∈ Z+, the attack will be

detected at time k, and is detectable. This is formally stated in the following proposition.

Rη
k+1(R

ξ
k+1)

Rηa
k+1(R

ξa
k+1)

Rηa
k (Rξa

k )

Rη
k(R

ξ
k)

Fig. 5.3: Illustrative example showing the reachable sets of the monitoring variable for the
attack-free (blue sets) and the attacked (red sets) process in the presence of a detectable
attack, with two example trajectories for the attacked process.

Proposition 10. Consider the closed-loop process in Eq. 5.9, with an initial set Rξ
0,

under an FDIA beginning at k = 0. The attack is detectable if the reachable sets of

the monitoring variable for the attacked and the attack-free process satisfy Rηa
k (Rξa

k ) ∩
Rη
k(Rξ

k) = ∅ for some k ∈ Z+.

Fig. 5.3 provides an illustration of the idea behind Proposition 10. The figure shows the

reachable sets of the monitoring variable for the attack-free process (blue sets) and those

of the process under a detectable attack (red sets) over two time steps. At time step k,

the reachable set for the attacked process is contained entirely within the reachable set

for the attack-free process. At time step k + 1, the reachable set of the attacked process

does not intersect the reachable set of the attack-free process. For all initial values, no

value of the monitoring variable of the attacked process is contained in the reachable set

of the attack-free process (illustrated by the black circle markers in Fig. 5.3). As a result,
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the attack is detected at time step k+ 1 with the detection scheme generating an output

of 1, i.e., h(ηk+1,Rξ
k+1) = 1 for all ξ0 ∈ Rξ

0.

Attacks that do not satisfy the conditions in Proposition 9 or Proposition 10 are also

possible. For such an attack, the reachable sets of the attacked process intersect with

the reachable sets of the attack-free process for all time steps, and the reachable sets of

the attacked process are not contained in the corresponding reachable sets of the attack-

free process for at least one time step, i.e., Rη
k(Rξ

k) ∩ Rηa
k (Rξa

k ) ̸= ∅ for all k ∈ Z+ and

Rηa
k (Rξa

k ) ̸⊆ Rη
k(Rξ

k) for some k ∈ Z+. While the attack cannot be undetectable by Propo-

sition 9, the attack may be detectable or potentially detectable. For example, consider an

attack on the process such that the monitoring variable of all possible trajectories leaves

its attack-free reachable set. In this case, the attack is detectable. This is illustrated by

the following example:

xk+1 = 0.9xk + δuk

yk = xk

(5.16)

where xk ∈ R is the state, yk ∈ R is the measurement, and δuk ∈ R is an additive controller-

actuator link FDIA. Consider the initial set of {0} and let the measured output be the

monitoring variable, i.e., ηk = yk. For the attack-free process, the monitoring variable

takes a value of 0 for all k, and the reachable sets of the monitoring variable are {0} for
all k ∈ Z+. Let the attack δuk be a bounded random variable such that |δuk | ≤ δ̄ for all

k ∈ Z+, where δ̄ > 0. Moreover, let δuk take a non-zero value for at least one time step.

The reachable sets of the attacked process contain the origin, so they intersect with the

attack-free reachable sets for all k ∈ Z+. When δuk takes a non-zero value, the state and

monitoring variable will move away from 0, so the attack will be detected. Thus, the

attack is detectable.

An attack that does not satisfy the conditions in Proposition 9 or Proposition 10 may

be potentially detectable if there are some trajectories where the attack is detected and

others where the attack is not detected. For example, consider the following process:

xk+1 = 0.9xk + dk

yk = Λyxk

(5.17)
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where dk is the process disturbance taking values in the set [−1, 1], and Λy = 1.1 is a

multiplicative FDIA altering the data over the sensor-controller link. For the attack-

free process with Aξ = 0.9, Bd = 1, and disturbances bounded as D = [−1, 1], the

minimum invariant set (computed based on the method presented in [79]) is [−10, 10],
meaning that for any dk ∈ D, xk+1 ∈ [−10, 10] if xk ∈ [−10, 10]. Let the initial set be

equal to the minimum invariant set of the attack-free process, i.e., [−10, 10], and let the

monitoring variable be the measured output. For a process evolving from an initial set

Rξ
0 ∈ [−10, 10], the k-step forward reachable set of the process is the minimum invariant

set itself. Therefore, the reachable sets of the monitoring variable are [−10, 10] for all

k ∈ Z+. If the initial state of the attacked process is x0 = 0 and the disturbance takes

a value of zero for all time, i.e., dk = 0 for all k ∈ Z+, the monitoring variable of the

attacked process takes a value of 0 for all time, and the attack will not be detected. For

some other initial states and disturbances, the attack will be detected. If x0 = 10 and

d0 = 1, for example, the value of the monitoring variable is not contained within the

reachable set at k = 1, since η1 = 11 ̸∈ [−10, 10]. In this case, the attack is detected. The

attack is potentially detectable because there are some trajectories for which the attack

will be detected and other trajectories for which the attack is not detected.

Remark 5.2.2. From Eq. 5.10, the reachable sets of the attacked process depend on

the initial state and the matrices Aξa, Bda, and Bδa, which depend on the controller-

observer gains (from Eq. 5.10). Therefore, the detectability of an attack is influenced by

the controller-observer gains and the initial set. The dependence of attack detectability on

the controller-observer gains and the initial set may be exploited to design methods that

help attack detection.

Remark 5.2.3. An additional factor that may influence attack detectability is the closed-

loop stability of the attacked process. Specifically, when the magnitudes of the multiplicative

components of an attack (Λy and Λu) are such that maxi|λi(Aξa)| ≥ 1, the attack destabi-

lizes the process and may cause an unbounded growth in the norm of the augmented state.

If an additional observability condition is satisfied ([50]), the attack may be detected be-

cause the generalized monitoring variable may not be contained within its k-step reachable
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set for the attack-free process at some time step k ∈ Z+.

Remark 5.2.4. For the attacked closed-loop process, the computation of the k-step reach-

able sets requires knowledge of the attack, which is unknown in general. Therefore, the

detectability-based classification of attacks may be performed (offline) for various attacks.

5.3 Numerical Results: Scalar Process Example

In this section, the proposed reachable set-based detection scheme, and the detectability-

based classification of attacks, are applied to a scalar process during transient operation.

All polytope computations are performed using the MPT 3.0 toolbox ([82]). A scalar

process with the following process dynamics, measurement output, and control action is

considered:

xk+1 = xk + uk + wk

uk = −ΛuKx̂k + δuk

yk = Λy(xk + vk) + δyk

where xk ∈ R is the state, uk ∈ R is the control action received by the actuator, wk ∈
W := {w′ | |w′| ≤ 1} is the process disturbance, yk ∈ R is the measurement output

received by the controller, and vk ∈ V := {v′ | |v′| ≤ 1} is the measurement noise. The

process disturbance and measurement noise are modeled as random variables following a

uniform distribution bounded between −1 and 1. The process may be subject to an FDIA

that simultaneously alters the data communicated over the controller-actuator and the

sensor-controller links. To monitor the process for attacks, a monitoring variable that is a

concatenation of the measured output and the residual vector is chosen, i.e., ηk = [yk rk]
T .

The monitoring variable fits the model for the generalized monitoring variable in Eq. 5.11

with Hy = [1 1]T and H ŷ = [0 − 1]T .

The process evolving from an initial set to the minimum invariant set is considered. A

detection scheme tuned for steady-state operation (e.g., the detection scheme presented

in [50]) is not applicable to monitor the process because it may raise alarms as the process

evolves from its initial condition to the minimum invariant set during attack-free opera-

tion. Instead, the reachable set-based detection scheme in Eq. 5.14 is utilized. Three case
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studies are presented in this section. Each case study considers the process under a dif-

ferent attack. In the first case study, the application of the reachable set-based detection

scheme is demonstrated. Additionally, the detectability-based classification of a simulta-

neous additive and multiplicative FDIA, which alters the data over the sensor-controller

and controller-actuator links, is presented. In the second and third case studies, an addi-

tive FDIA and a multiplicative FDIA are considered, respectively. In all cases below, the

polytope representing the initial set considered is the the attack-free minimum invariant

set by shifted a vector (i.e., Rξ
0 = Rξ

∞ ⊕ {ξ′} where ξ′ is the shifting vector).

(a) (b)

Fig. 5.4: (a) The state and estimation error values, (b) the monitoring variable values,
used in the reachable set-based scheme, and (a)-(b) their corresponding reachable sets for
the attack-free process over five time steps.

5.3.1 Application of the Reachable Set-Based Detection Scheme

and Detectability-Based Classification of Attacks

The process evolving from an initial set that is the attack-free minimum invariant set

shifted by ξ′ = [100 − 50]T (Rξ
0 in Fig. 5.4a) is considered. The attack-free process (first

simulation set) and attacked process (second simulation set) are considered to demonstrate

the reachable set-based detection scheme. Each simulation set consists of 1000 simulations

of the process evolving from ξ0 = [103−48]T ∈ Rξ
0 to the minimum invariant set. The total

length of each simulation is 5000 time steps. For the attacked process, the cyberattack
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begins at k = 0, and is an FDIA with multiplicative factors Λy = 0.9 and Λu = 1.05 and

additive biases, which are random variables drawn from a uniform distribution, where

δyk ∈ [−0.1, 0.1] and δuk ∈ [−0.1, 0.1] for all k ∈ Z+. For demonstration purposes, the

controller-observer gains are chosen as K = 0.5 and L = 1.5 because the attack on the

process operated with K = 0.5 and L = 1.5 is found to be detectable, as described below.

(a) (b)

Fig. 5.5: (a) The reachable sets of the monitoring variable for the attack-free and the
attacked process over a few time steps. At k = 0 and k = 1, Rη

k ∩ Rηa
k = ∅, indicating

the attack is detectable. The localized zoom in the figure illustrates that the reachable
sets at k = 0 do not intersect. (b) The values of the monitoring variable of the attacked
process and the reachable sets used in the detection scheme over a few time steps.

In the first simulation set, the attack-free process is considered. In every simulation, the

values of the state and the estimation error are contained within the reachable sets of the

attack-free process. Similarly, the values of the monitoring variable are always contained

within their reachable sets. Therefore, the output of the reachable set-based detection

scheme is equal to 0 in all simulations, indicating a lack of attack detection. Figure 5.4a

illustrates the values of the state and estimation error over one simulation of the attack-

free process, and Fig. 5.4b illustrates the values of the output and estimation error over

the same simulation. The values of all variables are contained within their corresponding

reachable sets over the simulation, and no alarms are raised. The result demonstrates

that the reachable set-based detection scheme does not raise false alarms during dynamic

119



operation.

The second simulation set considers the attacked process. The attack is classified based

on its detectability. Applying Proposition 10, the attack is detectable because Rηa
k (Rξa

k )

andRη
k(Rξ

k) do not intersect at k = 0 and k = 1, as depicted in Fig. 5.5a (the sets at k = 0

do not intersect, even though they appear to intersect at their boundary). Several closed-

loop simulations are performed to verify that the attack is detected in all simulations.

The detection scheme raises an alarm in all simulations at k = 0 and k = 1. For some

simulations, an alarm is raised over subsequent time steps, but the attack is no longer

detected over time once the augmented state converges to the minimum invariant set,

i.e., the alarm goes away over time. This behavior occurs because Rη
∞ ⊂ Rηa

∞ (albeit this

is difficult to see from Fig. 5.5a), but the non-intersecting area between the two sets is

small. Figure 5.5b illustrates the values of the monitoring variable over one simulation of

the attacked process. Over this simulation, the attack is detected at all k ∈ [0, 4]. For

k ∈ [5, 5000], the monitoring variable evolves within the reachable sets of the attack-free

process, and no alarms are raised.

5.3.2 Factors that Influence the Detectability of a Multiplicative

False Data Injection Attack

In this case study, a multiplicative attack that alters the data communicated over the

sensor-controller and controller-actuator links with pre-multiplication factors Λy = 1.1,

Λu = 0.9, and biases δyk = δuk = 0 for all k ∈ Z+ is considered. The impact of the

initial set and controller-observer gains on the detectability of this attack is explored.

The process evolving from two different initial sets is considered to explore the impact

of the initial set on the attack detectability. The first initial set is the set that is the

attack-free minimum invariant set shifted by ξ′ = [10 − 5]T , and the second is the set

that is the the attack-free minimum invariant set by ξ′ = [50 − 20]T . The process is

operated with controller-observer gains of K = 1 and L = 0.9. Figure 5.6a and Fig. 5.6b

illustrate the reachable sets of the monitoring variable for the attack-free and the attacked

processes for a few time steps starting from the first and second initial set, respectively.

For the given controller-observer gains, the attack is potentially detectable or detectable
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with respect to the first initial set because the two sets intersect for all time, and the

attacked reachable set is not a subset of the attack-free reachable set (Fig. 5.6a). The

attack, however, is detectable with respect to the second initial set because the reachable

sets do not intersect at k = 1 and k = 2 (Fig. 5.6b).

(a) (b)

Fig. 5.6: The reachable sets over a few time steps of the attack-free process and process
under a multiplicative FDIA. Two initial sets are considered: (a) an initial set that is the
attack-free minimum invariant set shifted by ξ′ = [10 − 5]T and (b) an initial set that is
the attack-free minimum invariant set shifted by ξ′ = [50 − 20]T .

To further confirm these findings, two sets of simulations of the attacked process are

performed. In the first simulation set, the process evolving from the initial condition

ξ0 = [10 − 5]T , contained in the first initial set, is considered. In the second simulation

set, the process evolving from the initial condition ξ0 = [50 − 20]T , contained in the

second initial set, is considered. Each simulation set consists of 1000 simulations of the

attacked process. In the first simulation set, the attack is detected over 474 of the 1000

simulations. For the simulations where the attack is detected, the first detection time

ranged from k = 1 to k = 4970, indicating a range of detection times. The monitoring

variable values and reachable sets used in the detection scheme are shown in Fig. 5.7a

for one simulation. Over this simulation, the monitoring variable values over the time

steps shown are contained within the reachable sets used in the detection scheme, and

the attack is not detected. In the second simulation set, the attack is detected in all
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simulations at k = 1 and k = 2. The monitoring variable values and reachable sets used

in the detection scheme over a few time steps are shown in Fig. 5.7b for one simulation

where the attack is detected at k = 0, k = 1, and k = 2. These results demonstrate the

dependence of the attack detectability on the initial set.

(a) (b)

Fig. 5.7: The monitoring variable values and reachable sets used in the detection scheme
over a few time steps for the process under a multiplicative FDIA. Two initial sets are
considered: (a) an initial set that is the attack-free minimum invariant set by ξ′ = [10 −5]T
and (b) an initial set that is the attack-free minimum invariant set shifted by ξ′ = [50 −
20]T .

The impact of the controller-observer gains on attack detectability is also analyzed by

considering process operation for two choices of the controller-observer gains: (K,L) =

(1, 0.9) and (K,L) = (0.2, 1.5). The process evolving from an initial set that is the attack-

free minimum invariant set shifted by ξ′ = [50 − 20]T is considered. As described above,

the attack is detectable when the process is operated with (K,L) = (1, 0.9). Applying

the attack classification scheme, the attack is detectable or potentially detectable when

the process is operated with (K,L) = (0.2, 1.5). An additional 1000 simulations of the

attacked process under the second choice of gains are performed. The attack is detected

in 638 of the 1000 simulations. However, the attack is detected in all 1000 simulations

when the process is operated with the first choice of gains. These results indicate that

the choice of controller-observer gains can also influence the ability to detect attacks.
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(a) (b)

Fig. 5.8: The reachable sets over a few time steps for the attack-free process with respect
to the reachable sets for the process under (a) the first additive attack and (b) the second
additive attack.

5.3.3 Factors Influencing the Detectability of an Additive FDIA

In this case study, additive FDIAs (i.e., attacks with Λy = 1 and Λu = 1) are considered.

First, the detectability of two additive attacks with respect to the reachable set-based

detection scheme is analyzed. Next, the impact of the initial set on attack detectability

is analyzed. Finally, the influence of the controller-observer gains on the detectability of

an additive attack is analyzed.
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(a) (b)

Fig. 5.9: The monitoring variable values and reachable sets used in the detection scheme
over a few time steps for the attacked process. The monitoring variable values shown are
observed over one simulation of the process under: (a) the first additive attack and (b)
the second additive attack.

The detectability of two additive FDIAs that alter the variable values over the sensor-

controller and controller-actuator links is analyzed. Both attacks involve randomly varying

δuk and δyk where both values are drawn from a uniform distribution at every time step.

For the first attack, both numbers are drawn from the interval [0, 1], and for the second

attack, both numbers are drawn from the interval [5, 7]. The process is operated with

K = 1 and L = 0.9 and an initial set that is the attack-free minimum invariant set shifted

by ξ′ = [50 −20]T . The reachable sets of the attack-free process converge to its minimum

invariant set at the time step k = 7. Figure 5.8a and Fig. 5.8b illustrate the reachable sets

of the monitoring variable for the attack-free process with respect to the reachable sets

of the process under the first attack and the second attack, respectively. As illustrated

in Fig. 5.8a, the first attack is either detectable or potentially detectable because the

attacked reachable sets intersect, but are not contained within the attack-free reachable

sets at all time steps. However, the second attack is detectable because the attacked and

the attack-free reachable sets do not intersect at k = 1 (Fig. 5.8b).

To investigate attack detectability further, two sets of closed-loop simulations of the pro-

cess under an attack are performed. In the first simulation set, the process under the
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first attack is considered. In the second simulation set, the process under the second

attack is considered. Each simulation set consists of 1000 simulations of the process.

All simulations are initialized at ξ0 = [50 − 20]T , which is within the initial set. The

first attack is detected in all simulations, with the detection time ranging from k = 2 to

k = 1402. Figure 5.9a illustrates the attack-free reachable sets for a few time steps, and

the monitoring variable values over one simulation. Over this simulation, the monitoring

variable values are contained within the reachable sets from k = 0 to k = 7. The attack

is detected at time step k = 8. On the other hand, the second attack is detected at time

step k = 1 in all simulations. Figure 5.9a illustrates the attack-free reachable sets and

the monitoring variable values over one simulation. Over this simulation, the attack is

detected at all time steps shown (i.e, from k = 0 to k = 7). The results demonstrate that

an additive attack of this nature, where the attack bias is treated as a random number

within compact interval, may be detectable or potentially detectable.

Next, the impact of the initial set on the detectability of an additive attack is analyzed

by considering the process operated with K = 1 and L = 0.9. The process evolving from

three different initial sets is considered: first from an initial set that is the attack-free

minimum invariant set shifted by ξ′1 = [10 − 10]T , second from an initial set that is

the attack-free minimum invariant set shifted by ξ′2 = [100 − 50]T , and third from an

initial set that is the attack-free minimum invariant set shifted by ξ′3 = [50 − 20]T . For

the process evolving from each initial set, the detectability of the two additive attacks

considered previously is analyzed. For the process evolving from all initial sets considered,

the first attack where the random attack biases are bounded in [0, 1] is found to be either

potentially detectable or detectable. For the process evolving from all three initial sets

considered, the second attack where the random attack biases are bounded in [5, 7] is

detectable, because the reachable sets of the attacked and the attack-free process do not

intersect at the time step k = 1. The results demonstrate that for the process evolving

from any of the initial sets considered, the detectability of the two additive attacks is

consistent.

Finally, the impact of the controller-observer gains on the detectability of an attack is
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explored by considering the process evolving from the initial set that is the attack-free

minimum invariant set shifted by ξ′ = [50 − 20]T and operated with two controller-

observer gains: first with K = 0.2 and L = 1.5 and second with K = 1 and L = 0.9. For

the process operated with each choice of controller-observer gains, the detectability of the

additive attack where the attack biases are bounded in [5, 7] is analyzed. For the process

operated with K = 0.2 and L = 1.5, the attack may either be detectable or potentially

detectable. However, the attack on the process operated with K = 1 and L = 0.9 is

detectable with the reachable sets of the attacked and the attack-free process having zero

intersection at time step k = 1. The results demonstrate that the controller-observer

gains influence the detectability of an additive FDIA.

5.4 Numerical Results: Chemical Process Example

In this section, the proposed reachable set-based detection scheme, and the detectability-

based classification of attacks, are applied to a chemical process example during transient

operation. All polytope computations are performed using the MPT 3.0 toolbox ([82]).

A chemical process example consisting of a well-mixed continuously stirred-tank reactor

(CSTR) is considered. A second-order exothermic reaction A → B occurs in the CSTR.

Under standard modeling assumptions, the process dynamics are described by its mass

and energy balances:

dCA
dt

=
F

V
(CA0 +∆CA0 − CA)− k0e

−E
RT C2

A

dT

dt
=
F

V
(T0 +∆T0 − T )−

∆Hk0
ρCp

e
−E
RT C2

A +
Q

ρCpV

(5.18)

where CA0 and T0 are the reactant feed concentration and feed temperature, respectively;

and CA and T are the concentration of the reactant in the reactor and the temperature

of the reactor, respectively. The manipulated input is the heat supplied to or removed

from the reactor Q. The process is subject to bounded disturbances modeled as the

variation in the concentration of the reactant A in the feed ∆CA0, and the variation of

the temperature of the feed to the reactor ∆T0. The measured variables available to the

controller are the concentration of the reactant CA and the temperature of the reactant

T . The process is subject to bounded measurement noise acting on all sensors. The
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Process parameters of the CSTR

Volumetric flow rate (F ) 5.0m3 h−1

Reactor volume (V ) 1.0m3

Feed concentration of A (CA0) 4.0 kmolm−3

Activation energy (E) 5.0× 104 kJ kmol−1

Pre-exponential factor (k0) 8.46× 106m3 h−1 kmol−1

Gas constant (R) 8.314 kJ kmol−1K

Feed temperature (T0) 300K

Density of reactor liquid hold-up (ρ) 1000 kgm−3

Heat of reaction (∆H) −1.15× 104 kJ kmol−1

Heat capacity (Cp) 0.231 kJ kgK−1

Steady-state heat rate added/removed from the reactor (Qs) 0 kJ h−1

Steady-state reactant concentration (CAs) 1.22 kmolm3

Steady-state temperature (Ts) 438.2K

process disturbances are bounded such that |∆CA0| ≤ 0.01 kmolm−3 and |∆T0| ≤ 0.2K.

Similarly, the measurement noise acting on the concentration sensor (v1) is bounded

as |v1| ≤ 0.01 kmolm−3, and the measurement noise on the temperature sensor (v2) is

bounded as |v2| ≤ 0.2K. The definitions and values of the other process parameters are

listed in Table 2.1, and are reproduced in this chapter to make it self-contained.

The control objective is to stabilize the closed-loop process at its open-loop stable steady

state given by CAs = 1.22 kmolm−3, Ts = 438K, and Qs = 0kW. A continuous-time

linear time-invariant state-space model is obtained via linearization around the desired

operating steady-state of the CSTR, and defining the deviation variables x1 = CA−CAs,
x2 = T −Ts, and u = Q−Qs. Using a sampling interval of ∆ = 1×10−2 h, a discrete-time

state-space model of the form in Eq. 5.1 is obtained. A monitoring variable that is the

concatenation of the measured output and the residual vectors is considered, i.e., ηk :=

[yTk rTk ]
T . In the case studies that follow, the process is simulated using its continuous-

time nonlinear model in Eq. 5.18 with the control input applied in a sample-and-hold
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fashion. Euler’s method with an integration step size of 1 × 10−4 h is used to integrate

the ordinary differential equations. Two case studies are performed. In the first case

study, the reachable set-based detection scheme is applied to monitor the CSTR during

a transient phase induced by switching the controller-observer gains during operation.

In the second case study, the detectability of a simultaneous additive and multiplicative

FDIA is analyzed using the reachable set-based attack detectability classification scheme.

For both case studies, the linearized process model is used to design the control law

and compute the reachable sets. However, the CSTR is simulated using its nonlinear

model. Therefore, the case studies presented in this section consider the application of

the classification of attacks and the detection scheme to a nonlinear process.

(a) (b)

Fig. 5.10: The monitoring variable values, including (a) the output values and (b) the
residual values, and reachable sets used in the detection scheme over a few time steps for
the attack-free process. In this case, there are no false alarms. The brown central region
represents the intersection of all reachable sets shown.

5.4.1 Application of the Reachable Set-Based Detection Scheme

In a prior work ([48]), controller-observer gain switching between (Ki, Li), with controller

poles at [−0.2 −0.3] and observer poles at [−0.2 −0.3], to (Kf , Lf ), with controller poles

at [0.2 − 0.1] and observer poles at [0.2 0.3], was considered as a way to enhance attack

detection capabilities of a detection scheme monitoring the process. In this case study,

gain switching occurs on the process operating initially with its states bounded in the
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minimum invariant set of the attack-free process under (Ki, Li). The controller switch

may induce a transient operation, so the reachable set-based detection scheme is applied

to monitor the process. The forward reachable sets of the attack-free process from the

minimum invariant set of the attack-free process under (Ki, Li), which is taken to be the

initial set Rξ
0, are computed, and the reachable sets converge to the minimum invariant

set of the attack-free process under (Kf , Lf ), which is denoted by Rξ
∞. To design the

reachable set-based detection scheme, the reachable sets of the monitoring variable for the

attack-free process are computed from the initial set Rη
0(Rξ

0) to its terminal set Rη
∞(Rξ

∞).

Two sets of simulations are considered. The first set considers the attack-free process, and

the second set considers the process under a multiplicative sensor-controller link attack

of magnitude Λy = diag(1, 0.85). Each simulation set consists of 1000 simulations of

the process, and each simulation has a total length of 5 h, spanning 500 time steps. All

simulations are initialized with ξ0 = [0.005 5 − 0.01 0.2]T ∈ Rξ
0 \ Rξ

∞.

No attacks are detected using the reachable set-based detection scheme when monitoring

the attack-free process. Figure 5.10a and Fig. 5.10b illustrate the output and the residual

values over a few time steps for one of the simulations of the attack-free process. The

monitoring variable values are contained within their corresponding reachable sets for all

time. At 0.02 h (k = 2), the monitoring variable values converge to the terminal set for

the attack-free process, where they remain. As a result, the reachable set-based detection

scheme generates an output of 0 for all time steps in the simulation.

Considering the process under a multiplicative attack, the attack is detected in 854 out of

the 1000 simulations. The detection times ranged from 0.01 h (k = 1) to 4.59 h (k = 459)

for the simulations where the attack is detected. Figure 5.11a and Fig. 5.11b illustrate

the output and residual values over a few time steps over a simulation of the attacked

process. From Fig. 5.11b, the attack is detected at 0.01 h (k = 1). These simulations

demonstrate that the reachable set-based detection scheme can monitor the nonlinear

process during transient operation without raising false alarms for the attack-free process,

and can successfully detect attacks on a nonlinear process.
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(a) (b)

Fig. 5.11: The monitoring variable values, including (a) the output values and (b) the
residual values, and reachable sets used in the detection scheme over a few time steps for
the attacked process. In this case, the attack is detected at k = 1. The brown central
region represents the intersection of all reachable sets shown.

Remark 5.4.1. In prior work ([48]), a controller-observer gain switch was utilized to

enable attack detection on the nonlinear CSTR process monitored by a terminal set-based

detection scheme. However, the attack detection method presented previously has a non-

zero false alarm rate because the terminal set-based detection scheme is not designed to

account for transient operation. Based on the results in this section, the reachable set-

based detection scheme may be used to eliminate false alarms in the controller-observer

gain switching-based attack detection method.

5.4.2 Application of Detectability-Based Classification of an At-

tack

In this case study, the ability to classify attacks using the reachability analysis is demon-

strated for the nonlinear CSTR. Specifically, the detectability of a simultaneous mul-

tiplicative and additive FDIA that alters the data over both the sensor-controller and

controller-actuator links is analyzed. The attack parameters are Λy = diag(1, 0.85),

Λu = 0.9, δ
yCA
k ∈ [0.1, 0.2] kmolm−3, and δyTk ∈ [0.1, 0.2] K. The parameters δ

yCA
k and

δyTk are the attack biases added to the concentration and temperature measurements, re-

spectively, and are modeled as random variables drawn from a uniform distribution. The
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process is operated with controller-observer gains selected via pole placement using the

linearized process model and by placing the poles at [−0.2 − 0.3] to determine K and

[−0.2 − 0.3] to determine L. For the attack-free process, the minimum invariant set of

the closed-loop system is the initial set, so the terminal set of the monitoring variable is

the k-step forward reachable set for all time steps k ∈ Z+.

(a) (b)

Fig. 5.12: The reachable sets for (a) the measured output and (b) the residual for the
CSTR under an attack.

The closed-loop process under the FDIA is unstable (maxi|λi(Aξa)| = 1.1371 > 1). The

reachable sets of the attacked process are compared to the terminal set of the attack-free

process to classify the attack. Fig 5.12a illustrates the reachable sets of the measured

output for the attacked process for a few time steps and the measured output terminal

set for the attack-free process. Figure 5.12b illustrates the reachable sets of the residual

for the attacked process and the residual terminal set for the attack-free process. As

illustrated, the attack is detectable with respect to the initial set because the reachable

set of the attacked process and the terminal set of the attack-free process do not intersect

at time step k = 0.

Two simulation sets are performed to confirm that the reachability analysis correctly

classified the attack. The attack-free process is considered in the first set, and the attacked

process is considered in the second set. Each set consists of 1000 simulations of the process,
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and each simulation simulates the CSTR over a 5 h period (total of 500 time steps). All

simulations are initialized with the augmented state at the origin. The detection scheme

in Eq. 5.14 is designed to monitor the process with respect to the reachable sets, which

are the terminal set of the attack-free process (Rη
k(Rξ

k) = Rη
∞(Rξ

∞) for all time steps

k ∈ Z+).

(a) (b)

Fig. 5.13: The values of (a) the measured output and (b) the residual and their corre-
sponding terminal sets over one simulation of the CSTR process under an attack.

For the attack-free simulations, the detection scheme does not raise any alarms. For the

simulations of the attacked process, the attack is detected at k = 0 in all simulations, as

expected from the reachability analysis. The measured output and the residual (monitor-

ing variable) values for the attacked process over one simulation are shown in Fig. 5.13a

and Fig. 5.13b, respectively. Over this simulation, the monitoring variable values evolve

outside the terminal set of the attack-free process but stay within the attacked process

reachable sets. The attack is detected at the first three time steps. The results demon-

strate that the detectability classification based on reachable sets can be applied to classify

attacks for the nonlinear CSTR.

Remark 5.4.2. For the attack-free process, the terminal set of the monitoring variable

is the forward reachable set for all time steps k ∈ Z+. Therefore, the terminal set-

based detection scheme is a special case of the reachable set-based detection scheme with
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Rη
k(Rξ

k) = Rη
∞(Rξ

∞) (for all k ∈ Z+) in Eq. 5.14, and the reachable set-based classification

of attacks presented in Section 5.2 can be used to analyze attack detectability for a process

monitored by the terminal set-based detection scheme.

5.5 Conclusions

A reachable set-based detection scheme was proposed to monitor dynamic processes under

false data injection attacks targeting the sensor-controller and controller-actuator commu-

nication links. A rigorous characterization of reachable set-based conditions that result in

an attack being undetectable or detectable with respect to the proposed detection scheme

was presented. An approach for classifying attacks based on their detectability with re-

spect to the reachable set-based detection scheme was presented. The proposed detection

scheme was applied to two illustrative examples. The detectability of various attacks

was analyzed, and the applicability of the detection scheme and classification method to

monitor and classify attacks on a nonlinear chemical process was demonstrated.
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Chapter 6

Detection of Multiplicative False

Data Injection Cyberattacks on

Process Control Systems via

Randomized Control Mode

Switching

In this chapter, a reachable set-based detection scheme [49] that monitors a process un-

der transient operation for attacks by tracking the values of the monitoring variable with

respect to its attack-free reachable sets to eliminate false alarms from a switch is used.

To enable the detection of a range of multiplicative FDI attacks, a randomized switching-

enabled cyberattack detection method under which the control mode is switched at ran-

domly chosen switching instances is proposed. Randomization to enhance the cybersecu-

rity of a control system has received some attention in the literature [93–96]. However,

randomization to enhance the cybersecurity of the detection scheme has not been ex-

plored. Under the proposed randomized detection method, the control mode switching

instances are randomly chosen to confound an attacker aiming to learn the switching

schedule. Without complete knowledge of the switching schedule, an attacker may not

be able to design a “smart” attack that is capable of evading detection, thereby, the cy-

bersecurity of the detection method is enhanced. Some practical implementation issues
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are discussed, and two variations of the algorithms for the active detection method are

presented. The application of the active detection method in enabling attack detection

while guaranteeing a zero false alarm rate is demonstrated using simulations of two illus-

trative processes. Finally, using simulations of the second illustrative example, where the

detection method is applied to a chemical process operated at its steady-state, the de-

tection of a smart attack is demonstrated. The results demonstrate that the randomized

switching-enabled attack detection method may be preferred to a method using scheduled

control mode switches.

6.1 Preliminaries

6.1.1 Notation and Definitions

Z+ is the set of non-negative integers. Rn is the n-dimensional Euclidean space. Given

a vector x = [x1 x2 . . . xn]
T ∈ Rn, ∥x∥ =

√∑n
i=1(xi)

2 is its Euclidean norm and

∥x∥∞ = maxni=1|xi| is its ∞-norm. For a square matrix A ∈ Rn×n, its spectral radius is

defined as ρ(A) = max{|λ1|, |λ2|, . . . , |λn|}, where λi is the ith eigenvalue of the matrix A.

The Minkowski sum of two sets X ⊂ Rn and Y ⊂ Rn is defined as X ⊕ Y = {x+ y | x ∈
X , y ∈ Y}. Given a matrix A ∈ Rm×n and a set X ⊂ Rn, AX = {Ax | x ∈ X} is the linear
map of the set X . Given a matrix A ∈ Rm×n and a set X ⊆ Rn,

⊕t
i=0A

iX represents

the series X ⊕ AX ⊕ · · · ⊕ AtX . Given a vector x ∈ Rn, an n-dimensional polytope is a

bounded region in the Euclidean space that satisfies the linear matrix inequalities Ax ≤ b,

where A ∈ Rm×n is a matrix and b ∈ Rm×1 is a vector. A zonotope is a convex polytope

that is symmetric about its center and may be formally defined as the Minkowski sum of

a finite set of line segments [97].

6.1.2 Class of Processes

In this chapter, processes that are modeled by discrete-time linear time-invariant systems

of the following form are considered:

xt+1 = Axxt +Buut +Bwwt (6.1a)

yt = Cxxt + vt (6.1b)
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where xt ∈ Rnx and ut ∈ Rnu for all t ∈ Z+ are the vectors representing the process

states and manipulated inputs, respectively, and the measured output is yt ∈ Rny with

ny ≤ nx. The process is subject to bounded process disturbances and measurement noise,

where wt ∈ W ⊂ Rnx and vt ∈ V ⊂ Rny are the vectors representing the bounded process

disturbances and measurement noise. The compact sets W and V are assumed to be

known polytopes. Ax ∈ Rnx×nx , Bu ∈ Rnx×nu , Bw ∈ Rnx×nw , and Cx ∈ Rny×nx are

matrices.

To estimate the process states, a Luenberger observer is utilized:

x̂t+1 = Axx̂t +Buut + L(yt − ŷt) (6.2a)

ŷt = Cxx̂t (6.2b)

where x̂t ∈ Rnx and ŷt ∈ Rny for all t ∈ Z+ are the estimates of the process states and

the measured outputs generated by the observer. The observer gain L ∈ Rnx×ny is chosen

such that all eigenvalues of the matrix A − LC are strictly within the unit circle. The

estimates of the process states generated by the observer are utilized to compute the

control action as follows:

ut = −Kx̂t (6.3)

where K ∈ Rnx×nu is the gain of the feedback controller, which is chosen to ensure that

all eigenvalues of the matrix A−BK are contained strictly inside the unit circle.

The discrepancy between the process states and their estimates generated by the observer

is defined as the estimation error (e := x− x̂) and has the dynamics:

et+1 = (Ax − LCx)et +Bwwt − Lvt (6.4)

The dynamics of the overall closed-loop process are collectively described by the evolution

of the process states and the estimation errors, which are analyzed using an augmented

state ξ = [xT eT ]T , which consists of the process states and estimation errors. The

dynamics of the closed-loop augmented state are governed by:

ξt+1 =

Ax −BuK BuK

0 Ax − LCx


︸ ︷︷ ︸

Aξ(K,L)

ξt +

Bw 0

Bw −L


︸ ︷︷ ︸

Bd(L)

dt (6.5)
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where dt := [wTt vTt ]
T is an augmented disturbance vector, which consists of the pro-

cess disturbances and measurement noise and is bounded within the compact set D :=

{[wT vT ]T | w ∈ W , v ∈ V}. Without loss of generality, the origin is assumed to be the

steady state of the process.

In the remainder of the paper, the term “attack-free closed-loop process with (K,L)

and an initial set of states Rξ
0” is used to refer to the process with augmented state

dynamics, as in Eq. 6.5. In this chapter, process transients are considered, during which

the states of the closed-loop process in Eq. 6.5 evolve from a compact initial set of states

(ξ0 ∈ Rξ
0 ⊂ R2nx). For the closed-loop process with (K,L), its t-step reachable set is

defined as the set of all states that can be reached in t time steps from the initial set

of states Rξ
0 and under all admissible disturbances [98]. The t-step reachable set of the

closed-loop process may be expressed as:

Rξ
t (K,L) = Aξ(K,L)Rξ

t−1(K,L)⊕Bd(L)D, for t > 0 (6.6)

From Eq. 6.6, the t-step reachable set of the process is dependent on the initial set of

states Rξ
0, the control parameters (K,L), the time step t ∈ Z+, and the set of bounded

disturbances D. For a concise representation, in this section, the highlight is on the

dependence of the t-step reachable set on the control parameters only. When the closed-

loop process with (K,L) is stable in the sense that ρ(Aξ(K,L)) < 1, its augmented state

is ultimately bounded within the minimum invariant set of the process, which is the limit

set of all trajectories of the process [79]. The minimum invariant set may be used to

analyze the behavior of the closed-loop process under steady-state operation and can be

expressed as the infinite Minkowski sum [77]:

Rξ
∞(K,L) =

∞⊕
i=0

Aξ(K,L)iBd(L)D (6.7)

6.1.3 Class of Multiplicative False Data Injection Attacks

In this chapter, the detection of multiplicative false data injection (FDI) attacks that alter

the data communicated over the sensor-controller and controller-actuator links of the PCS
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network simultaneously is considered. The falsified data are represented as follows:

yat = Λyyt (6.8a)

uat = Λuut (6.8b)

where βat ∈ Rnβ is the value of the variable β ∈ Rnβ that is altered by the attack, Λβ ̸= I

is the pre-multiplicative factor that alters the value of β in the presence of an attack. If

β = y, the attack alters the value of the measured output communicated to the controller,

and if β = u, the attack alters the value of the manipulated input communicated to the

control actuators. In the presence of an attack, ua is the implemented control action that

is used by the observer in Eq. 6.2a to generate estimates of process states. An attack

alters the dynamics of the closed-loop process in Eq. 6.5 as follows:

ξt+1 =

Ax −BuΛuK BuΛuK

L(I − Λy)Cx Ax − LCx


︸ ︷︷ ︸

Aξa (K,L)

ξt +

Bw 0

Bw −LΛy


︸ ︷︷ ︸

Bda (L)

dt (6.9)

In the remainder of the paper, the term “attacked closed-loop process with (K,L) and an

initial set of states Rξ
0” is used to refer to the process under an attack with augmented

state dynamics, as in Eq. 6.9. The t-step reachable set of the attacked process with (K,L)

and an initial set of states Rξ
0 may be expressed as:

Rξa
t (K,L) = Aξa(K,L)Rξa

t−1(K,L)⊕Bda(L)D, for t > 0 (6.10)

where the subscript “a” to the variable (e.g., Rξa
t (K,L), A

ξa , and Bda) indicates the

presence of an attack. The minimum invariant set of the attacked closed-loop process

with (K,L) stable in the sense that ρ(Aξa(K,L)) < 1, may be expressed (similar to

Eq. 6.7) as:

Rξa
∞(K,L) =

∞⊕
i=0

Aξa(K,L)iBda(L)D (6.11)

6.1.4 Class of Reachable Set-Based Detection Schemes

In the presence of an attack on the process, the augmented state values may deviate

from their expected values for the attack-free process, meaning that an anomaly in the

138



augmented state value, if detected, may indicate the presence of an attack. However, the

augmented state cannot be measured, and standard anomaly detection schemes monitor a

process based on values of a monitoring variable that are a function of the augmented state.

Commonly used monitoring variables include the measured output y = [Cx 0]ξ + [0 I]d,

the estimated output ŷ = [Cx − Cx]ξ, or the residual, which may be defined as r :=

y − ŷ = [0 Cx]ξ + [0 I]d. The ability of a detection scheme to detect an attack may

vary with the monitoring variable used. For example, detection of some attacks may be

possible when the detection scheme uses the residual to monitor the process; however,

these attacks may go undetected when the detection scheme uses the measured output.

This realization motivated the formulation of a generalized monitoring variable in [48, 49]

which may be expressed in terms of the measured and estimated outputs as:

ηt = Hyyt +H ŷŷt (6.12)

where Hy and H ŷ are design parameters that dictate the choice of the monitoring variable.

The monitoring variable η is a design parameter for a detection scheme of the form in

Eq. 6.15, in the sense that each choice of the monitoring variable gives a different reachable

set-based detection scheme. For example, if Hy = [Cx 0] and H ŷ = [0 I], then η = y, and

if Hy = [0 Cx] and H ŷ = [0 I], then η = r.

In view of the definitions of the augmented state and disturbance vectors, the monitor-

ing variable may be expressed as a linear combination of the augmented state and the

disturbance vector as follows:

ηt = [(Hy +H ŷ)Cx −H ŷCx]︸ ︷︷ ︸
:=Cη

ξt + [0 Hy]︸ ︷︷ ︸
:=Dη

dt (6.13)

For the closed-loop process with (K,L) and an initial set of states Rξ
0, its monitoring

variable values are contained within the t-step reachable sets for all t ∈ Z+. From Eq. 6.13,

the t-step reachable set of the monitoring variable depends on the control parameters

(K,L), the initial set of states Rξ
0, and the set D, and may be expressed as:

Rη
t (Rξ

t (K,L)) = CηRξ
t (K,L)⊕DηD (6.14)
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In this section, a class of detection schemes that track the evolution of the monitoring

variable at each time step with respect to the reachable sets of the attack-free process at

that time step is used [49]. The detection logic is given by:

ϕt(ηt) =

0, ηt ∈ Rη
t (Rξ

t (K,L))

1, ηt ̸∈ Rη
t (Rξ

t (K,L))

(6.15)

where ϕt(ηt) is the output of the detection scheme. An output of ϕt(ηt) = 1 at time

step t ∈ Z+ indicates that the detection scheme generates an alarm because an attack

has been detected, while ϕt(ηt) = 0 indicates that no alarm is raised because an attack

has not been detected. For a concise presentation of the results, the class of detection

schemes Eq. 6.15 will be referred to as the reachable set-based detection scheme. The

reachable set-based detection scheme guarantees a zero false alarm rate during transient

process operation because it accounts for the evolution of the monitoring variable of the

attack-free process.

In [49], a method to classify attacks based on their detectability was presented, which

was defined as the ability of the detection scheme in Eq. 6.15 to detect an attack. An

overview of the detectability-based classification of attacks is presented here. If an attack

on the closed-loop process with (K,L) and the initial set of states Rξ
0 is detected by the

detection scheme in finite time, the attack is defined as a detectable attack with respect

to the detection scheme in Eq. 6.15. Attacks that cannot be detected by the detection

scheme in finite time are defined as undetectable attacks with respect to the detection

scheme in Eq. 6.15. Finally, with respect to the detection scheme in Eq. 6.15, a potentially

detectable attack is defined as an attack that is neither detectable nor undetectable.

For the process under attack, the reachable sets for the monitoring variable are given by:

ηat = [(HyΛy +H ŷ)Cx −H ŷCx]︸ ︷︷ ︸
:=Cηa

ξt + [0 HyΛy]︸ ︷︷ ︸
:=Dηa

dt (6.16a)

Rηa
t (Rξa

t (K,L)) = CηaRξa
t (K,L)⊕DηaD (6.16b)

It should be noted that, for the stable closed-loop system (both in the presence and in the

absence of an attack), the monitoring variable is ultimately bounded within the minimum
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invariant set. The minimum invariant set of the monitoring variable is computed based

on the minimum invariant set of the augmented state and the disturbance set, using the

following relationship:

Rη
∞(K,L) = CηRξ

∞(K,L)⊕DηD

Rηa
∞(K,L) = CηaRξa

∞(K,L)⊕DηaD

whereRη
∞(K,L) andRηa

∞(K,L) are the minimum invariant sets of the monitoring variable

for the attack-free and attacked processes, respectively. In the remainder of the paper, to

distinguish these minimum invariant sets from those associated with the augmented state,

the minimum invariant sets for the monitoring variable are referred to as the terminal sets.

From Eq. 6.14 and Eq. 6.16b, it can be seen that the detectability of an attack (with

respect to the detection scheme in Eq. 6.15 is dependent on how the reachable sets of

the monitoring variable for the process under attack evolve in relation to the reachable

sets of the monitoring variable for the process in the absence of an attack. Given an

attack and the set of initial states, the reachable sets for the attack-free and the attacked

processes may be computed offline, and attacks may be classified on the basis of their

detectability with respect to the reachable set-based detection schemes by checking for

certain conditions [49]. If at any time step t ∈ Z+, the intersection between the reachable

set for the attacked process and the reachable set for the attack-free processes is empty

(Rη
t (Rξ

t (x
s
f ))∩Rηa

t (Rξa
t (x

s
f )) = ∅), then the attack is detectable. An attack is undetectable

if, for all t ∈ Z+, the reachable set for the attacked process is contained within the

reachable set for the attack-free process, i.e., Rηa
t (Rξa

t (x
s
f )) ⊆ Rη

t (Rξ
t (x

s
f )). An attack is

potentially detectable if for all t ∈ Z+, the reachable sets for the attacked process intersect

with, but not necessarily contained within, the reachable sets for the attack-free process,

i.e., Rηa
t (Rξa

t (x
s
f )) ∩ Rη

t (Rξ
t (x

s
f )) ̸= ∅ for all t ∈ Z+ and Rηa

t (Rξa
t (x

s
f )) ̸⊆ Rη

t (Rξ
t (x

s
f )) for

some t ∈ Z+.
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6.2 Randomized Control Mode Switching for Detec-

tion of Cyberattacks

In this section, a reachable set-based detection scheme that employs randomized switching

between different control modes to facilitate attack detection. To provide context for

the development of the proposed scheme, is presented. First, a review of the previous

work on control mode switching-enabled attack detection for processes under steady-

state operation is presented. Following this, theoretical results that characterize the

interdependence between the control parameter selection, the stability of the closed-loop

process under attack, and the detectability of an attack with respect to the reachable set-

based detection scheme in Eq. 6.15 are presented. Then, the algorithm for a randomized

control mode switching-enabled attack detection for processes under transient operation

to enable attack detection with zero false alarms is presented. Finally, a modification to

the control mode switching algorithm that enables attack detection with zero false alarms

when implemented on processes under steady-state operation is proposed.

6.2.1 Control Mode Switching for Cyberattack Detection

Multiplicative FDI attacks alter the stability properties of a closed-loop process by mod-

ifying the eigenvalues of the matrix Aξa(K,L) in Eq. 6.9. As a result, the detectability of

such attacks may be influenced by the stability of the closed-loop process under an attack.

In prior works [48, 50], a control mode switching-enabled attack detection method for the

detection of multiplicative sensor–controller link FDI attacks was presented. Processes

under steady-state operation were considered, for which the augmented state and the

monitoring variable are bounded within the minimum invariant set, and the terminal set,

respectively. The switching-enabled attack detection method enabled attack detection by

exploiting the interdependence between the control parameter selection, the stability of

the closed-loop process under an attack, and the detectability of an attack with respect

to the terminal set-based detection scheme. Dynamics of the attack-free process may

be excited due to a control mode switch and may cause a brief transient operation of

the process during which the monitoring variable may not be bounded within the termi-
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nal set. The terminal set-based detection scheme may therefore generate a false alarm

during transient operation, as it does not distinguish between anomalies in values of the

monitoring variable during an attack and during transient operation. For processes with

an invertible output matrix, a condition was presented that may be checked to schedule

control mode switches at time steps when the switch does not cause a transient operation

in the attack-free process [48]. However, satisfaction of the presented condition could not

be guaranteed. To enable attack detection, a control mode switch could be implemented

at a time when the condition is not satisfied, potentially leading to a transient operation,

which could trigger false alarms in the detection scheme. Therefore, the proposed method

did not eliminate false alarms.

In this section, the reachable set-based detection scheme in Eq. 6.15 is utilized to moni-

tor a process during transient operation to eliminate false alarms even when the output

matrix is not invertible. From Eq. 6.10, the reachable sets for the attacked process are

influenced by the control parameters, and by extension, the control parameters influ-

ence attack detectability with respect to the reachable set-based detection scheme. If the

attacked closed-loop process is unstable, its reachable sets may evolve differently from

the reachable sets associated with the attack-free process, thereby influencing attack de-

tectability. Proposition 11 below characterizes the interdependence between the stability

of the closed-loop process under an attack and the detectability of an attack with respect

to the detection scheme in Eq. 6.15.

Proposition 11. Consider the attacked closed-loop process with (K,L) and an initial set

of states Rξ
0. Let an attack destabilize the process in the sense ∥ξt∥ → ∞ as t → ∞. If

the matrix pair (Aξa(K,L), Cηa) is observable, then the attack is detectable with respect to

the reachable set-based detection scheme in Eq. 6.15.

Proposition 11 establishes a sufficient condition for an attack to be detectable by the

reachable set-based detection scheme. To enable attack detection, it may be preferable

to operate the closed-loop process under an “attack-sensitive” mode, in which the control

parameters are chosen such that an attack destabilizes the process. However, as noted

in [48, 50], prolonged operation of the process under the attack-sensitive control mode may
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be undesirable because a tradeoff between attack detection and closed-loop performance

may exist. To manage the tradeoff, extended operation of the process under a “nomi-

nal” control mode is considered, for which the control parameters (Ki, Li) are chosen to

meet closed-loop performance considerations. For enabling attack detection, control mode

switching is utilized to operate the process under the attack-sensitive control mode, for

which the control parameters (Kf , Lf ) are chosen so that a range of attacks are detectable

(per Proposition 11). Attack-sensitive control parameters are chosen so that an attack in

the range considered causes the closed-loop process operated under the attack-sensitive

control mode to be unstable in the sense that ρ(Aξa(Kf , Lf )) > 1 and the matrix pair

(Aξa(Kf , Lf ), Cηa) is observable.

Control parameters influence the reachable sets of the attack-free process (from Eq. 6.6).

Under the switching-enabled detection method, the control parameters may vary with the

time step. Therefore, to monitor the switched system, the detection scheme in Eq. 6.15

is modified as follows:

ϕt(ηt) =

0, ηt ∈ Rη
t (Rξ

t )

1, ηt ̸∈ Rη
t (Rξ

t )

(6.18)

where Rη
t (Rξ

t ) is the reachable set of the attack-free process that is computed per the

following recurrence relation:

Rξ
t = Aξ(Kt−1, Lt−1)Rξ

t−1 ⊕Bd(Lt−1)D, for t > 0 (6.19)

where (Kt−1, Lt−1) are the gains at time t− 1, (Kt, Lt) = (KN , LN) if the control system

is operated under the nominal mode, and (Kt, Lt) = (KA, LA) if the control system is

operated under the attack-sensitive mode. The dependence of the reachable sets for the

switched system on the control parameters is dropped for conciseness, i.e., the reachable

sets for the augmented state and the monitoring variable at any time step t ∈ Z+ is

denoted simply as Rη
t (Rξ

t ) and Rξ
t . The reachable sets of the attack-free process are

initialized at the initial set of states (Rξ
t = Rξ

0 at t = 0) and assume that the first active

mode is the nominal mode so that the first switch occurs from the nominal to the attack-

sensitive mode. For attack detection, randomly choosing the control mode switching
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instance (ts) may be preferred to scheduling the control mode switch at pre-determined

time steps. This is because randomly choosing the switching instances may prevent an

attacker from learning the switching schedule and designing a “smart” attack that evades

detection. The reachable set-based detection scheme in Eq. 6.18 accounts for the evolution

of the attack-free monitoring variable under each control mode, and guarantees a zero false

alarm rate in the presence of any control mode switching implemented at any randomly

chosen switching instance (ts ∈ Z+). This is formally stated in the following proposition,

which considers multiple control mode switches between the nominal and the attack-

sensitive modes implemented on the attack-free process at randomly chosen time steps

tsi ∈ Z+, where i ∈ {1, 2, 3, . . .} such that tsi+1
> tsi . The odd values of i represent the

time steps at which a switch from the nominal to the attack-sensitive mode is implemented,

while even values of i represent the time steps when a switch back from the attack-sensitive

to the nominal mode occurs.

Proposition 12. Consider the attack-free closed-loop process under the nominal mode

with an initial set of states Rξ
0, which is monitored by the reachable set-based detection

scheme in Eq. 6.18. Let multiple control mode switches between the nominal and the

attack-sensitive mode be implemented on the process. Let the switching instances be ran-

domly chosen time steps tsi ∈ Z+, where i ∈ {1, 2, 3, . . .} such that tsi+1
> tsi. The

reachable set-based detection scheme generates no alarms for all t ∈ Z+.

From Proposition 12, the reachable set-based detection scheme guarantees a zero false

alarm rate under multiple successive switches between the nominal and attack-sensitive

control modes implemented on the attack-free process. The absence of an attack on the

process is a sufficient condition to be satisfied for zero false alarms, meaning that a lack

of alarms may not be indicative of attack-free process behavior. However, it follows from

Proposition 12 that if the reachable set-based detection scheme generates an alarm at any

time step td ∈ Z+, then the alarm is only due to an attack on the process.

In general, it is not known if an attack is occurring on the process. To probe for an ongoing

attack, multiple successive control mode switches may be implemented on the process. To

facilitate the detection of a wide range of attacks, successive switches from the nominal
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control mode to multiple attack-sensitive control modes may be considered. However, the

closed-loop process under the switching-enabled detection strategy is a switched system.

If not executed carefully, multiple control mode switches may destabilize the attack-free

switched closed-loop system. To avoid potential instability of the attack-free closed-loop

system, a minimum dwell time approach can be used, whereby the process is forced to

remain in each control mode for a minimum period of time before switching to another

control mode. The minimum dwell time required for closed-loop stability can be char-

acterized using Lyapunov techniques for switched systems [99]. Utilizing the minimum

dwell time approach to ensure the stability of the switched closed-loop system means that

each switching instance is lower bounded by the minimum dwell time of process oper-

ation under the previous control mode. As a result, the switching instances under the

randomized switching-enabled detection strategy are random subject to a constraint on

stability.

While the dwell time for the nominal control mode (TNc ) may be chosen to maintain the

stability of the attack-free switched closed-loop system, additional considerations may

apply to the selection of a suitable dwell time for the process when operated under the

attack-sensitive control mode (TAc ). One consideration is management of the tradeoff

between attack detection and attack-free closed-loop performance. A longer dwell time

in the attack-sensitive mode may increase the chances of attack detection, but it could

also degrade closed-loop performance in the absence of attacks. Meeting process safety

constraints could also be another consideration in the selection of the dwell time for

the attack-sensitive mode. In the presence of an attack, the augmented state under the

attack-sensitive control mode may grow unbounded with time. However, the augmented

state may remain bounded within some safe set for a finite time of operation under the

attack-sensitive mode. It is possible that the considerations for the selection of a suitable

dwell time for operation in the attack-sensitive mode may be conflicting in some cases.

For example, to ensure that process safety constraints are met, the dwell time for the

attack-sensitive mode may be shorter than the minimum dwell time required for the

stability of the attack-free switched closed-loop system. In such cases, the dwell time for
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the attack-sensitive mode should be chosen based on the process safety constraints, while

the closed-loop stability of the attack-free switched closed-loop system can be guaranteed

by implementing only a finite number of control mode switches over the infinite time

interval.

Further design considerations for the switching-enabled active detection method are the

switching instances (tsi , i ∈ {1, 2, 3, . . .}), which are randomly chosen time steps at which

the control system switches from one control mode to the other. However, the stability

considerations for the attack-free process may constrain control mode switching random-

ization. For switching from the nominal control mode to the attack-sensitive control

mode, the switching instances are chosen as random integers such that the process is

operated under the nominal mode for a time period that is at least equal to the dwell

time for the nominal mode TNc . For switching from the attack-sensitive control mode to

the nominal control mode, the switching instances are chosen such that the process is

operated under the attack-sensitive control mode for the specified dwell time TAc (chosen

to meet closed-loop stability, closed-loop performance, and process safety constraints).

The first switching instance is a random number that is greater than or equal to the dwell

time of the process operated under the nominal control mode, i.e., ts1 ≥ TNc . All subse-

quent switching instances depend on the previous switching instance and account for the

dwell time of the process under each mode. If no attack is detected, the even switching

instances (for switching from the attack-sensitive control mode to the nominal control

mode) may depend upon the prior switching instances and are chosen per the relation

ts2n = ts2n−1 + TAc for n ≥ 1. Similarly, the switching instances for switching from the

nominal mode to the attack-sensitive mode are selected as random integers that account

for the dwell time under the nominal control mode per the relation ts2n+1 ≥ ts2n + TNc for

n ≥ 1.

Once an attack is detected, no further control mode switches are implemented in the

process. From the results and discussion presented herein, monitoring the process using

the reachable set-based detection scheme ensures that control mode switches can be ran-

domized (randomly choose the switching instances tsi) to enable attack detection while
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guaranteeing a zero false alarm rate. Randomization of the control mode switches may

help preserve the confidentiality of the detection scheme from an attacker engaged in es-

pionage, and thereby prevent them from learning the switching schedule and designing a

smart attack that could evade detection. Additionally, no assumptions on the structure

of the output matrix (Cx) are made. Therefore, the switching-enabled detection method

present in this section may enable attack detection with a guaranteed zero false alarm

rate even when Cx is non-invertible.

Remark 6.2.1. To select the attack-sensitive control parameters, the range of attacks to be

detected may be chosen as attacks on the process under the nominal mode which are either

undetectable (attacks such that Rηa
t (Rξa

t (K
N , LN)) ⊆ Rη

t (Rξ
t (K

N , LN)) for all t ∈ Z+) or

those attacks which are potentially detectable (attacks such that Rηa
t (Rξa

t (K
N , LN)) ̸⊆

Rη
t (Rξ

t (K
N , LN)) for some t ∈ Z+ and Rηa

t (Rξa
t (K

N , LN)) ∩ Rη
t (Rξ

t (K
N , LN)) ̸= ∅ for

all t ∈ Z+ ). More details on the selection of attack-sensitive parameters may be found

in [50].

Remark 6.2.2. The even switching instances may be selected randomly to vary the dwell

time of the process operated under the attack-sensitive mode between the minimum dwell

time that allows for the stability of the attack-free switched system (TAc
min

) and the speci-

fied dwell time chosen to meet the closed-loop performance, attack detection, stability, and

process safety constraints (TAc ). Under this modified method, the even switching instances

may be chosen as random integers that satisfy ts2n − ts2n−1 ∈ [TAc
min

, TAc ] for all n ≥ 1.

However, implementing control mode switching with a time-varying dwell time for the

attack-sensitive mode is subject to a rigorous characterization of the dwell times TAc
min

and TAc , which is outside the scope of the work presented in this chapter.

6.2.2 Algorithms for the Randomized Control Mode Switching-

Enabled Cyberattack Detection Method

Algorithm 2 outlines the steps for the implementation of the randomized control mode

switching-enabled cyberattack detection method. The proposed method considers that

the reachable sets of the monitoring variable for the attack-free process are computed
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Algorithm 2: Algorithm for the randomized control mode switching-enabled attack

detection with online reachable set computation

Inputs: Rξ
0, (K

N , LN), (KA, LA), TNc , TAc

Initialization: td =∞, ts =∞, t = 0, (Kt, Lt) = (KN , LN)

Outputs: td

1 do

2 Receive the measured variable yt from the sensors over the sensor–controller

communication link

3 Calculate the monitoring variable ηt and reachable set of the attack-free process

Rη
t (Rξ

t )

4 Randomization logic

5 if ts =∞ then

6 Randomly generate switching flag : f ∈ {0, 1}
7 else if t > ts + TAc + TNc then

8 Set ts =∞

9 Monitoring logic

10 Compute the detection scheme output ϕt(ηt) per Eq. 6.18

11 if ϕt(ηt) = 1 then

12 Declare the detection of an attack. Set the detection time step to be the

current time step t = td. Terminate the detection algorithm.

13 Switching logic

14 else if f = 1 and ts =∞ then

15 Set f = 0, ts = t and (Kt, Lt) = (Kf , Lf )

16 else if t = ts + TAc then

17 Set (Kt, Lt) = (KN , LN)

18 Set t← t+ 1, (Kt+1, Lt+1) = (Kt, Lt)

19 while td =∞;
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online and allows for multiple switches between the nominal and the attack-sensitive

control modes to probe the process for attacks. The inputs to the algorithm are the set of

initial states Rξ
0, the nominal control parameters (KN , LN), the attack-sensitive control

parameters (KA, LA), the minimum dwell time for the attack-free process operated in

the nominal control mode TNc , and the dwell time of the closed-loop process operated

in the attack-sensitive control mode TAc . The detection time td is the output of the

algorithm. The randomization of the control mode switching instances is dictated by the

randomization flag f , which is a random variable that can take values of 0 or 1 and is

assigned a new value at each time step (which is the controller sampling instance). If at

a given time step, f = 0, then the current time step is not a switching instance, and if

f = 1, then the current time step is a switching instance.

Algorithm 2 may be implemented with the reachable sets computed online using one of

several methods that have been proposed in the literature (e.g., [90, 100, 101]). Online

computation of the reachable sets may not scale well with the dimension of the state,

and the computation may become intractable within the sampling instances. As a result,

implementation of Algorithm 2 on a process under transient operation may not always be

feasible.

Chemical processes are operated for extended periods at or near their steady states, where

all possible values of the process states are bounded within the minimum invariant set.

Considering this, a modification to the algorithm is proposed for the implementation of

control mode switching on a closed-loop process under steady-state operation using reach-

able sets computed offline. Based on standard results from the literature (see Theorem 1

in [77]), it can be shown that after a switch between the nominal and attack-sensitive con-

trol modes, the reachable sets of the attack-free process converge to an invariant neighbor-

hood of the minimum invariant set of the process under the new mode in finite time. This

means that, for the process at steady state, the values of the monitoring variable evolve

within the terminal set of the operating mode prior to a control mode switch. Following

each switching event, for the process under transient operation, its monitoring variable

values evolve within the attack-free reachable sets under the new mode. However, the
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transient operation lasts only for a finite number of time steps, until the reachable sets

are contained entirely within (i.e., converge to) an invariant neighborhood of the minimum

invariant set of the attack-free process operated under the new mode. After convergence,

the process monitoring variable values are bounded within an invariant neighborhood of

the terminal set of the attack-free process under the new mode. Based on these considera-

tions, a hybrid approach may be used to monitor the switched closed-loop system. In this

approach, the detection scheme switches with the control mode. The reachable set-based

detection scheme is used only during the transient period after each switch. The detection

scheme switches to a terminal set-based detection scheme after sufficient time has elapsed

from the control mode switch such that the reachable sets of the augmented state for the

attack-free process converge to an invariant neighborhood of the minimum invariant set

of the process under the new mode. Using this hybrid monitoring approach, the compu-

tational load for computing the reachable sets during the implementation of Algorithm 2

may be reduced by terminating the online computation of the reachable sets after the

process has attained steady-state operation (i.e., at the time step that the attack-free

reachable sets converge to an invariant neighborhood of the minimum invariant set).

Algorithm 3 outlines the steps for implementing the randomized switching-enabled attack

detection strategy for processes under steady-state operation that utilizes the hybrid mon-

itoring approach. The inputs for the algorithm are the specified dwell time of the process

operated under the nominal mode TNc , the dwell time of the process operated under the

attack-sensitive mode TAc , the nominal (KN , LN) and the attack-sensitive (KA, LA) con-

trol parameters, the minimum invariant sets for the attack-free process operated under

the nominal mode Rξ
∞(KN , LN)′ and under the attack-sensitive mode Rξ

∞(KA, LA)′, the

number of time steps that the reachable sets take to converge to the minimum invariant set

for the process operated under the attack-sensitive mode (starting from the minimum in-

variant set for the process operated under the nominal mode tr), the number of time steps

the reachable sets take to converge to the nominal minimum invariant set (starting from

the attack-sensitive minimum invariant set t∗r), and the reachable sets for a switch from the

nominal control mode to the attack-sensitive control mode Rη
t (Rξ

t (K
A, LA)) for t ∈ (0, tr]
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Algorithm 3: Algorithm for the randomized control mode switching-enabled attack

detection for processes with offline computation of reachable sets

Inputs: Rη
∞(Rξ

∞(KN , LN)′), Rη
∞(Rξ

∞(KA, LA)′), TAc , T
N
c ,

Rη
t (Rξ

t (K
A, LA)) for t ∈ (0, tr], Rη

t (Rξ
t (K

N , LN)) for t ∈ (0, t∗r]

Initialization: t = 0, td =∞, ts =∞, Rξ
0 = Rξ

∞(KN , LN)′, (Kt, Lt) = (KN , LN)

Outputs: td

1 while td =∞ do

2 Receive the measured variable yt from the sensors over the sensor-controller

communication link

3 Calculate the monitoring variable ηt

4 Randomization logic

5 if ts =∞ then

6 Randomly generate switching flag : f ∈ {0, 1}
7 else if t > ts + TAc + TNc then

8 Set ts =∞

9 Reachable sets for monitoring

10 if ts =∞ or t > ts + t∗r then

11 Rη
t (Rξ

t ) = Rη
∞(Rξ

∞(KN , LN)′)

12 else if t ≤ ts + tr then

13 Rη
t (Rξ

t ) = Rη
p(Rξ

t (K
f , Lf ))

14 p = t+ 1− (ts + tr)

15 else if t ∈ [ts + TAc , ts + TAc + t∗r) then

16 Rη
t (Rξ

t ) = Rη
p(Rξ

t (K
N , LN))

17 p = t+ 1− (ts + TAc + t∗r)

18 else if t ∈ [ts + tr, ts + TAc ) then

19 Rη
t (Rξ

t ) = Rη
∞(Rξ

∞(KA, LA)′)
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Algorithm 3: Algorithm for the randomized control mode switching-enabled attack

detection for processes with offline computation of reachable sets

20

21 Monitoring logic

22 Compute the detection scheme output ϕt(ηt) per Eq. 6.18

23 if ϕt(ηt) = 1 then

24 Declare the detection of an attack.Set the detection time step to be the

current time step t = td. Terminate the detection algorithm.

25 Switching logic

26 else if f = 1 and ts =∞ then

27 Set f = 0, ts = t and (Kt, Lt) = (KA, LA)

28 else if t = ts + TAc then

29 Set (Kt, Lt) = (KN , LN)

30 Set t← t+ 1, (Kt+1, Lt+1) = (Kt, Lt)

and for a switch from the attack-sensitive control mode to the nominal control mode

Rη
t (Rξ

t (K
N , LN)) for t ∈ (0, t∗r]. The algorithm implementation is terminated when an

attack is detected.

Remark 6.2.3. Per the steps in Algorithms 2 and 3, the odd switching instances, which

dictate when a switch from the nominal control mode to attack-sensitive control mode

occurs, may be chosen as an arbitrarily large positive integer. To avoid waiting for an

inordinately long time period before a control mode switch, the time step for odd switching

instances may be chosen as an integer over a finite time interval [tmins , tmaxs ], where tmins ≥
TNc is the lower bound and tmaxs ≥ tmins is the operator-specified upper bound of the interval.

Remark 6.2.4. When implementing Algorithm 2 and Algorithm 3, the randomization

flag (f) may be drawn from a Bernoulli distribution with p ∈ [0, 1] and q = 1− p. Where,

p is the probability that a random variable drawn from the distribution takes a value of

1, and q is the probability that a random variable from the distribution takes a value of
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0. If p = 0.5, the process is switched as frequently as it is not switched. To increase the

likelihood of confounding an attacker, p may be chosen as a number that is not equal to

0.5.

6.3 Application of Randomized Control Mode Switch-

ing Algorithms to Illustrative Processes

In this section, the application of the proposed switching-enabled attack detection strategy

with randomized control mode switching is demonstrated using two illustrative examples.

In the first example, the application of Algorithm 2 on a dynamic process is demonstrated,

and the attack-free reachable sets are computed online for monitoring the process. The

second example is a demonstration of the application of Algorithm 3 to a chemical process

example under steady-state operation. In the second example, the attack-free reachable

sets computed offline are used to monitor the process. The simulations of the chemical

process example also demonstrate the application of the randomized control mode switch-

ing approach for the detection of a “smart” attack that is designed to evade detection

under a scheduled control mode switch. The MPT 3.0 toolbox [82] is used to compute all

polytopes [82] and the CORA toolbox [102] is used to compute all zonotopes.

6.3.1 Illustrative Scalar Process

A scalar process with a single state and a single manipulated input is considered:

xt+1 = xt + ut + wt

yt = Λy(xt + vt)

ut = Λu(−Kx̂t)

where xt ∈ R, yt ∈ R, and ut ∈ R for all t ∈ Z+ are the process state, the measured

output, and the manipulated input, respectively. The scalars, vt ∈ V := {v ∈ R | |v| ≤ 1}
and wt ∈ W := {w ∈ R | |w| ≤ 1}, model the bounded measurement noise and the process

disturbance, respectively. The process may be under a multiplicative attack that modifies

the operational data over all PCS communication links, which are represented by Λy ̸= 1

and Λu ̸= 1. To analyze the closed-loop process, an augmented state is defined that is a
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concatenation of the process state and the estimation error as follows: ξ := [x e]T . With

this definition, the evolution of the augmented state of the process is described by Eq. 6.9

with Ax = 1, Bu = 1, Cx = 1. For process monitoring, a monitoring variable that is a

concatenation of the measured output and the residual vectors η := [y r]T is considered.

The monitoring variable η may be expressed in the form of in Eq. 6.12 with Hy = [1 1]T

and H ŷ = [0 − 1]T .

(a) (b)

Fig. 6.1: The reachable sets of the attacked and the attack-free process under the nom-
inal mode (a) during transient operation when the attack is potentially detectable, and
(b) at the steady-state when the attack is undetectable with Rηa

∞(Rξa
∞(KN , LN)′) ⊂

Rη
∞(Rξ

∞(KN , LN)′).

The nominal controller gain KN is chosen to minimize the quadratic cost

J = E
[
Σ∞
i=0(x

T
i Qxi + uTi Rui)

]
, with Q = 5, R = 1, and the nominal observer gain as

the steady-state Kalman filter gain with covariance matrices QL = 0.0011 and RL =

0.0011. Likewise, the attack-sensitive parameters are chosen such that the attacked

closed-loop process operated under the attack-sensitive mode is unstable in the sense that

ρ(Aξa(Kf , Lf )) > 1 over the attack range Λy = 0.86 and Λu ∈ [1.1, 2], and Λu = 1.1

and Λy ∈ [0.1, 0.99]. The matrix pair (Aξa(Kf , Lf ), Cηa) is observable over the at-

tack range considered for selecting the attack-sensitive parameters. The values of the

nominal and attack-sensitive control parameters are (KN , LN) = (0.8541, 0.618) and

(Kf , Lf ) = (1.57, 1.28). For the attack-free process, invariant outer ϵ-approximations
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of the minimum invariant set for the process under the nominal and the attack-sensitive

modes are computed with an error bound of ϵ = 5 × 10−5 using the method described

in [79]. For brevity, in the remainder of this paper, the invariant outer ϵ-approximation of

the minimum invariant set is referred to as the minimum invariant set. For the attack-free

process with the control system under the nominal mode, its reachable sets take 18 time

steps to converge from the set of initial states to the minimum invariant set. Similarly, for

the attack-free process operated exclusively under the attack-sensitive mode, the reach-

able sets of the augmented state from the set of initial states converge to the minimum

invariant set in five time steps.

The process under a transient operation when its state evolves from a set of initial states

is considered, that is, the polytope obtained by shifting all the vertices of the minimum

invariant set of the attack-free process operated under the nominal mode by ξ′ = [−10 0]T .
To quantify the performance of the controller for the attack-free process operated under

the attack-sensitive mode and the nominal mode, two sets of simulations (each set con-

sisting of 1000 simulations) of the attack-free process are performed. In the first set, the

exclusive operation of the attack-free process under the nominal mode is considered. In

the second set, the exclusive operation of the attack-free process under the attack-sensitive

mode is considered. Within a simulation set, at each time step of each simulation, the

values of the process disturbance and the measurement noise are varied. The process

disturbances and measurement noise are modeled as random variables drawn from two

separate normal distributions with N (0, 0.0333). However, across simulation sets, the

same values of process disturbance and measurement noise are used. Within each sim-

ulation, the evolution of the process for 1000 time steps is considered, and the state is

initialized at ξ0 = [−10 0]T . The quadratic cost (J = E
[
Σ1000
i=0 (x

T
i Qxi+u

T
i Rui)

]
) across the

simulation sets is compared. Over the simulations of the process operated under the nom-

inal mode, the average quadratic cost was found to be 648.66 with a standard deviation

of 37.59. Similarly, over simulations of the process operated under the attack-sensitive

mode, the average quadratic cost was found to be 1189.68 with a standard deviation

of 156.77. Comparing the performance of the controller between the two modes, it can
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be concluded that the controller performance is worse under the attack-sensitive mode.

This result demonstrates that to manage the tradeoff between attack detection and the

attack-free performance degradation resulting from control mode switching, intermittent

switching from the nominal control mode to the attack-sensitive control mode may be

preferred to operation under the attack-sensitive control mode exclusively.

Now, the switching-enabled detection method (Algorithm 2) is applied over simulations

of the process during the transient operation for the detection of an attack with Λy = 0.86

and Λu = 1.1. First, the detectability of the attack is analyzed for when the process is

operated under the nominal control mode by comparing the reachable sets associated with

the attack-free process to those associated with the attacked process. Fig. 6.1a illustrates

the reachable sets for the process operated under the nominal mode over a few time steps

during transient operation. As illustrated, at time steps t = 0, 2, 13, the reachable sets for

the attacked and the attack-free process always intersect; however, the attacked reachable

sets are not contained within the attack-free reachable sets, meaning that the attack is

potentially detectable. The transient operation of the attacked process lasts over 12 time

steps over the time interval t ∈ [0, 13). Over all time steps during transient operation of the

process, the attack is found to be potentially detectable because the reachable sets satisfy

Rηa
t (Rξa

t (K
N , LN)) ∩ Rη

t (Rξ
t (K

N , LN)) ̸= ∅ and Rηa
t (Rξa

t (K
N , LN)) ̸⊆ Rη

t (Rξ
t (K

N , LN)).

At time step t = 13, the reachable sets of the attacked process converge to the terminal set

of the attacked process. Therefore, to analyze attack detectability over the time steps t ∈
(13, 18], the terminal set of the process under attack is compared with the reachable sets

of the attack-free process, and the attack is found to be undetectable. Fig. 6.1b illustrates

the terminal set of the attack-free process and the terminal set of the attacked process,

showing that the attack on the process under steady-state operation is undetectable due

to the fact that the terminal set of the attacked process is contained entirely within the

terminal set of the attack-free process, i.e., Rηa
t (Rξa

t (K
N , LN)) ⊂ Rη

t (Rξ
t (K

N , LN)). To

verify attack detectability analysis, 1000 simulations of the attacked process operated

exclusively under the nominal mode and monitored by the reachable set-based detection

scheme in Eq. 6.15 are considered. Each simulation is initialized at ξ0 = [−10 0]T and
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consider the evolution of the process states over 1000 time steps. Over all simulations,

the values of the process disturbances and measurement noise are varied similar to the

previous simulation sets. Over all simulations considering the process under an attack,

the attack is not detected.

(a) (b)

Fig. 6.2: Evolution of the monitoring variable values, with respect to the attack-free
reachable sets, over a few time steps of a simulation of the scalar process with a control
mode switch implemented at time step ts1 = 14 for the case when (a) no attack takes
place (demonstrating zero false alarms), and (b) an attack takes place at t = 0 and is
detected at time step td = 124.

The switching-enabled active detection method is applied over simulations of the tran-

sient closed-loop process, and for monitoring, the reachable set-based detection scheme

in Eq. 6.15 is used. Two sets of simulations (each consisting of 1000 simulations of the

process) are designed similar to the simulations considered earlier when comparing the

quadratic cost under the nominal and attack-sensitive modes. In the first simulation set,

the attack-free process is considered, while in the second simulation set, the attacked

process with the attack beginning at time step t = 0 is considered. In this section, de-

tection of an attack on the process during transient operation is considered. Over each

simulation, the switching-enabled attack detection method implements a single control

mode switch at a randomly chosen time instance in the interval [0, 17] when the attack-

free process states under the nominal control mode are not within the minimum invariant
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set for the process operated under the nominal mode. Since the simulations consider a

single switch between the two modes, no minimum dwell time for each mode is specified.

Similarly, over simulations that consider the process operated under the attack-sensitive

control mode, a dwell time of TAc = 150 is used. Across simulations of the attack-free

and the attacked processes, the same switching instance is considered. To implement the

detection scheme, the attack-free reachable sets are computed online at each time step by

using Eq. 6.14 with (K,L) selected based on the process operation mode (under the nomi-

nal mode (K,L) = (KN , LN), while under the attack-sensitive mode (K,L) = (KA, LA)).

However, to reduce the computational load, the online computation of the reachable sets

is terminated at the time step when the attack-free augmented state is expected to be

contained within the minimum invariant set for the process operated under the mode

of operation considered. After termination of online computation of the reachable sets,

the terminal set of the monitoring variable for the attack-free process under the mode of

operation considered is used to monitor the process.

Over the 1000 simulations that consider the attack-free process, a switch from the nominal

to the attack-sensitive control mode is implemented at time steps chosen randomly over

the time interval [0, 17]. No attack detection occurs over all simulations after the first

switch from the nominal control mode to the attack-sensitive control mode, and the

control mode switches back to the attack-sensitive mode after 150 time steps from the first

switch. No false alarms were observed over all simulations. Under the second simulation

set, detection of the attack occurs over all simulations within a minimum of 5 time steps

and a maximum of 135 time steps from the control mode switch. Over all simulations, the

control system switches back to the nominal control mode, after which the attack is not

detected. Fig. 6.2a and Fig. 6.2b show the values of the monitoring variable over a few time

steps of one simulation considering the attack-free process, and one simulation considering

the attacked process, respectively. Over both simulations, the control parameters switch

from the nominal to attack-sensitive values at time step ts1 = 14.

Fig. 6.2a shows the values of the monitoring variable values observed when the switch is

implemented over a simulation considering the attack-free process. At time step t = 0,
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no false alarm is generated as the value of the monitoring variable at that time step

represented by the blue diamond marker is contained within the attack-free reachable set

at that time step, which is the set shown in green. Similarly, no false alarm is observed

at time step t = 1 because the monitoring variable value represented as the blue diamond

is contained within the attack-free reachable set at that time shown as the set in white.

While omitted for clarity, no false alarms are observed until the control mode switch

at ts1 = 14 because the monitoring variable values at each time step evolve within the

corresponding attack-free reachable sets. After the switch is implemented, the process is

operated under the attack-sensitive mode for 150 time steps, during which no false alarms

are observed. At time step ts1 + TAc = 164, an attack is not detected, causing the control

system to switch back to the nominal mode. No false alarms are observed even after this

switch until the end simulation, at time step t = 1000, when the monitoring variable

value represented by the blue star marker is contained within the attack-free terminal set

shown as the set in purple.

Fig. 6.2b shows the values of the monitoring variable over a few time steps of a simulation

considering the process under the attack. At time step t = 0, the attack on the process

under the nominal mode is not detected because the monitoring variable value represented

by the blue triangle marker is contained within the attack-free reachable set at that time

step, shown as the green set. While omitted for clarity, the attack is not detected during

the process operation under the nominal mode because the monitoring variable values over

the time interval t ∈ [0, 14) are contained within the corresponding attack-free reachable

sets. After a switch from the nominal control mode to the attack-sensitive control mode,

the attack is detected the time step td = 124 because the monitoring variable value

represented by the red star marker leaves the attack-free reachable set (which is the

terminal set of the process operated under the attack-sensitive control mode) at that time

step shown as the white set. In this case, attack detection occurs after the reachable sets of

the attack-free process converge to its terminal set under the attack-sensitive mode. After

the attack is detected, the control systems switches back to the nominal control mode and

no further alarms are observed because the monitoring variable values at each time step are
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Process parameters of the CSTR

Volumetric flow rate (F ) 5.0m3 h−1

Reactor volume (V ) 1.0m3

Feed concentration of A (CA0) 4.0 kmolm−3

Activation energy (E) 5.0× 104 kJ kmol−1

Pre-exponential factor (k0) 8.46× 106m3 h−1 kmol−1

Gas constant (R) 8.314 kJ kmol−1K

Feed temperature (T0) 300K

Density of reactor liquid hold-up (ρ) 1000 kgm−3

Heat of reaction (∆H) −1.15× 104 kJ kmol−1

Heat capacity (Cp) 0.231 kJ kgK−1

Steady-state heat rate added/removed from the reactor (Qs) 0 kJ h−1

Steady-state reactant concentration (CAs) 1.22 kmolm3

Steady-state temperature (Ts) 438.2K

contained within the corresponding attack-free reachable sets until the end of simulation

when the attack-free reachable sets have converged to the terminal set of the attack-

free process under the nominal control mode. The monitoring variable value at time step

t = 1000 (end of the simulation) is represented by the blue diamond marker, and as shown,

no alarm is observed at this time step because the monitoring variable is contained within

the attack-free terminal set shown as the set in purple. These results demonstrate that

the switching-enabled attack detection method utilizing the reachable set-based detection

scheme enables attack detection on a dynamic process while guaranteeing a zero false

alarm rate due to a control mode switch implemented at a randomly chosen time step.

6.3.2 A Continuous Stirred-Tank Reactor

An example process that consists of a continuous stirred tank reactor (CSTR) with a

second-order exothermic reaction of the form A→ B is considered. The process dynamics
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are modeled by the following system of ordinary differential equations:

dCA
dt

=
F

V
(CA0 +∆CA0 − CA)− k0e

−E
RT C2

A

dT

dt
=
F

V
(T0 +∆T0 − T )−

∆Hk0
ρCp

e
−E
RT C2

A +
Q

ρCpV

(6.21)

where CA0 and T0 are the inlet reactant concentration and feed temperature, respectively,

and CA and T are the reactant concentration and reactor temperature, respectively. The

rate of heat transfer to or from the reactor Q is chosen as the manipulated input. The

process is subject to bounded disturbances, modeled as variations in the inlet reactant

concentration ∆CA0 and variations in the feed temperature ∆T0. The bounded process

disturbances are within the limits |∆CA0| ≤ 0.015 kmolm−3 and |∆T0| ≤ 4.5K. The

measured variable available to the controller is the reactor temperature T . The bounded

noise in the measurements from the sensor is within limits such that |v| ≤ 4.5K. Ta-

ble 2.1 provides a list of the definitions and values of the process parameters, the table

is reproduced in this chapter to make it self-contained. Because the measurement of all

possible states of the reactor are not available to the controller, the illustrative example

presented in this section considers a case where the output matrix C is non-square and

non-invertible.

To obtain a model similar to Eq. 6.1, the continuous-time nonlinear process model in

Eq. 6.21 is discretized using a sampling interval of ∆ = 1× 10−2 h. The system matrices

for the linearized CSTR process are:

Ax =

 0.7364 −0.0041
10.6953 1.156

 , Bu =

−0.0009× 10−4

0.4674

 , Bw =

0.0433 −0.001
0.2724 0.054


The nominal observer gain is chosen as the steady-state Kalman filter gain with covariance

matrices, QK =

1.4062× 10−5 0

0 1.2656

, RK = 1.2656 and the nominal controller gain is

chosen to minimize the quadratic cost J = E
[
Σ∞
i=0(x

T
i Qxi + uTi Rui)

]
with Q =

10 0

0 10


and R = 10. The attack-sensitive control parameters are chosen so that the attacked

closed-loop process under the attack-sensitive mode is unstable under a range of attacks by
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checking if ρ(Aξa(Kf , Lf )) > 1 over the attack range Λy = 1.1, Λu ∈ [1.3, 2], and Λu = 1.3,

Λy ∈ [1.1, 2]. Over the attack range considered, the matrix pair (Aξa(Kf , Lf ), Cηa) is

observable, indicating that all attacks in the range considered are potentially detectable.

(a) (b)

Fig. 6.3: Evolution of the monitoring variable values observed over a few time steps of
(a) the attack-free process with consecutive switches from the nominal to attack-sensitive
mode implemented at ts1 = 221, ts3 = 767, and ts5 = 1313 showing no false alarms due
to switching and, (b) the attacked process with control mode switch from the nominal to
the attack-sensitive mode implemented at time step ts1 = 221 leading to attack detection
at time step td = 235.

In this section, the switching-enabled detection method is applied on the CSTR process

under steady-state operation, when all values of the process states are bounded within the

minimum invariant set of the process. The disturbance set is modeled as a zonotope with

the origin as the center. To compute invariant outer ϵ-approximations of the minimum

invariant set (henceforth referred to as the minimum invariant set for brevity) of the

attack-free process under the nominal and the attack-sensitive modes, the method in [103]

is used with an error bound of ϵ = 5 × 10−5. For a switch performed on the attack-free

process from the nominal control mode to the attack-sensitive control mode, the reachable

sets are computed with the set of initial states Rξ
0 = Rξ

∞(KN , LN)′ for tr = 11 time steps

when the sets are contained entirely within the minimum invariant set of the attack-free

process under the attack-sensitive mode. Similarly, for a switch from the attack-sensitive
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control mode to the nominal control mode, the reachable sets are computed for the attack-

free process with the set of initial states Rξ
0 = Rξ

∞(KA, LA)′ until they converge to the

minimum invariant set under the nominal control mode after t∗r = 150 time steps. The

monitoring variable vector η = [y r]T is used, its terminal set under each control mode and

the reachable sets after each control mode switch are computed until they are contained

entirely within the terminal set under the new mode.

Initially, two simulation sets are performed to compare the quadratic cost

(J = E
[
Σ1500
i=0 (x

T
i Qxi + uTi Rui)

]
) for operating the process exclusively under the nominal

mode with the cost of operation of the system exclusively under the attack-sensitive mode.

The first set of simulations consider the attack-free process operated exclusively under the

nominal mode, while the second set of simulations considers the exclusive operation of

the attack-free process under the attack-sensitive mode. Under each set, 1000 simulations

considering the process operating under attack-free conditions are conducted. Each sim-

ulation considers the evolution of the process over 1500 time steps spanning 15 h in real

time. The process disturbances on the feed concentration are modeled as random variables

drawn from a distribution with N (0, 0.005), and the process disturbance and measure-

ment noise on the feed temperature and the temperature of the reactor (the measured

output) are modeled as random variables picked from two distinct normal distributions

with N (0, 1.5). Over each time step of each simulation, the values of the random variables

representing the process distribution and the measurement noise are varied. However, the

same values of random numbers are used across simulation sets. The disturbances are

clipped at the absolute value of their bound to ensure that there are no false alarms (e.g.,

if the absolute value random number representing ∆CA0 exceeds 0.015, it is set to 0.015).

Each simulation is initialized at the origin, which is contained within the minimum in-

variant sets of the process under the attack-sensitive and the nominal modes. Over all

simulations, considering the process operated under the nominal mode, the quadratic

cost has a mean of 1.016 × 104 and a standard deviation of 2.498 × 103. However, for

the process operated exclusively under the attack-sensitive mode, the quadratic cost has

a mean of 1.1985× 1015 and a standard deviation of 6.2674× 1013. Therefore, the perfor-
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mance of the controller under the attack-sensitive mode is higher than under the nominal

mode, indicating that switching may be preferable to extended process operation under

the attack-sensitive control mode.

Next, two simulation sets of the process monitored by the reachable set-based detection

scheme in Eq. 6.15 are performed. In the first set, the Algorithm 3 is implemented over

simulations considering the process without an attack to show that there are no alarms

generated from consecutive control mode switches implemented at randomly chosen time

steps. To this end, the detection of an attack with Λy = 1.1 and Λu = 1.3 is considered.

The attack beginning at time step t = 0 on the process operated only under the nomi-

nal mode is not detected over 1000 simulations, even though it is potentially detectable.

Therefore, in the second simulation set, the Algorithm 3 is implemented over 1000 simu-

lations of the attacked process (attack begins at t = 0). Over simulations considering the

process operated under the attack-sensitive mode, the dwell time under attack-sensitive

mode is restricted to TAc = 150. Over each simulation, the switching instances are chosen

randomly such that a maximum of three switches from the nominal to the attack-sensitive

control mode and back from the attack-sensitive to the nominal control mode are possible

over each simulation. Specifically, the first switching instance from the nominal to the

attack-sensitive control mode (ts1) is selected as a random integer in the interval [0, 1200].

The second switching instance from the nominal control mode (ts3) is based on the first

switching instance by selecting a random integer over the interval [ts1 + TAc + 150, 1200].

If no attack is detected, then a third instance of a switch from the nominal control mode

to the attack-sensitive control mode is allowed, with the switching instance ts5 chosen

as a random integer over the interval [ts3 + TAc + 150, 1200]. No minimum dwell time is

specified for operation under the nominal mode, since the simulations consider a finite

number of switches between the different control modes.

Over all simulations considering the attack-free process, no alarms are observed, and

a minimum of two and a maximum of three control mode switches are implemented.

Over all simulations, the process is under the nominal mode at the end of the simulation.

Fig. 6.3a illustrates the values of the monitoring variable observed over a few time steps of
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a simulation of the attack-free process over which there are three consecutive switches from

the nominal to the attack-sensitive control mode implemented at time steps ts1 = 221,

ts3 = 767, and ts5 = 1313. Over all simulations of the attack-free process, no false alarms

are observed. While omitted for clarity in Fig. 6.3a, the monitoring variable values before

the time step ts1 evolve within the terminal set of the attack-free process under the

nominal control mode shown as the green set and no false alarms are observed until the

first switching instance ts1 = 221 when the control system switches to the attack-sensitive

control mode. No false alarms are observed during process operation under the attack-

sensitive control mode. As a result, after the dwell time under the attack-sensitive mode

elapses, the control system switches back to the nominal mode at time step ts1 + TAc .

As shown, no false alarm is observed at ts1 + TAc because the monitoring variable value

(indicated by the blue circle marker) is contained within the terminal set of the attack-

free process under the attack-sensitive control mode (indicated by the white set). While

omitted here for brevity, no false alarms are observed during process operation under the

nominal control mode, and a second switch to the attack-sensitive control mode occurs

at time step ts2 = 767, when the monitoring variable value (indicated by the red diamond

marker) is contained within the attack-free terminal set. Even after the second control

mode switch, no false alarms are observed, and the control system switches back to the

nominal control mode after the dwell time under the attack-sensitive mode elapses at time

step ts2 + TAc , when the monitoring variable value (indicated by the red circle marker) is

contained within the terminal set of the process under attack-sensitive mode. No false

alarms are observed even after a third switch from the nominal to the attack-sensitive

control mode occurs at ts3 (monitoring variable value shown by purple diamond marker)

followed by a switch back from the attack-sensitive to the nominal control mode at time

step ts3 + TAc (monitoring variable value shown by purple circle marker). The results

demonstrate that the proposed control mode switching strategy guarantees a zero false

alarm rate when implemented on the attack-free process.

Fig. 6.3b illustrates the values of the monitoring variable observed over some time steps

of one simulation of the process under the attack, over which the first switching instance
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is ts1 = 221. Until this control mode switch, the attack is not detected because the

monitoring variable values evolve within the terminal set of the attack-free process under

the nominal control mode. At the switching instance ts1 , the monitoring variable value

shown by the blue marker is contained within the terminal set of attack-free process under

the nominal mode (shown as the green set), meaning that no attack is detected. After

the control mode switch, no alarms are observed until the attack is detected at time

step td = 235 when the reachable sets of the attack-free process are contained entirely

within the terminal set of the attack-free process operated under the attack-sensitive

control mode. As shown in Fig. 6.3b, at the detection time step td, the monitoring

variable value of the process shown by the red diamond marker is not contained within

the terminal set of the attack-free process operated under the attack-sensitive control

mode. Over all simulations of the process under attack, detection of the attack occurs

after the first control mode switch within a minimum of 4 time steps and a maximum of

69 time steps from the switching instance. The results demonstrate that the reachable

set-based detection scheme in Eq. 6.15 guarantees attack detection with a zero false alarm

rate, for a randomly chosen switching instance, even when the output matrix Cx is non-

invertible.

6.3.2.1 Comparison of Randomized and Scheduled Control Mode Switching

This section demonstrates the application of the randomized control mode switching to

enable the detection of a “smart” attack that is designed to evade detection under a

scheduled control mode switching-enabled attack detection method. A simulation of the

CSTR process is considered, over which control mode switching is implemented per a

fixed schedule as shown in Fig. 6.4. As illustrated, the switching schedule allows for

two control mode switches between the nominal and the attack-sensitive control modes.

For switching from the nominal to the attack-sensitive control mode, the first switching

instance is ts1 = 300 and the second switching instance is ts3 = 900. If no attack is

detected on the process operated under the attack-sensitive control mode until the dwell

time of TAc = 150 time steps elapses, the controller switches back to the nominal mode. It

is assumed that an attacker who is aware of the switching schedule designs a smart attack
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that switches the attack matrices in sync with the control mode switching. Specifically,

the attacker uses an attack with Λy = 1.1 and Λu = 1.3 when the process is expected

to operate under the nominal control mode. While potentially detectable, the attack on

the process operated under the nominal control mode is not detected. However, when

the process is expected to operate under the attack-sensitive control mode, the attacker

switches to using an attack with Λy = 0.9 and Λu = 1.1 under which the attacked process

is stable. Similar to the attack on the process operated under the nominal mode, the

attack on the process operated under the attack-sensitive mode is potentially detectable;

however, the attack is such that it is not detected. The attack schedule is as shown in

Fig. 6.5a and Fig. 6.5b.

Fig. 6.4: Scheduled control mode switching for the CSTR process. A value of 0 on the
Y-axis indicates that the process is operated under the nominal mode, and a value of 1
on the Y-axis indicates that the process is operated under the attack-sensitive mode.

One simulation is performed that considers the closed-loop process under the smart attack,

with the control mode switch implemented per the schedule shown in Fig. 6.4. The process

is initialized under the nominal control mode, with its initial state chosen as the origin.

The reachable set-based detection scheme is used to monitor the process, similar to the

previous section. The values of the process disturbances and measurement noise are

varied at each time step over this simulation. The values of the monitoring variables at

the switching instances over this simulation are illustrated in Fig. 6.6a. The attack is not

detected over this simulation, demonstrating that an attacker with sufficient knowledge of
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the detection scheme may be able to design an attack that is capable of evading detection

under a scheduled control mode switch.

(a) (b)

Fig. 6.5: The attack schedule for the smart attack, which is designed to evade detection
under the scheduled control mode switching-based detection scheme. The figures illustrate
the attack schedule for: (a) the sensor-controller attack, and (b) the controller-actuator
attack.

Next, 1000 closed-loop simulations are performed considering the process subject to the

smart attack but with randomized (rather than scheduled) control mode switching. Over

each simulation, the same values of the process disturbances and measurement noise as

in the first simulation with the scheduled control mode switch are used. However, the

control mode switches are applied at randomly chosen time steps. Over each simulation,

a maximum of three control mode switches is allowed. The first control mode switching

instance from the nominal to the attack-sensitive control mode (ts1) is selected as a random

integer generated over the interval [99, 249]. The second switching instance from the

nominal to the attack-sensitive control mode (ts3) depends on the first switching instance

and is selected as a random integer generated over the interval [ts1 +TAc +151, ts1 +TAc +

451]. Finally, if an attack is not detected over the two previous control mode switches,

a third switch from the nominal control mode to the attack-sensitive control mode is

implemented at time step (ts5) selected as a random integer generated over the interval

[ts3 +T
A
c +151, ts3 +T

A
c +451]. The third switch from the nominal to the attack-sensitive

control mode is implemented only if ts3 + TAc + 151 < 1200 so that at the end of each
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simulation, the process is under the nominal control mode.

(a) (b)

Fig. 6.6: Values of the monitoring variable for the CSTR process under attack showing
(a) no attack detection with scheduled control mode switching (b) attack detection at
td = 235 under the randomized switching scheme after a control switch implemented at
ts1 = 221.

Over all simulations considering the process under the attack and the randomized control

mode switching, the detection of the smart attack occurs after the first control mode

switch within a minimum of 4 time steps and a maximum of 40 time steps from the

switching instance. Fig. 6.6b illustrates the attack detection over a simulation considering

the process under the smart attack with the randomized control mode switching-enabled

attack detection method. Over this simulation, the control mode switch is implemented

at time step ts1 = 221 leading to attack detection at td = 235. Because an attack is

detected after the first control mode switch, no further switches are implemented by the

detection scheme. The results demonstrate that from the perspective of enabling attack

detection, a randomized control mode switching method may be preferred to a scheduled

control mode switching method because an attacker may not be able to design a smart

attack that is capable of evading detection.

Remark 6.3.1. Fig. 6.4 is an illustrative example for the operation of the CSTR process

under the scheduled switching-enabled detection strategy. An operator may choose to im-

plement a switching-enabled detection strategy on the process that uses other periodic or
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non-periodic patterns for switching between the nominal and the attack-sensitive modes.

Irrespective of the pattern of operation, an attacker with knowledge of the switching sched-

ule may be able to design a detection-evading smart attack. Comparison of attack detection

between scheduled and randomized switching-enabled strategies for smart attacks designed

to evade detection under scheduled switching with patterns other than the one shown in

Fig. 6.4 may require a case-by-case analysis. Nevertheless, it is anticipated that operat-

ing the CSTR process under the randomized switching-enabled strategy will help preserve

the confidentiality of the detection scheme and thus enable attack detection over more

simulations than under the scheduled switching-enabled detection strategy.

6.3.2.2 Application to the Nonlinear CSTR Process

The application of the proposed switching-enabled attack detection method to detect a

smart attack on the nonlinear sampled-data model of the CSTR process is demonstrated.

In all simulations considered in this section, the CSTR is modeled using its continuous-

time nonlinear process model in Eq. 6.21, and the linear control law and the Luenberger

observer are applied with a zero-order hold that considers a sampling interval of ∆ =

1 × 10−2 h. To solve the differential equations modeling the CSTR, the explicit Euler’s

method is used with an integration time step of 1 × 10−4 h. The process disturbances

and measurement noise values are modeled as random numbers drawn from a Gaussian

distribution. Specifically, the disturbance in the feed concentration (∆CA0) is modeled as

a random variable drawn from a distribution with N (0, 0.0037) and the disturbance in the

sensor measuring the temperature of the feed to the reactor and the measurement noise in

the sensor measuring the temperature of the reactor is modeled as random variables drawn

from two distinct distributions withN (0, 1.125). The disturbances are drawn from normal

distributions with a smaller standard deviation than those used over the simulations in

the Section 6.3.2.1. This is performed to ensure the validity of the reachable and terminal

sets computed using the linear process model and enable process monitoring using the

detection scheme in Eq. 6.15.
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(a) (b)

Fig. 6.7: The values of the monitoring variable for the nonlinear CSTR under a smart
attack showing: (a) no attack detection with a scheduled control mode switch, and (b)
attack detection at time step td = 231 (2.31 h in real time) under the randomized switching
scheme after a control mode switch at time step ts1 = 221 (2.21 h in real time).

Similar to the previous section, first the closed-loop process under a smart attack (Fig. 6.5a

and Fig. 6.5b) is simulated with a scheduled control switching-enabled attack detection

method as in Fig. 6.4. Over this simulation, the closed-loop system is initialized at the

origin, and the process disturbances and measurement noise are varied at each sampling

instance. As illustrated in Fig. 6.7a, based on the values of the monitoring variables at the

switching instances, it can be seen that the smart attack is not detected with the sched-

uled control mode switching approach. Then 1000 simulations of the attacked process

with the same process disturbance and measurement noise considered in the simulation

with the scheduled switch are performed. Over each simulation, a randomized control

mode switching is implemented, where the switching instances are the same as over the

corresponding simulations for the linear CSTR process model in Section 6.3.2.1. Over all

simulations, detection of the attack occurs within a minimum of 5 time steps (0.05 h in

real time) and a maximum of 44 time steps (0.44 h in real time) from the first switching

instance. Fig. 6.7b illustrates the evolution of the monitoring variable over a few time

steps of the process under the smart attack, with the control mode switch implemented

randomly. Over this simulation, attack detection occurs at time step td = 231 (2.31 h in
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real time), which is 10 time steps after the first switch from the nominal control mode

to the attack-sensitive control mode is implemented at time step ts1 = 221 (2.21 h in

real time). The reachable set for the attack-free process at the detection time step is

contained entirely within the terminal set. The result highlights that, for this simulation,

monitoring of the process using a reachable set-based detection scheme may be preferable

to monitoring of the process using the terminal set-based detection scheme to aid in the

detection of the attack at the earliest time step possible. Following the detection of the

attack, the process is switched back to the nominal control mode and no further alarms

are observed in the detection scheme.

6.4 Conclusions

In this chapter, a cyberattack detection method that utilizes randomized control mode

switching to enable the detection of an attack on processes during transient operation was

presented. The proposed detection method guarantees no alarms in the detection scheme

for the attack-free process with the control mode switching. In developing the detection

method, the interdependence between the control parameters, closed-loop stability of the

attacked process, and the ability of a reachable set-based detection scheme to detect the

attack was exploited. As chemical processes are under prolonged operation at or near

their steady states, a modification of the detection method for application to processes

operating under steady-state conditions was proposed. Using two illustrative examples,

the application of the control mode switching for attack detection with zero false alarms

was demonstrated. In the first example, a scalar process under transient operation was

considered, while in the second example, a chemical process under steady-state operation

was considered. Finally, using simulations of the chemical process example, it was demon-

strated that a randomized control mode switch may prevent an attacker from learning the

switching schedule, thereby preventing them from designing a smart attack that evades

detection.
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Chapter 7

A Set-Based Control Mode Selection

Approach for Active Detection of

False Data Injection Cyberattacks

In this chapter, the selection of alternative active detection methods for detecting false-

data injection cyberattacks that alter the data communicated over the PCS communica-

tion channels is considered. In particular, two alternative control modes, one involving

changing set points and the other involving switching control parameters, are considered

for the active detection of a class of stealthy false data injection attacks. Implementing

either control mode induces perturbations in the closed-loop process. To guarantee the

detection of an attack, the perturbations induced from implementing a control mode on

the attacked process should be “attack-revealing.” Reachability analysis is used to present

a condition that if satisfied means that an attack will be detected, forming the basis of

attack-revealing perturbations. Using the condition, a screening algorithm that may be

used to choose a control mode that guarantees the detection of an attack is presented.

The application of the screening algorithm is demonstrated using an illustrative process

example.
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7.1 Preliminaries

7.1.1 Notation

Rn is the n-dimensional Euclidean space. Z+ is the set of non-negative integers. For a

square matrix A ∈ Rn×Rn, its spectral radius is defined as ρ(A) = maxi|λi(A)|, where λi
is the ith eigenvalue of the matrix A. Given two sets X ∈ Rn and Y ∈ Rn, their Minkowski

sum is defined as X ⊕ Y = {x′ + y′ | x′ ∈ X , y′ ∈ Y}. Given a set X ⊂ Rn and a matrix

A ∈ Rn × Rn, the linear map of X under A is defined as AX = {Ax′ | x′ ∈ X}, and⊕N
i=0A

iX represents X ⊕ AX ⊕ . . .⊕ ANX .

7.1.2 Class of Processes

Processes modeled by discrete-time linear time-invariant dynamics are considered:

xt+1 = Axxt +Buut +Bwwt (7.1a)

yt = Cxxt + vt (7.1b)

where xt ∈ Rn is the state vector, ut ∈ Rl is the manipulated input vector, wt ∈ W ⊂ Rp is

the process disturbance vector, yt ∈ Rm is the measured output vector, and vt ∈ V ⊂ Rm

is the measurement noise vector. Without loss of generality, t = 0 is taken to be the

initial time. The sets W and V are convex polytopes. Ax, Bu, and Cx are matrices of

appropriate dimensions, and Bu has full column rank.

A Luenberger observer is used to estimate the states:

x̂t+1 = Axx̂t +Buut + L(yt − ŷt) (7.2a)

ŷt = Cxx̂t (7.2b)

where x̂t ∈ Rn is the estimated state vector, ŷt ∈ Rm is the estimated output vector,

and L ∈ Rn × Rm is the observer gain. The control objective is to operate at a desired

operating steady-state xs ∈ Rn. To achieve the control objective, the control input is:

ut = −K(x̂− xs) + us (7.3)

where K ∈ Rl × Rn is the controller gain and us is the controller bias used to achieve

offset-free control. For simplicity, the expected value of the process disturbance is assumed
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to be zero. The bias may be computed from:

us = Gu(I − Ax)xs (7.4)

where Gu = ((Bu)TBu)−1(Bu)T ∈ Rl × Rn is the left pseudo-inverse of Bu. In this work,

changing the operating steady-state is considered. The operating steady-state is referred

to as the set point for simplicity. The set points are assumed to be selected such that

they are reachable in the sense that there exists us ∈ Rl satisfying Eq. 7.4.

The state estimation error dynamics are given by:

et+1 = (Ax − LCx)et +Bwwt − Lvt (7.5)

where et := xt − x̂t ∈ Rn denotes the state estimation error. The collective dynamics

of the closed-loop process encompass both the process states and the estimation error.

To facilitate the analysis, an augmented state vector ξt := [xTt eTt ]
T is defined, and its

dynamics are given by:

ξt+1 =

Ax −BuK BuK

0 Ax − LCx


︸ ︷︷ ︸

=:Aξ(K,L)

ξt +

Bw 0

Bw −L


︸ ︷︷ ︸

=:Bd(L)

dt

+

Bu(Gu(I − Ax) +K)

0


︸ ︷︷ ︸

=:Bs(K)

xs

(7.6)

where dt := [wTt vTt ]
T ∈ D and D :=W × V . For simplicity of presentation, the vector dt

is called the disturbance vector and the set D is called the disturbance set. Since W and

V are assumed to be convex polytopes, D is a convex polytope.

To ensure stable closed-loop behavior, the controller and observer gains are selected such

that all eigenvalues of the matrices Ax −BuK and Ax − LCx are strictly within the unit

circle. Due to the presence of process disturbances and measurement noise, the closed-

loop process is persistently perturbed. As a result, the augmented state of the process

is ultimately bounded within the minimum invariant set, which is the limit set of all
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trajectories of the process [79]. The minimum invariant set of the process is given by [77]:

Rξ
∞(xs) =

∞⊕
i=0

Aξ(K,L)iDe(xs) (7.7)

where De(xs) = Bd(L)D ⊕Bs(K){xs}.

7.1.3 Class of False Data Injection Attacks

The process is vulnerable to false data injection (FDI) attacks. These attacks alter the

output (yt) transmitted via the sensor-controller link and the input (ut) conveyed over

the controller-actuator link so that the altered values are received by the controller and

actuators. Additive and multiplicative FDI attacks are considered where the relationships

between the unaltered and altered values may be described as:

yat = Λyyt + δyt (7.8a)

uat = Λuut + δut (7.8b)

If Λθ ̸= I (θ ∈ {y, u}), the attack alters the data over a communication link by multiplying

it with the factor Λθ. If δθt ̸= 0, the attack alters the data over a communication link by

adding a bias δθt . θ = y represents the sensor-controller link, and θ = u represents the

controller-actuator link. The variables δyt and δut are assumed to be bounded within a

convex polytope, i.e., δt :=

δut
δyt

 ∈ ∆ for all t ∈ Z+

An attack on the closed-loop process alters the evolution of its augmented state as follows:

ξt+1 =

Ax −BuΛuK BuΛuK

L(I − Λy)Cx Ax − LCx


︸ ︷︷ ︸

=:Aξa (K,L)

ξt +

 0 Bu

−L 0


︸ ︷︷ ︸

=:Bδa (L)

δt

+

Bw 0

Bw −LΛy


︸ ︷︷ ︸

=:Bda (L)

dt +

BuΛu(Gu(I − Ax) +K)

0


︸ ︷︷ ︸

=:Bsa (K)

xs

(7.9)

Eq. 7.9 is formulated with the assumption that the observer states are driven by the

implemented control action (uat ). From Eq. 7.9, the process can be destabilized by a
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multiplicative attack, i.e., ρ(Aξa(K,L)) > 1. However, an additive attack with Λu = I

and Λy = I does not alter the closed-loop stability.

When the process is subjected to an FDI attack, the process is referred to as the at-

tacked process. The term attack-free process is used to describe the closed-loop process

without an attack. When the attacked process is stable, the augmented states are ulti-

mately bounded within its minimum invariant set, which is a compact set. The minimum

invariant set is:

Rξ
∞(xs) =

∞⊕
i=0

Aξa(K,L)iDa(xs) (7.10)

where Da(xs) := BdaD⊕Bδa∆⊕Bsa(K){xs}. If the attack is destabilizing, the setRξ
∞(xs)

is unbounded.

7.1.4 Monitoring Variable and Set-Based Detection Scheme

An attack alters the evolution of the augmented state from its expected attack-free evolu-

tion. However, since the augmented state cannot be measured directly, detection schemes

monitor the evolution of a monitoring variable to detect anomalous behavior. A moni-

toring variable (η := [yT rT ]T ) that is a concatenation of the measured output and the

residual vector (r := y − ŷ) is used to monitor the process. For the attack-free process,

its monitoring variable may be expressed as a linear combination of the augmented state

and the disturbance vectors:

ηt =

Cx 0

0 Cx


︸ ︷︷ ︸

=:Cη

ξt +

0 I

0 I


︸ ︷︷ ︸

=:Dη

dt (7.11)

For the attacked process, its monitoring variable may be expressed as a linear combination

of the augmented state, the disturbance vector, and the attack biases added to the sensor-

controller link as:

ηt =

 ΛyCx 0

(Λy − I)Cx Cx


︸ ︷︷ ︸

=:Cηa

ξt +

0 Λy

0 Λy

 dt +
δyt
δyt


︸ ︷︷ ︸

=:dat

(7.12)

where dat ∈ Dηa(xs) :=

0 Λy

0 Λy

D ⊕
0 I

0 I

∆ for all t ∈ Z+.
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Chemical processes typically operate at steady-state for extended duration, ensuring that

the augmented state remains within its minimum invariant set. In the absence of attacks,

the monitoring variable is contained within a well-defined set when ξt ∈ Rξ
∞(xs). From

Eq. 7.10 and Eq. 7.11, this set, called the terminal set, is represented as:

Rη
∞(Rξ

∞(xs)) = CηRξ
∞(xs)⊕DηD (7.13)

The terminal set for the attack-free process encompasses all conceivable values of the

monitoring variable across all time steps (t ∈ Z+) and under all disturbances (dt ∈ D)
when ξt ∈ Rξ

∞(xs). Therefore, the terminal set can be used to verify the integrity of

monitoring variable values. To monitor for attacks, a terminal set membership-based

detection scheme is employed:

ϕ(ηt) =

0, ηt ∈ Rη
∞(Rξ

∞(xs))

1, ηt ̸∈ Rη
∞(Rξ

∞(xs))

(7.14)

where ϕ : R2m → {0, 1} is the detection scheme mapping. The scheme generates an output

of 0 when the monitoring variable resides within its attack-free terminal set, meaning that

no attack is detected. If the monitoring variable falls outside the attack-free terminal set,

the detection scheme outputs a 1, indicating the detection of an attack.

If the process operates for a sufficiently long period after an attack and the closed-loop

process is stable, the augmented state will converge to the minimum invariant set un-

der the attack (Rξa
∞(xs)). For analysis purposes, the corresponding terminal set of the

monitoring variable can be computed from Rξa
∞(xs), given by:

Rηa
∞(Rξa

∞(xs)) = CηaRξa
∞(xs)⊕Dηa(xs) (7.15)

7.2 Active Detection for Stealthy Attacks

The terminal set-based detection scheme in Eq. 7.14 is passive, as it monitors the process

for attacks without utilizing any external intervention or perturbations. An attacker may

be able to carry out stealthy attacks that are capable of evading detection. Stealthy

attacks with respect to the passive terminal set-based detection scheme in Eq. 7.14 may
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be defined as attacks such that the monitoring variable of the attacked process is such

that ηt ∈ Rη
∞(Rξ

∞(xs)) for all time steps t ∈ Z+. As a result, the terminal set-based

detection scheme generates an output of 0 and fails to detect a stealthy attack.

An active detection method utilizing an external intervention to perturb the attacked

process may be used to enable the detection of a stealthy attack. In prior chapters and

work, an active detection method that utilized changing control parameters (K,L) online

to enhance the detection capabilities of multiplicative FDI attacks was presented [48, 50].

Specifically, the control system intermittently switches to operate in the so-called attack-

sensitive mode. The control parameters for the attack-sensitive mode are selected such

that the attack-free process is stable, but some attacks will destabilize the process. Under

certain conditions, these attacks will be detected under the attack-sensitive mode.

The active detection method involving operating under an attack-sensitive mode could

be applied to detect stealthy attacks. However, operating in a mode that allows some

attacks to destabilize the process may be undesirable. For example, an unstable process

can result in exponential growth in the states, which may lead to the states breaching the

safety limits of process equipment. Moreover, attack-sensitive control parameters may not

exist for certain attacks. For example, an additive attack, i.e., an attack such that Λu = I

and Λy = I, does not destabilize the process. Therefore, alternative active detection

methods should be considered. In the literature, several active detection methods have

been proposed (e.g., [104–111]). In this work, two active detection methods are considered:

changing the control parameters and the set point, which define alternative operating

modes of the control system to enable the detection of stealthy attacks. A framework for

evaluating if an attack is guaranteed to be detected under this active method is developed

for these control modes.

7.2.1 Active Detection with Set Point and Control Parameter

Changes

The process after extended operation near the initial set point xsi under control parameters

(Ki, Li) is considered so that the augmented state has converged to either Rξ
∞(xsi ) or

Rξa
∞(xsi ), depending on whether the process is attack-free or subjected to an attack. Under
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the active detection method, a set point change from xs = xsi to x
s = xsf and/or a control

parameter switch from (K,L) = (Ki, Li) to (K,L) = (Kf , Lf ) is implemented. Without

loss of generality, the time step in which the active detection method is implemented at t =

0. While not essential to the problem formulation, the initial set point and initial control

parameters (Ki, Li) are taken to be selected based on the desired operating set point

and standard controller design methods. However, the final set point and/or final control

parameters are selected to guarantee attack detection. Ultimately, the goal is to select

the set point and control parameters to enable the detection of a given attack, defined by

Λu, Λy, and ∆, that is stealthy with respect to the terminal set-based detection scheme.

The attack-free and attacked process are stable under both sets of control parameters in

the sense that ρ(Aξa(Ki, Li)) < 1 and ρ(Aξa(Kf , Lf )) < 1 (instability under an attack as

a mechanism for attack detection has been previously addressed [48, 50]).

A set point change and/or control parameter change perturbs the process by exciting the

process dynamics. From Eq. 7.11 and Eq. 7.12, the values of the monitoring variable

depend upon the augmented state, the disturbances acting on the process, and the attack

(in the case of the attacked process). For the closed-loop stable process, a perturbation

causes the process states to evolve outside the minimum invariant set under the initial

steady-state for a transient period until the states are ultimately bounded within the

minimum invariant set of the process at the final steady-state. During the transient pe-

riod, the monitoring variable values may not be contained within their terminal sets. The

terminal set-based detection scheme in Eq. 7.14 does not account for transient behavior

in the attack-free process, and generates false alarms during the transient period after im-

plementation of the active detection method. To monitor the process during the transient

period with no false alarms, a reachable set-based detection scheme may be used [49].

During the transient period, the possible states reached for the attack-free and attacked

process are described by the reachable sets of the process [49]. From Eq. 7.6 and Eq. 7.9,

the reachable sets of the attack-free and the attacked process are:

Rξ
t (x

s
f ) = Aξ(K,L)Rξ

t−1(x
s
f )⊕De(xsf ) (7.16a)

Rξa
t (x

s
f ) = Aξa(K,L)Rξa

t−1(x
s
f )⊕Da(xsf ) (7.16b)
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for t > 0 where, with slight abuse of notation, the initial sets are Rξ
0 = Rξ

∞(xsi ) and

Rξa
0 = Rξa

∞(xsi ). Eq. 7.16a describes the evolution of the reachable sets for the attack-

free augmented states from an initial set of states that is the minimum invariant set of

the attack-free process at the initial steady-state. Eq. 7.16b describes the evolution of

the reachable sets for the augmented states of the attacked process from an initial set of

states that is the minimum invariant set of the attacked process at the initial steady-state.

From Eq. 7.11 and Eq. 7.12, the reachable sets of the monitoring variables describe their

evolution for the attacked and the attack-free processes as:

Rη
t (Rξ

t (x
s
f )) = CηRξ

t (x
s
f )⊕DηD (7.17a)

Rηa
t (Rξa

t (x
s
f )) = CηaRξa

t (x
s
f )⊕Dηa (7.17b)

for t > 0.

For the attack-free process, its monitoring variable values evolve within its reachable

sets. A reachable set-based detection scheme designed to utilize the reachable sets for the

attack-free process as a certificate to verify the fidelity of the monitoring variable values

is used to monitor the process for attacks [49]:

ϕt(ηt) =

0, ηt ∈ Rη
t (Rξ

t (x
s
f ))

1, ηt ̸∈ Rη
t (Rξ

t (x
s
f ))

(7.18)

where ϕt(ηt) is the output of the detection scheme at the time step t > 0. The detection

scheme generates an output of 1 if the monitoring variable is not contained within its

attack-free reachable set, meaning that an attack is detected. However, if the monitor-

ing variable is contained within the attack-free reachable set, then the detection scheme

generates an output of 0 indicating a lack of attack detection.

7.2.2 Selecting an Attack-Revealing Control Mode for Active

Detection

From Eq. 7.17a and Eq. 7.17b, the monitoring variable values for the attack-free and the

attacked processes are contained within their respective reachable sets. If at some time,

the reachable sets of the monitoring variable for the attacked and the attack-free processes
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at that time step do not intersect, then there exist no values of monitoring variable values

of the attacked process, that are contained within the reachable set of the attack-free

process. It follows from this reasoning that the perturbation induced by switching the

control mode is attack-revealing if, at some time step t > 0, the reachable sets of the

monitoring variable for the attacked and the attack-free process satisfy:

Rη
t (Rξ

t (x
s
f )) ∩Rηa

t (Rξa
t (x

s
f )) = ∅ (7.19)

The reachable set-based detection scheme in Eq. 7.18 monitors the process based on the

reachable sets for the attack-free process, attack detection is guaranteed at the time step

t if the perturbation induced is attack-revealing, i.e., if Eq. 7.19 is satisfied.

In the discussion that follows, a screening algorithm that leverages Eq. 7.19 to enable the

selection of a control mode that guarantees attack detection is presented. The algorithm

is implemented offline and requires that the reachable sets for the attacked and the attack-

free processes operated under a given control mode be computed, and the satisfaction of

Eq. 7.19 be checked. If at some time step td ∈ Z+, the reachable sets of the attack-free

and the attacked processes satisfy Eq. 7.19, then the control mode chosen induces attack-

revealing perturbations in that it guarantees the attack detection. However, if Eq. 7.19 is

never satisfied, then it means that the control mode induced does not guarantee attack

detection.

Before introducing the algorithm, a practical implementation challenge is discussed. En-

suring the satisfaction of Eq. 7.19 requires computing reachable sets for both the attack-

free and attacked processes, potentially extending to an infinite number of time steps,

which is infeasible. The algorithm must strike a balance between checking a finite num-

ber of reachable sets and the computational complexity. More specifically, a possibility

exists that the condition in Eq. 7.19 is satisfied for some time step after the time step that

the algorithm is terminated. To manage this tradeoff, a parameter tf > 0 is introduced,

which is the number of time steps to compute the reachable sets before terminating the

algorithm. Opting for a large tf may reduce the possibility that Eq. 7.19 is satisfied for

some time after tf but may increase computational demands, while selecting a small tf

may heighten this possibility but may reduce computation. This is grounded in the un-
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derstanding that, given an error threshold, there exists a time duration large enough for

the reachable sets to converge to an invariant set containing the minimum invariant set.

The discrepancy between the invariant set and the true minimum invariant set depends on

the chosen error threshold [77, Theorem 1]. On a more practical level, choosing tf could

involve selecting the number of time steps at which it becomes essential to detect the

attack, especially if operating under the alternative control mode for prolonged periods is

undesirable.

The inputs to the screening algorithm include the attack model (Λy, Λu, and ∆), the

reachable sets of the augmented state, the final steady-state xsf , the control parameters

(Kf , Lf ), and the termination time step tf . The algorithm is initialized at the time step

t = 0, where the initial sets for the attacked and the attack-free processes are their respec-

tive minimum invariant sets at the initial steady-state. The main part of the algorithm

involves checking if Eq. 7.19 is satisfied. The screening algorithm is terminated if Eq. 7.19

is satisfied at td < tf , indicating that attack detection is guaranteed at td or if Eq. 7.19 is

not satisfied at the time step t = tf , indicating that attack detection is not guaranteed.

Remark 7.2.1. A systematic approach to determining tf involves tracking the conver-

gence of reachable sets to their respective minimum invariant sets. More precisely, as

outlined in [79], invariant outer ϵ-approximations of the minimum invariant sets can be

calculated by incorporating a predefined error threshold (ϵ > 0). By computing the reach-

able sets for both the attack-free and attacked processes and verifying their containment

within the approximate minimum invariant sets, the convergence of the reachable sets can

be ascertained. If both reachable sets converge to their minimum invariant sets, encapsu-

lating them completely, two times, t1 and t2, are defined, representing when the attack-free

and attacked process reachable sets converge to the approximate minimum invariant set.

In this case, the choice of termination time step is tf = max(t1, t2). This method offers

control over the error caused by limiting the computation to a finite number of reachable

sets.

184



Algorithm 4: Algorithm to screen an active detection method for its ability to guar-

antee attack detection

Inputs: Λy, Λu, ∆, (Kf , Lf ), xsf , tf , Rξ
t (x

s
f ) and Rξa

t (x
s
f ) for t ∈ (0, tf ].

Initialization: t = 0, Rξ
0 = Rξ

∞(xsi ), Rξa
0 = Rξa

∞(xsi ), td =∞, (K,L) = (Kf , Lf )

1 do

2 Compute the reachable sets for the monitoring variable in Eq. 7.17a and

Eq. 7.17b.

3 if Eq. 7.19 is satisfied then

4 The chosen control mode guarantees attack detection at td = t.

5 else if t = tf then

6 The chosen control mode does not guarantee attack detection.

7 else

8 Set t← t+ 1

9 while td =∞;

7.3 Application to an Illustrative Process

A process under a simultaneous sensor-controller link and controller-actuator link FDI

attack is considered:

xt+1 = xt + uat + wt

uat = −ΛuK(x̂t − xs) + δut

yat = Λy(xt + vt) + δyt

where xt ∈ R is the state, uat ∈ R is the control action received by the control actuators,

wt ∈ W := {w′ | |w′| ≤ 1} is the process disturbance, yat ∈ Rm is the measured output

received by the controller, and vt ∈ V := {v′ | |v′| ≤ 1} is the measurement noise. For this

integrating process, there is an equilibrium manifold corresponding to the steady-state

input us = 0. The initial steady-state is the origin, i.e., xsi = 0. The control parameters

chosen to operate the process at the initial steady-state are (Ki, Li) = (0.8541, 0.618).

An attack with Λy = 0.86, Λu = 1.1, δyt = 0.1, and δut = −0.028 is considered. The MPT

3.0 toolbox is used for polytope computations [82].
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The following results encompass the evaluation of various attack detection methods and

schemes. To verify the detectability characteristics of the attack across these methods

and schemes, 1000 simulation scenarios have been generated. Within each scenario, an

initial condition is randomly selected from the minimum invariant set of the attacked

process (Rξa
∞(xsi )). Additionally, random sequences are generated to simulate process

disturbances and measurement noise. Each element within these sequences is drawn from

N (0, 3.33× 10−2) and each simulation scenario spans 100 time steps.

Fig. 7.1: Terminal sets of the monitoring variable for the attacked and the attack-free
processes at the initial steady-state xsi = 0 with control parameters (Ki, Li).

The detectability properties of this attack under the terminal set-based detection scheme

in Eq. 7.14 are first investigated. To analyze the detectability of the attack under the

detection scheme, the terminal sets of the monitoring variable for the attack-free and the

attacked process are computed. The terminal set of the attacked process is contained en-

tirely within the terminal set of the attack-free process, i.e., Rηa
∞(Rξa

∞(xsi )) ⊂ Rη
∞(Rξ

∞(xsi ))

(Fig. 7.1). This implies that the attack is undetectable, i.e., stealthy with respect to the

detection scheme because for any ξt ∈ Rξa
∞(xsi ), ηt ∈ Rηa

∞(Rξa
∞(xsi )) ⊂ Rη

∞(Rξ
∞(xsi )). To

verify the undetectability of the attack, 1000 closed-loop simulations of the attacked pro-

cess are performed. The attack is not detected in any of these simulations. To enable the
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detection, an active detection method may be needed to detect this attack.

One active detection option is to change the control parameters to so-called attack-

sensitive parameters, where the closed-loop process with these parameters is stable under

attack-free operation and is destabilized under the attack. One choice for control param-

eters for the attack-sensitive mode is K = 1.57 and L = 1.28. To analyze the detection

under this active detection method, 1000 simulations of the attack process are performed

where the control parameters change from the initial control parameters to the attack-

sensitive parameters at the initial time. A reachable set-based detection scheme (Eq. 7.18)

is utilized to monitor the process. The attack is detected over 996 simulations. For the

simulations where the attack is detected, the detection times ranged from 28 to 96 times.

These results demonstrate that operating under the attack-sensitive mode enhances the

detection capabilities. However, under the attack-sensitive mode, the attack renders the

closed-loop process unstable, which may be undesirable, and alternative active detection

methods may be preferable.

Other active detection methods that may enable attack detection without destabilization

are considered. To check if a particular active detection method guarantees attack detec-

tion, Algorithm 4 is applied and implemented as follows. The method described in [79]

is used to compute outer approximation of the minimum invariant sets of the attack-

free and attacked processes for the initial steady-state and control parameters and the

final steady-state and control parameters, i.e., the sets Rξ
∞(xsi ), Rξa

∞(xsi ), Rξ
∞(xsf ), and

Rξa
∞(xsf ). The specified error bound on these calculations is 1 × 10−3. To determine the

termination time of the algorithm (tf ), the reachable sets of the attack and attack-free

process with initial sets Rξ
∞(xsi ) and Rξa

∞(xsi ) are computed until the reachable sets are

contained within the outer approximation of the attack-free and attacked minimum in-

variant sets for the final steady-state and control parameters. Defining t1 and t2 as the

time steps at which the attack-free and attacked reachable sets are first contained with

their corresponding minimum invariant sets, respectively, tf is taken to be max(t1, t2).

The satisfaction of Eq. 7.19 is verified by checking for the existence of a point satisfying

both sets of inequalities describing the two reachable sets of the monitoring variable for
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the attack-free and the attacked processes. Specifically, a feasibility problem, cast as a

linear program, is constructed and solved for all t ∈ [0, tf ].

Fig. 7.2: Reachable sets of the monitoring variable at t = 1 and the terminal sets of the
monitoring variable for the attacked and the attack-free process under a control mode
with xsf = −2 and (Kf , Lf ) = (1.5, 0.1).

The first alternative active detection method considered utilizes a set point change to shift

the operation of the process to a neighborhood of the steady-state xsf = −2 and with the

control parameters (Kf , Lf ) = (1.5, 0.1). Under these control parameters, the eigenvalues

of the closed-loop attacked process are -0.67 and 0.92, indicating that the closed-loop

process is stable in the presence of attack. In this case, t1 = 53 and t2 = 75, so tf = 75.

Using Algorithm 4, Eq. 7.19 is not satisfied for any time step, and therefore, attack

detection is not guaranteed. Fig. 7.2 illustrates the reachable sets of monitoring variable

for the attacked and the attack-free processes at the time step t = 1, and the terminal

sets of the monitoring variable for the attacked and the attack-free processes under the

chosen active detection method, showing that Eq. 7.19 is not satisfied. From Fig. 7.2,

parts of both sets Rηa
1 (Rξa

1 (xsf )) and Rηa
∞(Rξa

∞(xsf )) are not contained within the attack-

free sets Rη
1(Rξ

1(x
s
f )) and Rη

∞(Rξ
∞(xsf )), respectively, indicating that attack detection is

(theoretically) possible. However, the lack of separation of these sets, indicates that attack
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detection is not guaranteed.

Fig. 7.3: Reachable sets of the monitoring variable for the attacked and the attack-free
process at td = 1 under a control mode with xsf = −30 and (Kf , Lf ) = (1.5, 0.1).

To verify the detection properties of the attack under the first alternative active detection

method, 1000 closed-loop simulations of the attacked process monitored by the reachable

set-based detection scheme in Eq. 7.18 are performed under the active detection method.

The attack is detected in 114 simulations. For the simulations where the attack is detected,

the attack is detected at either time step 1 or 2. While the attack may be detected with

this active detection method, detection is not guaranteed.

A second active detection method using a set point change to xsf = −30, and a con-

trol parameter switch to (Kf , Lf ) = (1.5, 0.1) is considered. The reachable sets of the

augmented state for the attacked and the attack-free processes are computed and the

termination time step for Algorithm 4 is determined to be as tf = max(t1, t2) = 119,

with t1 = 92 and t2 = 119. Algorithm 4 is applied, and the control mode chosen is de-

termined to guarantee attack detection at the time step td = 1. Fig. 7.3 illustrates that

the reachable sets for the attacked and the attack-free processes do not intersect at the

time step td = 1, satisfying Eq. 7.19. One thousand simulations of the attacked process

under this active detection method and monitored by the reachable set-based detection

scheme are performed. The attack is detected in all simulations at the time step td = 1,
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demonstrating that the active detection method chosen guarantees attack detection. This

active detection method guarantees detection, detects the attack quicker than the other

methods, and does not result in an unstable closed-loop process under the attack.

7.4 Conclusions

Two control modes for the active detection of a class of stealthy false data injection cyber-

attacks were presented. Reachability analysis was used to present a screening algorithm

that may be used to select an active detection method that guarantees attack detection.

The application of the screening algorithm was demonstrated using an illustrative process

example.
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Chapter 8

Conclusions

In this dissertation, approaches for control-enabled active detection of cyberattacks on

process control systems (PCSs) were presented. Approaches presented considered the de-

tection of false data injection (FDI) attacks, which alter the operational data over PCS

communication links. First, a characterization is performed of the influence of control pa-

rameters on the ability of a class of passive detection schemes (that aid in attack detection

without external intervention) to detect attacks which is defined as attack detectability.

The characterization is exploited to present a controller screening algorithm that may

be used to identify and discard control parameters that may mask an attack from the

detection scheme. Even when the control parameters are chosen so that they do not mask

an attack, the attack may be designed to evade detection by a passive detection this.

Realizing this, an active detection method that enhances the attack detection capabili-

ties of the passive detection scheme using an external intervention in the form of a PCS

design parameter switch was proposed. PCS design parameter switching on a process

under steady-state operation may excite process dynamics and trigger false alarms in the

detection scheme. An active detection scheme that schedules PCS parameter switching

to avoid transient behavior was proposed for false alarm minimization. To account for

transient process behavior, a reachable set-based attack detection scheme was proposed.

An active detection method utilizes the reachable set-based attack detection scheme, and

randomized PCS design parameter switching was proposed to enable attack detection,

with zero false alarms, and while guaranteeing a zero false alarm rate. The PCS de-
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sign parameter switching active detection methods proposed enabled attack detection by

utilizing a switch to PCS design parameter chosen such that an attack destabilizes the

process. Destabilizing for attack detection may not be preferred. Therefore, an alterna-

tive attack detection method utilizing a PCSs design parameter switching and/or setpoint

change was presented for attack detection without destabilization.

Work presented in this dissertation considered FDI attacks that may be modeled as multi-

plicative and/or additive attacks. Future work may focus on the development of methods

for control-enabled detection of other FDI attacks (e.g., replay attacks) may be a possible

subject for extending the present work. Development of approaches for alternative control

mode selection based on the attack model may also be explored. Finally, all theoretical

work presented in this dissertation have considered processes modeled by LTI dynamics.

Therefore, extension of results presented to nonlinear processes modeled may be explored.
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Appendix A

Proofs for Chapter 2

Theorem 3. Consider the closed-loop process represented by the dynamics in Eq. 2.1

under a multiplicative sensor-controller link attack of magnitude Λ ̸= I with the controller

in Eq. 2.4 using the state estimate from the observer in Eq. 2.3 and monitored by a

detection scheme that fits the model for the class of residual-based detection scheme in

Eq. 2.11. Let the closed-loop process be stable in the sense that all the eigenvalues of Aξ

and Aξa (Eq. 2.6) are within the unit circle. If Dest
r and Dest

ra are numerical estimates of

residual sets computed based on Eq. 2.16 and Rest
a ≤ Rest

e where Rest
e := max

r′∈Destre
∥r′∥ and

Dest
re := Dest

r ⊖ ArBn
∞(ϵ), then the attack is undetectable.

Proof. From Eq. 2.17, Dest
r ⊆ Dr ⊕ ArBn

∞(ϵ) so, by the standard property of Minkowski

difference of sets[112]

Dest
re := Dest

r ⊖ (ArB
n
∞(ϵ)) ⊆ Dr (A.1)

making Dest
re ⊆ Dr an inner approximation of Dr. Since Dest

re is an inner approximation

of Dr, R
est
e ≤ R where Rest

e := max
r′∈Destre

∥r′∥. The set Dest
ra is an outer approximation of Dra

and Rest
a ≥ Ra. Therefore, R

est
a ≤ Rest

e implies that:

Ra ≤ Rest
a ≤ Rest

e ≤ R

or Ra ≤ R, and the attack is undetectable.
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Appendix B

Proofs for Chapter 3

Proposition 13. Consider the closed-loop process operated at steady-state with control

system parameters (K,L) under a multiplicative sensor-controller link attack of magnitude

Λ. If the attack is such that the closed-loop process remains stable, i.e., the eigenvalues of

Aξ(Λ, K, L) lie within the unit circle, the multiplicative attack is undetectable with respect

to the detection scheme in Eq. 3.10, if and only if Dr(Λ, K, L) ⊆ Dr(I,K, L).

Proof. Consider the closed-loop process operated at steady-state with control system pa-

rameters (K,L) under a multiplicative sensor-controller link attack of magnitude Λ. If the

pair (K,L) are stabilizing under the attack, then the minimum invariant set of the process

Dξ(Λ, K, L) is compact and forward invariant. Additionally, the augmented state of the

attacked closed-loop process is bounded within its minimum invariant set for all time,

i.e., ξ(t) ∈ Dξ(Λ, K, L) for all t ≥ 0. As a result, the residuals of the attacked closed-loop

process are also bounded within the terminal set of residuals, i.e., r(t) ∈ Dr(Λ, K, L)

for all ξ(0) ∈ Dξ(Λ, K, L) and d ∈ F . If the terminal residual set of the attacked

process is a subset of or equal to the terminal residual set of the attack-free process

(Dr(Λ, K, L) ⊆ Dr(I,K, L)), the residuals of the attack process are contained within its

attack-free terminal residual set, i.e., r(t) ∈ Dr(Λ, K, L) ⊆ Dr(I,K, L) for all t ≥ 0 and

the attack is undetectable. Hence, the attack is undetectable ifDr(Λ, K, L) ⊆ Dr(I,K, L).

To show that Dr(Λ, K, L) ⊆ Dr(I,K, L) is also a necessary condition for undetectability,

the proof proceeds by contradiction. Assume there is an undetectable multiplicative
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sensor-controller link attack of magnitude Λ on the closed-loop process with control system

parameters (K,L) such that the attacked closed-loop process is stable and the terminal

residual set of the attacked process is not a subset of or equal to the terminal residual

set of the attack-free process, i.e., Dr(Λ, K, L) ̸⊆ Dr(I,K, L). Based on the definition

of undetectable attacks, the multiplicative sensor-controller link attack is such that for

any augmented state initialized in the minimum invariant set of the attacked process

ξ(0) ∈ Dξ(Λ, K, L) and all d ∈ F , the residuals of the attacked process are contained

within the attack-free terminal residual set, i.e., r(t) ∈ Dr(I,K, L) for all time t ≥ 0. Since

Dr(Λ, K, L) ̸⊆ Dr(I,K, L), the set Dr(Λ, K, L) \ Dr(I,K, L) is non-empty. Moreover,

there exist ξ(0) ∈ Dξ(Λ, K, L) and d ∈ F that result in r(t) ∈ Dr(Λ, K, L)\Dr(I,K, L) for

some t ≥ 0 implying that r(t) ̸∈ Dr(I,K, L) for some t ≥ 0. This leads to a contradiction,

completing the proof.

Proposition 14. Consider the closed-loop process operated at steady-state with control

system parameters (K,L) under a multiplicative sensor-controller link attack of magni-

tude Λ. If the attack is such that (1) the attacked closed-loop process is stable with the

eigenvalues of Aξ(Λ, K, L) within the unit circle, and Dr(Λ, K, L) ̸⊆ Dr(I,K, L), or (2)

the attacked closed-loop process is such that maxi|λi(Aξ(Λ, K, L)| > 1, then the attack is

potentially detectable with respect to the detection scheme in Eq. 3.10.

Proof. The proof is divided into two parts. Part 1 considers the case when the attacked

closed-loop process is stable, but Dr(Λ, K, L) ̸⊆ Dr(I,K, L). Part 2 considers the case

when the attack renders the closed-loop process unstable in the conventional sense such

that maxi|λi(Aξ(Λ, K, L))| > 1.

Part 1: Consider that the attacked closed-loop process remains stable with the eigenvalues

of Aξ(Λ, K, L) lying within the unit circle, andDr(Λ, K, L) ̸⊆ Dr(I,K, L). Since the origin

is contained within the disturbance set (i.e., 0 ∈ F ), the origin is contained within the

minimum invariant sets: Dξ(I,K, L) and Dξ(Λ, K, L) for the attack-free and attacked

closed-loop process, respectively, from Eq. 3.7. If the disturbance is identically equal to

0 (d ≡ 0 ∈ F), the augmented state will be maintained at the origin for ξ(0) = 0 ∈
Dξ(Λ, K, L) implying that the residual of the attacked process is also maintained at the
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origin, which is within the attack-free terminal residual set, i.e., r(t) = 0 ∈ Dr(I,K, L)

for all t ≥ 0. For such a realization of the disturbance and initial condition, the attack

will go undetected for all t ≥ 0. However, since Dr(Λ, K, L) ̸⊆ Dr(I,K, L), r(t) ∈
Dr(Λ, K, L) \ Dr(I,K, L) is possible for some t ≥ 0, d ∈ F , and ξ(0) ∈ Dr(Λ, K, L)

following similar arguments as that used in the proof of Proposition 3. This implies that

the attack is potentially detectable.

Part 2: Consider that the attacked closed-loop process is such that maxi|λi(Aξ(Λ, K, L))| >
1. Similar logic as that used in Part 1 may be applied to show that the attack is poten-

tially detectable. If ξ(0) = 0 and d ≡ 0 ∈ F , the attack is not detected. On the other

hand, since Dξ(Λ, K, L) = R2nx by convention when the closed-loop process is rendered

unstable by the attack, there exist ξ(0) ∈ R2nx such that r(0) ̸∈ Dr(I,K, L) and the

attack is detected at t = 0. Therefore, the attack is potentially detectable.

Proposition 15. Consider the closed-loop process with control system parameters (K,L)

under a multiplicative attack of magnitude Λ ̸= I. Let the control system parameters

(K,L) stabilize the attack-free closed-loop process. If the attack renders the closed-loop

process unstable in the sense that ∥ξ(t)∥ → ∞ as t→∞ and the pair (Aξ(Λ, K, L), Ar(Λ))

is observable, the attack is detected in finite time with respect to the detection scheme in

Eq. 3.10.

Proof. If the closed-loop process under attack is rendered unstable in the sense that

∥ξ(t)∥ → ∞ as t→∞ and the pair (Aξ(Λ, K, L), Ar(Λ)) is observable, the residuals are

unbounded in the sense that ∥r(t)∥ → ∞ as t → ∞. This follows from Theorem 4

(B). Since the attack-free closed-loop process with control system parameters (K,L) is

stable, its minimum invariant set Dξ(I,K, L) is a compact (closed and bounded) set. As

a result, the attack-free terminal residual set is also a compact set (from Eq. 3.9). There

exists R > 0 such that Dr(I,K, L) ⊆ Bny(R). Because the residuals of the attacked

process are unbounded (∥r(t)∥ → ∞ as t→∞), for all ϵ > 0 there exists T > 0 such that

∥r(t)∥ > ϵ for all t > T . Choosing ϵ > R shows there exists a finite time T1 such that

∥r(T1)∥ > ϵ > R, which implies that r(T1) ̸∈ Dr(I,K, L). Thus, the attack is detected in
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finite time and the attack is detectable.

Theorem 4. Consider the system

z(t+ 1) = Azz(t) +Bνν(t)

η(t) = Czz(t) +Dνν(t)
(B.1)

with z(t) ∈ Rnz , η(t) ∈ Rnη , and ν(t) ∈ Γ ⊂ Rnν for all time t ≥ 0, where Γ is a compact

set. If the pair (Az, Cz) is observable, and ∥z(t)∥ → ∞ as t → ∞, then ∥η(t)∥ → ∞ as

t→∞.

Proof. Defining ηn(t) and νn(t) as:

ηn(t) :=


η(t)
...

η(t+ n− 1)

 , νn(t) :=


ν(t)
...

ν(t+ n− 1)

 (B.2)

If the pair (Az, Cz) is observable, the observability matrix has rank nz. Provided ηn(t)

and νn(t), z(t) is the unique solution to the following system of equations if (Az, Cz) is

observable:

ηn(t) =


Cz

CzAz
...

CzA
n−1
z


︸ ︷︷ ︸

=:On

z(t) +


Dν

CzBν Dν

...
. . . . . .

CzA
n−2
z Bν · · · CzBν Dν


︸ ︷︷ ︸

=:Bn

νn(t) = Onz(t) + Bnνn(t) (B.3)

where On is the observability matrix.

Since the pair (Az, Cz) is observable, On has full column rank and OTnOn is a positive

definite matrix. Thus, ∥z∥OTnOn :=
√
zTOTnOnz is a weighted Euclidean norm. Owing

to the equivalence of norms, there exists c > 0 such that ∥z(t)∥OTnOn ≥ c∥z(t)∥. From

Eq. B.3, the equivalence of norms, and the triangle inequality,

c∥z(t)∥ ≤ ∥Onz(t)∥ = ∥ηn(t)− Bnνn(t)∥

≤ ∥η(t)∥+ ∥η(t+ 1)∥+ . . .+ ∥η(t+ n− 1)∥+ ∥Bnνn(t)∥ (B.4)

Since ν(t) is bounded for all t ≥ 0, ∥Bnνn(t)∥ is bounded. Because the last line of Eq. B.4 is
a sum over a finite number of terms, ∥η(t)∥ → ∞ as t→∞ if ∥z(t)∥ → ∞ as t→∞.
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Appendix C

Proofs for Chapter 4

Proposition 16. Consider the attack-free closed-loop process with (K,L). If the matrix

C is invertible and ξ(0) ∈ Dξ(I,K, L), then the confidence region Ξ(K,L, t) contains the

augmented state, i.e., ξ(t) ∈ Ξ(K,L, t). Furthermore, the confidence region has a non-

empty intersection with the minimum invariant set, i.e., Ξ(K,L, t) ∩Dξ(I,K, L) ̸= ∅.

Proof. This proposition is proved in two parts. In the first part, the containment of

the augmented state within the confidence region is considered. In the second part,

the intersection of the confidence region with the attack-free minimum invariant set is

considered.

Part 1: From Eq. 4.16 and Eq. 4.17,

Ξ(K,L, t) = C̃−1
(
{χ(t)} ⊖ D̃F

)
=

(
{C̃−1C̃ξ(t)} ⊕ {C̃−1D̃d(t)} ⊖ C̃−1D̃F

)
= {ξ(t)} ⊕ {C̃−1D̃d(t)} ⊖ C̃−1D̃F

(C.1)

for the attack-free process. Because the process disturbances and measurement noise are

bounded within the compact set (F ) containing the origin, the origin is contained in

the set {C̃−1D̃d(t)} ⊖ C̃−1D̃F . Therefore, the right-hand side of Eq. C.1 contains the

augmented state of the attack-free process, and the confidence region constructed at any

time t ≥ 0 contains the augmented state, i.e., ξ(t) ∈ Ξ(K,L, t).

Part 2: If the augmented state of the attack-free process at time t = 0 is contained within

its minimum invariant set, then due to the forward invariance of the minimum invariant

set, the augmented state is contained within the set for all time, i.e., ξ(t) ∈ Dξ(I,K, L)
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for all t ≥ 0. From the proof of Part 1, the confidence region constructed for the attack-

free process at any time contains the augmented state (ξ(t) ∈ Dξ(I,K, L)). Therefore,

Ξ(K,L, t) and Dξ(I,K, L) both contain the augmented state ξ(t), and have a non-empty

intersection, i.e., Ξ(K,L, t) ∩Dξ(I,K, L) ̸= ∅.

Proposition 17. Consider the closed-loop process with (K,L). Let the matrix C be invert-

ible and ξ(0) ∈ Dξ(I,K, L). If the confidence region does not intersect with the minimum

invariant set of the attack-free closed-loop process, i.e., Ξ(K,L, t)∩Dξ(I,K, L) = ∅, then
the process is not attack-free.

Proof. This proposition is proved by contradiction. Assume that the closed-loop process

is attack-free. From the proof of Part 1 of Proposition 6, ξ(t) ∈ Ξ(K,L, t) at any time

t ≥ 0. If the confidence region does not intersect with the minimum invariant set of the

process, i.e., Ξ(K,L, t) ∩Dξ(I,K, L) = ∅, the minimum invariant set cannot contain the

augmented state of the process, i.e., ξ(t) ̸∈ Dξ(I,K, L). This is a contradiction, since,

for the attack-free process, the augmented state is always contained within its minimum

invariant set, i.e., ξ(t) ∈ Dξ(I,K, L) if ξ(0) ∈ Dξ(I,K, L). Thus, the process cannot be

attack-free.

Theorem 5. Consider the closed-loop process with (K1, L1). Let the matrix C be invert-

ible and ξ(0) ∈ Dξ(I,K1, L1). Assume that a controller-observer parameter switch from

(K1, L1) to (K2, L2) occurs at ts. If the closed-loop process is attack-free and the confi-

dence region satisfies Ξ(K1, L1, ts) ∩ Dξ(I,K1, L1) ⊆ Dξ(I,K2, L2), then no alarms are

generated by the detection scheme of the form in Eq. 4.15. Furthermore, if there is an

alarm generated by the detection scheme at some time td, then the closed-loop process is

not attack-free.

Proof. The proof is divided into two parts. In the first part, the attack-free process is

considered. In the second part, the generation of an alarm is considered.

Part 1: Because Dξ(I,K1, L1) is a forward invariant set for the attack-free closed-loop

process with (K1, L1), for t ∈ [0, ts], the augmented state of the attack-free process is
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contained within Dξ(I,K1, L1). From Proposition 6, the augmented state of the attack-

free process is contained within the intersection of the confidence region and the minimum

invariant set, i.e., ξ(t) ∈ Ξ(K1, L1, t) ∩Dξ(I,K1, L1) for t ∈ [0, ts] when the matrix C is

invertible. If the intersection of the confidence region at ts and the minimum invariant set

with (K1, L1) is a subset or equal to the minimum invariant set of the attack-free process

with (K2, L2), i.e., Ξ(K1, L1, ts) ∩Dξ(I,K1, L1) ⊆ Dξ(I,K2, L2), the augmented state at

ts is contained within the minimum invariant set of the attack-free process with (K2, L2),

i.e., ξ(ts) ∈ Dξ(I,K2, L2). For this case, ξ(t) ∈ Dξ(I,K2, L2) for t ≥ ts owing to the

invariance of Dξ(I,K2, L2).

The value of the monitoring variable χ(t) will be within the corresponding terminal set

for all t ≥ 0. In particular, χ(t) ∈ Dχ(I,K1, L1) for t ∈ [0, ts] and χ(t) ∈ Dχ(I,K2, L2)

for t ≥ ts by construction of the sets Dχ(I,K1, L1) and Dχ(I,K2, L2). Hence, no alarms

are generated with the detection scheme in Eq. 4.15 for the attack-free process if

Ξ(K1, L1, ts) ∩Dξ(I,K1, L1) ⊆ Dξ(I,K2, L2) (C.2)

Part 2: Consider the interval [0, ts] and let ξ(0) ∈ Dξ(I,K1, L1). If an alarm is generated

for any td ∈ [0, ts], the value of the monitoring variable is not within its terminal set, i.e.,

χ(td) ̸∈ Dχ(I,K1, L1). By construction of Dχ(I,K1, L1), the closed-loop process is not

attack-free. The attack is detected at td.

The remaining part is proved by contradiction. Specifically, consider the case that no

alarms are raised for all t ∈ [0, ts]. Let a parameter switch from (K1, L1) to (K2, L2) occur

at ts ≥ 0 when the confidence region satisfies Ξ(K1, L1, ts)∩Dξ(I,K1, L1) ⊆ Dξ(I,K2, L2).

Assume that the process is attack-free for all t ≥ 0. Let an alarm be generated at

some time td ≥ ts, implying that the value of the monitoring variable at the time

td is not in the terminal set of the attack-free closed-loop process with (K2, L2), i.e.,

χ(td) ̸∈ Dχ(I,K2, L2). When Ξ(K1, L1, ts) ∩ Dξ(I,K1, L1) ⊆ Dξ(I,K2, L2), the process

is attack-free, and ξ(0) ∈ Dξ(I,K1, L1), the monitoring variable evolves according to

χ(t) ∈ Dχ(I,K1, L1) for t ∈ [0, ts] and χ(t) ∈ Dχ(I,K2, L2) for t ≥ 0 by Part 1. Hence,

no alarms can be generated. This leads to a contradiction. The closed-loop process is

not attack-free when an attack is detected at any td ≥ 0, ξ(0) ∈ Dξ(I,K1, L1), and
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Ξ(K1, L1, ts) ∩Dξ(I,K1, L1) ⊆ Dξ(I,K2, L2).
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Appendix D

Proofs for Chapter 5

Proposition 18. Consider the closed-loop process in Eq. 5.9 monitored by the reachable

set-based detection scheme in Eq. 5.14, with an initial set Rξ
0. The closed-loop process is

attack-free only if the output of the detection scheme in Eq. 5.14 is h(ηk,Rξ
k) = 0 for all

k ∈ Z+.

Proof. For the attack-free closed-loop process with ξ0 ∈ Rξ
0, the augmented state is con-

tained within the k-step reachable set, i.e., ξk ∈ Rξ
k(Rξ

0) for all k ∈ Z+. From Eq. 5.13,

the generalized monitoring variable of the attack-free process is contained within its k-

step reachable set, i.e., ηk ∈ Rη
k(Rξ

k) for all k ∈ Z+. From Eq. 5.14, the output of the

detection scheme is h(ηk,Rξ
k) = 0 for all k ∈ Z+.

Proposition 19. Consider the closed-loop process in Eq. 5.9, with an initial set Rξ
0,

under an FDIA beginning at k = 0. The attack is undetectable with respect to the detection

scheme in Eq. 5.14 and the initial set Rξ
0 if and only if the reachable sets of the monitoring

variable for the attacked and the attack-free process satisfy Rηa
k (Rξa

k ) ⊆ Rη
k(Rξ

k) for all

k ∈ Z+.

Proof. Sufficiency : Consider the attacked closed-loop process and the initial set Rξ
0. Let

the reachable set of the monitoring variable for the attacked process be a subset of,

or equal to, the reachable set for the attack-free process; i.e., Rηa
k (Rξa

k ) ⊆ Rη
k(Rξ

k) for

all k ∈ Z+. This implies that the monitoring variable values are contained within the

reachable sets for the attack-free process (ηk ∈ Rηa
k (Rξa

k ) ⊆ Rη
k(Rξ

k)), and the detection
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scheme generates an output of h(ηk,Rξ
k) = 0 for all k ∈ Z+. Therefore, the attack is

undetectable.

Necessity : Consider the attacked closed-loop process with the initial setRξ
0. Let the FDIA

begin at k = 0 and be undetectable with respect to the detection scheme in Eq. 5.14 and

the initial set Rξ
0. By definition of an undetectable attack, h(ηk,Rξ

k) = 0 for all k ∈ Z+,

ξ0 ∈ Rξ
0, and dk ∈ D. From Eq. 5.14, this implies that ηk ∈ Rη

k(Rξ
k) for all k ∈ Z+.

However, the process is subjected to the FDIA, so ηk ∈ Rηa
k (Rξa

k ) for all k ∈ Z+, implying

that Rηa
k (Rξa

k ) ⊆ Rη
k(Rξ

k) for all k ∈ Z+.

Proposition 20. Consider the closed-loop process in Eq. 5.9, with an initial set Rξ
0,

under an FDIA beginning at k = 0. The attack is detectable if the reachable sets of

the monitoring variable for the attacked and the attack-free process satisfy Rηa
k (Rξa

k ) ∩
Rη
k(Rξ

k) = ∅ for some k ∈ Z+.

Proof. If the reachable sets of the generalized monitoring variable for the attacked and

the attack-free process do not intersect at some k ∈ Z+, i.e., Rηa
k (Rξa

k ) ∩ Rη
k(Rξ

k) = ∅,
no value of the monitoring variable that is contained within the attacked reachable set

is contained within the attack-free reachable set, i.e., ηk ̸∈ Rη
k(Rξ

k). The output of the

detection scheme in this case is h(ηk,Rξ
k) = 1, and the attack is detected. Hence, the

attack is detectable.
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Appendix E

Proofs for Chapter 6

Proposition 21. Consider the attacked closed-loop process with (K,L) and an initial set

of states Rξ
0. Let an attack destabilize the process in the sense ∥ξt∥ → ∞ as t → ∞. If

the matrix pair (Aξa(K,L), Cηa) is observable, then the attack is detectable with respect to

the reachable set-based detection scheme in Eq. 6.15.

Proof. For an attack-free closed-loop process with (K,L) and a set of initial states Rξ
0, its

t-step reachable set is a compact set. This follows from Eq. 6.16b, and the assumptions

that the disturbances are bounded within a compact set (D) and the set of initial states

(Rξ
0) is a compact set. Let the attack cause the closed-loop process to be unstable in

the sense that ∥ξt∥ → ∞ as t → ∞, i.e., there exists a R > 0 such that ∥ξt∥ > R

after some finite t′ > 0. From Proposition 23, if the matrix pair (Aξa(K,L), Cηa) is

observable, and if ∥ξt∥ > R, then at the time step t′ > 0, the monitoring variable of the

process cannot be bounded within any compact set. Meaning that at the time step t′,

the monitoring variable is not bounded within the t′-step reachable set of the attack-free

process (ηt′ ̸∈ Rη
t′(Rξ

t′(K,L))), and the detection scheme in Eq. 6.12 detects the attack at

the time step t′ > 0 with an output of 1. Therefore, the attack is detectable with respect

to the reachable set-based detection scheme in Eq. 6.15.

Proposition 22. Consider the attack-free closed-loop process under the nominal mode

with an initial set of states Rξ
0, which is monitored by the reachable set-based detection

scheme in Eq. 6.18. Let multiple control mode switches between the nominal and the
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attack-sensitive mode be implemented on the process. Let the switching instances be ran-

domly chosen time steps tsi ∈ Z+, where i ∈ {1, 2, 3, . . .} such that tsi+1
> tsi. The

reachable set-based detection scheme generates no alarms for all t ∈ Z+.

Proof. Consider the attack-free closed-loop process operated under the nominal control

mode with the set of initial states Rξ
0. Before a switch to the attack-sensitive control

mode occurs, the reachable set-based detection scheme in Eq. 6.18 accounts for all values

of the attack-free process and generates no false alarms. Consider the switch to the

attack-sensitive control mode at the randomly chosen time step ts1 ∈ Z+, followed by

another switch back to the nominal control mode at the randomly chosen time step

ts2 > ts1 . From Eq. 6.18, the reachable set-based detection scheme switches to monitoring

the process based on the attack-free reachable sets computed for the attack-free process

operated under the attack-sensitive mode, i.e., (Kt, Lt) = (Kf , Lf ) for all t ∈ [ts1 , ts2).

For the attack-free process operated under the attack-sensitive control mode, its reachable

set at each time step after the switch contains all values of the monitoring variable (ηt ∈
Rη
t (Rξ

t )), leading to an output of 0 for t ∈ [ts1 , ts2). Similarly, after switching back to the

nominal control mode at time step ts2 , the reachable set-based detection scheme generates

no false alarms. Similarly, for all subsequent switches between the nominal and the attack-

sensitive control modes implemented on the process at randomly chosen time steps, it can

be demonstrated that the detection scheme in Eq. 6.18 generates no alarms.

Proposition 23. Consider the process:

ψk+1 = Aψψk +Bωωk

µk = Cψψk +Dωωk

(E.1)

where ψk ∈ Rnψ is the state, ωk ∈ Ω ⊂ Rnω is a bounded input, Ω is a compact set, and

µk ∈ Rnµ is the output. Let the pair (Aψ, Cψ) be observable. For any compact set Γ, there

exists R > 0 such that µi ̸∈ Γ for some i ∈ {k, . . . , k + nψ − 1} if ∥ψk∥ > R.

Proof. Defining µknψ and ωknψ as the vectors consisting of states and input values over
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the last n time steps:

µknψ :=


µk
...

µk+nψ−1

 , ωknψ :=


ωk
...

ωk+nψ−1

 (E.2)

If the pair (Aψ, Cψ) is observable, ψk is a unique solution to the system of equations:

µknψ =


Cψ

CψAψ

...

Cψ(Aψ)nψ−1


︸ ︷︷ ︸

=:Onψ

ψk+


Dω

CψBω Dω

...
. . . . . .

Cψ(Aψ)nψ−2Bω · · · CψBω Dω


︸ ︷︷ ︸

=:Bnψ

ωknψ = Onψψk+Bnψωknψ

(E.3)

where Onψ is the observability matrix.

From Eq. E.3, ∥Onψψk∥ = ∥µknψ − Bnψωknψ∥. Let ∥ψ∥OTnψOnψ :=
√
ψTOTnψOnψψ =

∥Onψϕk∥. Note that ∥ · ∥OTnψOnψ is a norm because (Aψ, Cψ) is observable, so Onψ has full

column rank and OTnψOnψ is positive definite. From the equivalence of norms, there exists

c > 0 such that ∥ψk∥OTnψOnψ ≥ c∥ψk∥. From the triangle inequality,

c∥ψk∥ ≤ ∥ψk∥OTnψOnψ = ∥µknψ − Bnψωknψ∥ ≤ ∥µk+nψ−1∥+ · · ·+ ∥µk∥+ ∥Bnψωknψ∥

(E.4)

Since ωk is bounded within a compact set Ω, there exists b > 0 such that ∥Bnωkn∥ ≤ b for

all ωkn ∈ Ω× · · · × Ω. Using this bound and from Eq. E.4,

c∥ψk∥ ≤ ∥µk+nψ−1∥+ · · ·+ ∥µk∥+ b (E.5)

For any compact set Γ, there exists r > 0 such that ∥µ∥ > r implies that µ ̸∈ Γ. Let J
be the set of indices of the terms in the right-hand side of Eq. E.5 that are strictly greater

than r (J ⊆ {k, k + 1, . . . , k + nψ − 1}). From Eq. E.5,

c∥ψk∥ ≤ (nψ −m)r +
∑
j∈J
∥µj∥+ b (E.6)
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where m is the cardinality of J . If ∥ϕk∥ > nψr+b

c
and from Eq. E.6,

mr <
∑
j∈J
∥µj∥ (E.7)

Consider two cases: (1) m = 0, i.e., J is an empty set, and (2) m ̸= 0. In the first case,

Eq. E.7 leads to a contradiction when m = 0. Therefore, m ̸= 0, implying ∥µj∥ > r for

some j ∈ {k, k+1, . . . , k+nψ− 1} and µj ̸∈ Γ. Choosing R >
nψr+b

c
completes the proof.
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101. B. Savković, “Low complexity parameterized approximations of reachable sets for

LTI systems,” in Proceedings of the IEEE International Conference on Control and

Automation, Christchurch, New Zealand, 9-11 December 2009, pp. 960–965.

102. M. Althoff, “An introduction to CORA 2015,” in Proceedings of the Workshop on

Applied Verification for Continuous and Hybrid Systems, vol. 34, Seattle, Washing-

ton, 13 April 2015, pp. 120–151.
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